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Basic idea of cryptographic security Distinguishing metric
» View a protocol as constructing some resource s from a resource R. » View systems R and § as interactive black boxes.
» QKD: (authentic channel, quantum channel) — secret key. » A distinguisher I' can interact arbitrarily with the systems, and outputs
» OTP: (authentic channel, secret key) — secure channel. a bit. Its advantage is

» e-Security: the real and ideal systems are <-(in)distinguishable.
» Real system: protocol and resources used.
» |ldeal system: (ideal) resource constructed and simulator.
» Simulator:
» Creates the real (dishonest) interface given access to the ideal interface.
» =— the real world does not allow a stronger attack than the ideal world.

d(R,S) = max {Prl['(R) = 1| — Pr|['(8) = 1|}

» This metric is contractive: d(R7T,8T) < d(R,3).
» It respects the triangle inequality: d(R,8) < d(R,T) +d(T,3).

Derivation of the trace distance security criterion
Quantum key distribution (QKD)

» A QKD protocol is =¢o-correct if
A QKD protocol is e-secure if the two systems below are c-close in the PrKs # Ks| < £cor

distinguishing metric.
J J where K, and K are Alice and Bob’s final keys.

kd kd . _ .
Ta Authentic channel T » A QKD protocol is csec-secure if

t t (1 - Pabort)d(ﬂAEa TA & PE) < Esec:

where d(-, -) is the trace distance, 74 the fully mixed state and paport

ka, L kg, L the probability of aborting.
Insecure channel

Theorem: If a QKD protocol is eqor-correct and eggc-S€CUre, it is
(Ecor + Esec)-SECUre.
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P p f Proof sketch: Let pspr and pape be the states held by the
distinguisher after interacting with the real and ideal systems,
respectively. Define o4 to be the state obtained from p,pr by

v v

QKD protocol 799, classical authentic channel and quantum insecure

channel. replacing the B system with a copy of the key in A. Then
Secret key d(pase, paBe) < d(paBe, 0aBe) + d(0aBE, PABE)
<k’ - kL " < Pl”[KA - KB] T (1 — Pabort)d(pAE, TA & ,OE)-
— key
0.1 Protocol composition
gkd . . . L e
OE ) N From the triangle inequality and contractivity of the distinguishing
ke pakd advantage, the first and last systems below are <-close.
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The OTP is perfectly (0-)secure, since the two systems below are o o
indistinguishable. OTP protocol 7°®, QKD protocol 799, and (implicit) communication
channels.
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OTP protocol 7°®, ideal secret key and authentic channel.

Ideal secret key, OTP protocol 7° and QKD simulator o
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v ldeal secure channel and composition of QKD and OTP simulators
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