Practical measurement-device-independent quantum key distribution
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We present an analysis for practical implementations of measurement-device-independent quan-
tum key distribution (MDI-QKD): a general system model, a finite-decoy protocol and a finite-key
analysis. This is of particular interest both to researchers hoping to demonstrate MDI-QKD and to
others performing non-QKD experiments involving quantum interference.

Introduction

Quantum key distribution (QKD) enables an unconditionally secure means of expanding secret keys between two
remote parties. However, real-life implementations of QKD may contain overlooked imperfections that deviate from the
theoretical model. In particular, by exploiting practical imperfections, especially those in the detectors, researchers
have proposed and successfully demonstrated various quantum attacks, called quantum hacking, against practical
QKD systems [1]. Therefore, quantum hacking has become a major problem for the real-life security of QKD.

Lo, Curty, and Qi proposed a groundbreaking scheme — measurement device independent QKD (MDI-QKD) [2]
— to solve the quantum hacking problem. More precisely, MDI-QKD removes all attacks in the detection system,
the most important loophole of QKD implementations. In a general MDI-QKD [2] (Fig. 1(a)), each of Alice and
Bob locally prepares phase randomized decoy states in the BB84 protocol and sends them via a quantum channel
to an untrusted quantum relay, Charles, who is supposed to perform a Bell state measurement and broadcasts his
measurement results. Since the measurement setting is only used to post-select entanglement between Alice and Bob,
it can be treated as a true black box. Hence, MDI-QKD is inherently immune to all attacks on detectors including
side channel attacks.

MDI-QKD is highly practical and can be implemented with standard optical components. Very recently, MDI-QKD
has been demonstrated by a number of research groups [3, 4], but before it is applicable in real life, it is important to
resolve a number of practical issues. Firstly, a practical implementation of MDI-QKD may involve various practical
errors such as the mode mismatch for a non-perfect quantum interference. Thus, the question is: how will the practical
errors affect the performance of MDI-QKD? Secondly, the source typically emits weak coherent pulses and the single
photon contributions are estimated by the decoy-state protocol. Hence, how many types of decoy states are needed
for MDI-QKD in practice? Thirdly, a real experiment is implemented in finite time, which means that the output
data-size introduces statistical fluctuations and any estimation techniques necessarily carry finite size corrections. How
can one analyze this finite-data effect? Finally, before the implementation, one has to know the optimal intensities
for signal and decoy states. What is the optimal choice of these intensities?

Summary of results

We answer the above questions in this work. Our main contributions are summarized below, and we refer the
details to Refs. [5, 6].

1. We study the physical origins of the quantum bit error rate (QBER) in real-life MDI-QKD by proposing general
models for various practical errors [5], in which we particularly investigate two important sources of errors —
polarization misalignment (see Fig. 1(a)) and mode mismatch. We find that in a polarization-encoding MDI-
QKD |2, 4], the polarization misalignment is the major source of QBER, while mode mismatch in other domains
does not appear to be a major problem. Moreover, we provide an analytical method to model the system.
Although this model is proposed to study MDI-QKD, it can also be applied to other non-QKD experiments
involving quantum interference.

2. Despite numerous progress on the decoy-state protocol of MDI-QKD [7], a rigorous analysis of the finite-key
effect remains missing. Here, we fill this gap by presenting a rigorous method to study both the finite-decoy
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FIG. 1: (a) MDI-QKD system model. We consider a polarization-encoding system [2, 4], where three Unitary rotations
(U1-Us) are used to model the polarization misalignment (or rotation). The PBS2 (polarization beam splitter) is chosen to
define the polarization basis. U1 (Uz) represents the misalignment of Alice’s (Bob’s) channel transmission, while Us models the
misalignment of the other measurement setting, PBS1. WCP: weak coherent pulse; M: modulator; BS, beam splitter; SPD,
single-photon detector. (b) (color online) Secure key rates. The practical parameters are mostly from an entanglement based
QKD experiment [8]. Asymptotic (dotted curve) denotes the case of infinite decoy states and infinite data-size. In finite-decoy
case (dashed and solid curves), N denotes the total number of signals sent by Alice/Bob; we consider an analytical approach
with two general decoy states to estimate the single-photon contributions [5]. Our results show that MDI-QKD is feasible for
a reasonable number of signals (order of 10 to 10').

protocol [5] and the finite-key analysis [6]. For the finite-decoy protocol, we primarily present how one can use
two general decoy states to analytically estimate the single-photon contributions, i.e., their gain and QBER.
In the finite-key analysis, we use the Chernoff bound to estimate the statistical fluctuations and consider the
smooth min-entropy formalism to analyze the finite-key effect. We emphasize that our result is valid against the
most general attacks, while the previous analysis [7] is only valid against collective attacks. With the practical
parameters from an entanglement based QKD experiment [8], the key rates for different cases are shown in
Fig. 1(b).

3. We finally offer a general framework to evaluate the optimal choice of intensities of signal and decoy states [5].
This is particularly useful for experimentalists who wish to implement MDI-QKD. Note that this framework
has already been adopted in our experimental demonstration [4].
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