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mechanics), whereas others are more severe (for example, that 
Alice and Bob have accurate and complete descriptions of their 
physical apparatuses). Unfortunately, real-life realizations of QKD 
often have imperfections, so that they rarely conform to the theo-
retical models used to prove their security. As a result, there is a gap 
between the theory and practice of QKD. Even though QKD has 
been proved in principle to be secure, practical systems may con-
tain security loopholes (so-called side-channels), which Eve may 
exploit to learn the distributed key without being detected.

Indeed, this approach has been used in recent attacks on certain 
commercial and research QKD set-ups75–90. In these attacks, Eve 

exploited some imperfections in devices (especially single-photon 
detectors) to hack the system. This is not overly alarming at this 
stage, as current realizations of QKD are still in the battle-testing 
phase. The first versions of new commercial cryptographic schemes 
routinely contain some security flaws in their implementation, 
which are typically found and fixed during the battle-testing period. 
Consequently, the systems become increasingly secure. In addition, 
QKD is often combined with classical cryptography (for instance, 
by performing a bitwise XOR operation between a classical key and 
a key obtained with QKD), so that QKD can only enhance the final 
security of the whole system.

Quantum hacking. What kind of imperfections can Eve exploit to 
hack a QKD system? In principle, QKD secures only the commu-
nication channel, so Eve may try to attack both the source (that is, 
the preparation stage of the quantum signals) and the measurement 
device. Table 1 lists various attacks on QKD set-ups that have been 
proposed to date. The source is typically less vulnerable to attack, 
because Alice can prepare her quantum signals (for example, the 
polarization state of phase-randomized WCPs) in a fully protected 
environment that an eavesdropper cannot access. This environment 
can be achieved by, for instance, using optical isolators. Also, Alice 
can experimentally verify the quantum states emitted by employing, 
for example, random sampling techniques. It is thus reasonable to 
expect that Alice can characterize her source. Fortunately, in this 
situation, it is usually relatively easy to incorporate any imperfec-
tions in Alice’s state preparation process in the security proof 25,91.

Bob’s measurement device is more problematic, as Eve is allowed 
to send in any signal she desires, making it harder to protect Bob’s 
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Figure 5 | Examples of countermeasures against quantum hacking. a, Schematic of DI-QKD96–99. Alice and Bob can prove the security of the protocol 
based on the violation of an appropriate Bell inequality. To overcome the channel loss, the system can include a fair-sampling device100,101. In principle, 
DI-QKD can remove all side channels in a QKD implementation. b, Schematic representation of MDI-QKD74. Alice and Bob prepare WCPs in different 
BB84 polarization states and send them to an untrusted relay Charles, who is supposed to perform a Bell-state measurement that projects the 
incoming signals into a Bell state. MDI-QKD removes all detector side channels, which can be regarded as the Achilles heel of QKD. MDI-QKD has 
the advantage over DI-QKD of being feasible with current technology. Indeed, proof-of-principle demonstrations have been already done104,105, and real 
QKD implementations have been realized106,107. BS, beamsplitter; PBS, polarizing beamsplitter; D, single-photon detector. c, Field-test proof-of-principle 
demonstration of MDI-QKD realized in Calgary, Canada104. MC, master clock; AM, amplitude modulator; PM, phase modulator; ATT, variable attenuator; 
POC, polarization controller; FS, frequency shifter. Figure c reproduced with permission from ref. 104 © 2013 APS.

Table 1. Summary of various quantum hacking attacks against 
certain commercial and research QKD set-ups.

Attack Target component Tested system
Time shift75–78 Detector Commercial system
Time information79 Detector Research system
Detector control80–82 Detector Commercial system
Detector control83 Detector Research system
Detector dead time84 Detector Research system
Channel calibration85 Detector Commercial system
Phase remapping86 Phase modulator Commercial system
Faraday mirror87 Faraday mirror Theory
Wavelength88 Beamsplitter Theory
Phase information89 Source Research system
Device calibration90 Local oscillator Research system
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V. Makarov et al PRA 74, 022313 (2006), Y. Zhan et al PRA 78, 042333 (2008), 

switches, in practice Eve could lower the channel loss by, for
example, replacing the existing channel with a better one
without alerting Alice and Bob. Moreover, Alice and Bob are
assumed to have no knowledge of the channel loss in stan-
dard security proofs !3–6". If this assumption is violated, the
secure key rate could be much higher. It is not rigorous to
allow Alice and Bob to trust the loss of their channel since it
is inconsistent with the security proofs !3–6". Naively, one
might think that Alice and Bob can catch Eve by observing
an increase in channel loss during the quantum transmission
phase #relative to the calibration phase$. Such a naive think-
ing is incorrect because Eve may well be present during both
the quantum transmission phase and the calibration phase.
Therefore, Alice and Bob should not be able to see any dif-
ference in the channel loss in the two phases. So the power
of the time-shift attack may be stronger than what one na-
ively thinks.

We demonstrated the time-shift attack in the following
way: first, the activation times of detectors were determined
by the built-in program; second, the arrival times of the sig-
nals were shifted at a step of 50 ps #a narrower step was not
necessary as the pulse width was %100 ps$; third, at each
shifted time, Alice and Bob exchanged a key at an average
photon number #at Alice’s output$ of 0.1; fourth, Bob calcu-
lated the counts of each detector and the error rates. The
entire experiment after each calibration spanned %15 min.

In a real attack Eve should apply an alternative technique
to obtain the efficiency mismatch as she has no access to
Bob’s apparatus !18": she can gradually shift a small subset
of the signals and set them to 0 or 1 and conclude the mis-
match from Bob’s detection announcement. Our experimen-
tal results show that the mismatch is stable throughout the
15-min span of our experiment. Therefore Eve has sufficient
time to obtain the mismatch information and launch her at-
tack.

The experimentally measured detector efficiencies are
shown in Fig. 3 for the case where the deviation in activation
times takes the maximal value !tm. It shows substantial de-
tection efficiency mismatch. In particular, two shifts with
large mismatches are found as in Table I.

The security of the QKD system is analyzed in the fol-
lowing way: one can estimate an upper bound KU of the key
length given the efficiency mismatch known by Eve and a
lower bound KL ignoring the time-shift attack #as Alice and
Bob cannot detect the attack$. If the upper bound is less than
the lower bound #i.e., KL"KU$, there must be some infor-
mation leaked to Eve unknown to Alice or Bob.

We consider that Alice sends N bits to Bob, among which
the same bases are used for Ñ bits and Bob detects ÑQ
signals #Q is the overall gain$. Here we assume that infinite
decoy-state protocol and one-way classical communications
for post-processing are used.

Lower bound. The error correction will consume

rEC = ÑQf#E$H2#E$ #1$

bits, where E is the overall QBER, H2#x$ is the standard
binary Shannon entropy function, and f#x$ is the error cor-

rection inefficiency !23". The net key length ignoring the
time-shift attack is thus !5,24–26"

KL = − rEC + Ñ&Q1!1 − H2#e1$" + Q0' , #2$

where Qi and ei are the gain and the QBER for the signals
with i photons sent by Alice.

Upper bound. An upper bound is given by !27"

KU = − rEC + ÑQ (
i=&A,B';j=&0,1'

!Pr&Z2 = j)Z1 = i'Pr&Z1 = i'

#H2#Pr&X = 0)Z1 = i,Z2 = j'$" , #3$

where X, Z1, and Z2 are classical random variables represent-
ing Alice’s initial bit, Eve’s choice of the time shift for each
bit, and the basis information, respectively.

The upper bound and the lower bound of the key rate can
then be calculated from Eqs. #1$–#3$ using data in Table I.
The calculation results are shown in Table I#c$. Y0 is deter-
mined experimentally. Note that no double clicks were ob-
served in our experiment. The fact that KL"KU clearly indi-
cates the success of the attack !28".

We conclude with a few general lessons. First, counter-
measures often exist for known attacks. For instance, the
“four-state setting” proposal #which suggests that for the
phase-encoding BB84 protocol, Bob’s phase modulation is
randomly selected from a set of four values instead of two
values$ can shield the time-shift attack !29". Second, the
implementation of a countermeasure may open up new secu-
rity loopholes. For instance, we noted in !30" that the four-
state measurement scheme will be vulnerable to a combined
large pulse !31" and time-shift attack. Once an attack is
known, the prevention is usually easy. However, we have a
third lesson: unanticipated attacks are most dangerous.

The time-shift attack is demonstrated on a bidirectional
system. However, it is a threat to a general class of QKD
systems #including unidirectional setup$ and protocols #e.g.,
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information-theoretic knowledge about the key as long as
Alice and Bob accept the QBER at the given channel
transmission T and do not abort key generation [17].
Constricting our FSA to match the raw key rate expected
by Bob and Alice, i.e., maintaining T at nearly the exact
preattack level, we find that the security of the system is
fully compromised. Our hack has wide implications: most
practical QKD schemes based on gated APDs, in both
plug-and-play and one-way configurations [18–20], need
to perform channel characterization and hardware calibra-
tion regularly. A careful implementation of these steps is
required to avoid leaving inadvertent back doors for Eve.

The optical setup of Clavis2 is based on the plug-and-
play QKD scheme [15,18]. An asymmetric Mach-Zehnder
interferometer operates in a double pass over the quantum
channel by using a Faraday mirror; see Fig. 2(a) without
Eve. The interference of the paths taken by two pulses
traveling from Bob to Alice and back is determined by
their relative phase modulation (’Bob ! ’Alice), and forms
the principle for encoding the key. Any birefringence
effects of the quantum channel are passively compensated.
As a prerequisite to the key exchange, Clavis2 calibrates its
detectors in time via a sequence named line length mea-
surement (LLM). Bob emits a pair of bright pulses and
applies a series of detector gates around an initial estimate
of their return. The timing of the gates is electronically
scanned (while monitoring detector clicks) to refine the
estimation of the channel length and relative delay between
the time of arrival of the pulses at D0 and D1. Alice keeps
her phase modulator (PM) switched off, while Bob applies
a uniform phase of !=2 to one of the incoming pulses.
Therefore, both detectors are equally illuminated and their

detection efficiencies, denoted by "0ðtÞ and "1ðtÞ, can be
resolved in time. Any existing mismatch can thus be mini-
mized by changing the gate-activation times (see Fig. 1).
However, the calibration routine does not always suc-

ceed; as reported in [7], a high detector efficiency mis-
match (DEM) is sometimes observed after a normal run of
LLM. For example, we have noticed a temporal mismatch
as high as 400 ps in Clavis2. This physical limitation of the
system—arising due to fast and uncontrollable fluctuations
in the quantum channel or electromagnetic interference in
the detection circuits—is the vulnerability that the time-
shift attack exploits. However, the attack has some limita-
tions: it is applicable only when the temporal mismatch
happens to exceed a certain threshold value, which is
merely 4% of all the instances [7]. Also, Eve can neither
control the mismatch (as it occurs probabilistically) nor
extract its value (as it is not revealed publicly).
We exploit a weakness of the calibration routine to

induce a large and deterministic DEM without needing to
extract any information from Bob. As depicted in Fig. 2(a),
Eve installs her equipment in the quantum channel such
that the laser pulse pair coming out of Bob’s short and long
arm passes through her PM. Eve’s modulation pattern is
such that a rising edge in the PM voltage flips the phase in
the second (long arm) optical pulse from!!=2 to !=2, as
shown in Fig. 2(b). As a result of this hack, when the pulse
pair interferes at Bob’s 50:50 beam splitter, the two tem-
poral halves have a relative phase difference (’Bob ! ’Eve)
of! and 0, respectively. This implies that photons from the
first (second) half of the interfering pulses yield clicks in
D1 (D0) deterministically. As the LLM localizes the de-
tection efficiency peak corresponding to the optical power
peak, an artificial temporal displacement in the detector
efficiencies is induced. An inverse displacement can be
obtained by simply inverting the polarity of Eve’s phase
modulation.
In the Supplemental Material [21], we describe a proof-

of-principle experiment to deceive the calibration routine.
With this setup, we record the temporal separation !01,
i.e., the difference between the delays for electronically
gatingD0 andD1, for several runs of LLM. Relative to the
statistics from the normal runs (denoted by !no Eve

01 ), the
hacked runs yield an average shift, !Eve

01 ! !no Eve
01 ¼

459 ps with a standard deviation of 105 ps. Figure 3 shows
the detection efficiencies "0ðtÞ and "1ðtÞ (measurement
method explained in [21]) for the normal and hacked cases.
It also provides a quantitative comparison between the
usual and induced mismatch. Note that a larger mismatch
can be obtained by modifying the shape of laser pulses
coming from Bob.
After inducing this substantial efficiency mismatch, Eve

can use an intercept-resend strategy employing ‘‘faked
states’’ [12] to impose her will upon Bob (and Alice).
Compared to her intercepted measurements, she prepares
the opposite bit value in the opposite basis and sends it with
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such a timing that the detection of the opposite bit value is
suppressed due to negligible detection efficiency. As an
example, assume that Eve measures bit 0 in the Z basis [in
a phase-coded scheme, measuring in Z (X) basis , apply-
ing ’ ¼ 0ð!=2Þ]. Then, she resends bit 1 in the X basis,
timed to be detected at t ¼ t0 (see Fig. 3), where D1 is
almost blind. Using the numerical data on the induced
mismatch, Eq. (3) from [16] yields a QBER <0:5% if
the FSA is launched at times t0 and t1 where the efficiency
mismatch is high.

However, it can be observed that the detection proba-
bilities for D0 and D1 are quite low in this case. A con-
siderable decrease in the rate of detection events in Bob
could ensue an alarm. Also, the (relatively increased) dark
counts would add significantly to the QBER. In fact, Eve
needs to match the channel transmission T that Alice and

Bob expect, without exceeding the QBER threshold at
which they abort key generation [17]. Experimentally, we
have found that the QBER abort threshold depends on the
channel loss seen by Clavis2; for an optical loss of 1–6 dB
(that should correspond to 0:79> T > 0:25), it lies be-
tween 5.94% and 8.26%.
Eve solves these problems by increasing the mean pho-

ton number of her faked states. To evaluate her QBER, we
elaborate the approach of [16] by generalizing Table I of
Ref. [16]. Our attack strategy, carefully accounting
for all the involved factors, is summarized in Table I.
For instance, in the first row we replace the probability
of detection "0ðt0Þ=2 by 1$ exp½$#0"0ðt0Þ=2& for
a coherent-state pulse of mean photon number #0

impinging on Bob’s detectors at time t0. Including the
effect of the dark counts into this expression, Bob’s
probability to register 0 becomes q0 ¼ d0 þ ð1$ d0Þ
f1$ exp½$#0"0ðt0Þ=2&g, where d0 is the dark count
probability in detector D0. A row for double clicks, i.e.,
simultaneous detection events in D0 and D1, is added for
every (resent) state.
Because of the FSA, theD0=1 click probability at time t

no longer depends solely upon "0=1ðtÞ. Summing over all
the states sent by Alice (by extending Table I), the total
detection probabilities in D0 and D1 when the attack is
launched at specific times t0 and t1 are

p0ð#0;#1Þ ¼ 0:75þ 0:25d$ 0:25ð1$ dÞ
( ðe$0:5#0"00 þ e$0:5#1"01 þ e$#1"01Þ; (1)

p1ð#0;#1Þ ¼ 0:75þ 0:25d$ 0:25ð1$ dÞ
( ðe$0:5#0"10 þ e$0:5#1"11 þ e$#0"10Þ: (2)
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TABLE I. Faked-state attack, given that Alice prepared bit 0 in the Z basis and that Bob
measured in the Z basis (only matching basis at Alice and Bob remains after sifting). The first
column contains the basis chosen by Eve and her measurement result. The second column shows
parameters of the faked state resent by Eve: basis, bit, mean photon number, timing. The third
column shows Bob’s measurement result; 0 \ 1 denotes a double click. The last column shows
the corresponding click probabilities (ignoring possible superlinearity effect in gated detectors
[22]). Note that the first result (! Eve ) Z; 0) is twice as likely to occur as the other two.

! Eve Eve ! Bob’s result Detection probability

Z; 0 X; 1;#0; t0 0 q0 ¼ d0 þ ð1$ d0Þf1$ exp½$#0"0ðt0Þ=2&g
1 q1 ¼ d1 þ ð1$ d1Þf1$ exp½$#0"1ðt0Þ=2&g

0 \ 1 q0q1

Loss 1$ ðq0 þ q1 $ q0q1Þ
X; 0 Z; 1;#0; t0 0 r0 ¼ d0

1 r1 ¼ d1 þ ð1$ d1Þf1$ exp½$#0"1ðt0Þ&g
0 \ 1 r0r1
Loss 1$ ðr0 þ r1 $ r0r1Þ

X; 1 Z; 0;#1; t1 0 s0 ¼ d0 þ ð1$ d0Þf1$ exp½$#1"0ðt1Þ&g
1 s1 ¼ d1

0 \ 1 s0s1
Loss 1$ ðs0 þ s1 $ s0s1Þ
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L. Lydersen et al, Nat. Photon. 4, 686 (2010), I. Gerhardt et al Nat. Comm. 2, 349 (2011)

Eve

on the Scarani–Acin–Ribordy–Gisin 2004 (SARG04)14 and decoy-
state BB8413 protocols as well as the normal BB84 protocol4. With
suitable modifications it applies to differential phase shift (DPS)22,
and given the right set of detector parameters to coherent one-
way (COW)23 protocols.

Note that the threshold Pth should be sufficiently well defined for
perfect eavesdropping. To be precise, let detector i always click from
a trigger pulse of optical peak power ≥ Palways,i , and never click from
a trigger pulse of optical peak power ≤ Pnever,i. The requirement for
Eve to be able to make any single detector click, while none of the
other detectors clicks, can be expressed in terms of the click
thresholds as

max
i

Palways,i

{ }
, 2 min

i
Pnever,i

{ }( )
(1)

When eavesdropping, simply applying trigger pulses between the
gates populates carrier trap levels in the APD, thus raising the dark
count probability and causing a too high quantum bit error rate
(QBER). To avoid this, Bob’s detectors were blinded20,21. The detec-
tors are then insensitive to single photons and have no dark counts.
Outside the gates the APD is biased below the breakdown voltage,
and the current caused by illuminating the APD is increasing
with respect to the incident optical power. A current through the
APD will decrease the bias voltage over the APD due to the presence
of Rbias (Fig. 1c) and the internal resistance of the APD. Figure 3
shows the bias voltage drop at the point T1 in Clavis2 under
c.w. illumination.

The blinding is caused by the drop of Vbias such that the APD
never operates in the Geiger mode, but rather is a classical photo-
diode at all times. The voltages VHV,0/1 of the high-voltage supplies
do not change; the entire change of Vbias is due to the resistors
Rbias. Although shorting this resistor seems like an easy countermea-
sure, at least for Clavis2 this does not prevent blinding. With higher
illumination the electrical power dissipated in the APD generates
substantial heat. Raised APD temperature increases its breakdown
voltage by about 0.1 V 8 C21 while Vbias remains constant, which
also leads to blinding (at several times higher power level, 4–10 mW).

To demonstrate detector control in Clavis2, each detector was
blinded with 1.08 mW optical power with a 2.5-ns-long trigger pulse
superimposed slightly after the gate. Note that a shorter trigger pulse
can be timed inside the gate. Figure 4a shows the response of detector
0 in Clavis2 to trigger pulses at the click thresholds.

Similarly, for the QPN 5505, the trigger pulse was timed with its
leading edge about 5 ns after the gate. Figure 4b shows the click
thresholds for the detectors when blinded with 100–300 mW c.w.
blinding illumination. In this case, for blinding power levels of
100–250 mW, the detectors remain silent at a power level
of ≤0.61Palways,1.

For both systems the click thresholds fulfil equation (1),
so perfect eavesdropping is possible. Further, both systems
under investigation operate according to the plug-and-play

principle24, which allows an easily installable plug-and-play eaves-
dropper (Fig. 5).

A full eavesdropper based on bright-light detector control has
previously been implemented and tested under realistic conditions
on a 290-m experimental entanglement-based QKD system
(Gerhardt, I. et al., unpublished results). Because the attack is
clearly implementable, building a full eavesdropper for a commer-
cial cryptosystem would not further expose the problem. A better
use of effort is to concentrate on thoroughly closing the vulner-
ability. An optical power meter at Bob’s entrance with a classical
threshold seems like an adequate countermeasure to prevent blind-
ing. However, the power meter output should be included in a
security proof. Furthermore, the click threshold at the transition
between linear and Geiger mode may be very low, allowing practi-
cally non-detectable control pulses. How to design hack-proof
detectors is unclear to us at this stage, and all future detectors
clearly must be tested for side channels.

We believe that openly discovering and closing security loop-
holes is a necessary step towards practical and secure QKD, as it
has been for multiple security technologies in the past. For
example, RSA public key cryptography has been subject to extensive
scrutiny, which has led to the discovery of effective attacks based on
implementation loopholes25. In our view, quantum hacking is an
indication of the mature state of QKD rather than its insecurity.
Rather than demonstrating that practical QKD cannot become pro-
vably secure26, our findings clearly show the necessity of investi-
gating the practical security of QKD. Any large loopholes must be
eliminated, and remaining imperfections must be incorporated
into security proofs.

Both ID Quantique and MagiQ Technologies were notified about
the loophole before this publication. ID Quantique has implemented
countermeasures. According to MagiQ Technologies the system QPN
5505 has been discontinued; newer models of their system have not
been available for our testing.
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with incompatible bases the bit is undetected by Bob. Even the
detectors’ dark counts are completely eliminated (but can be simu-
lated at will by Eve). Based on these experimental results we propose
in detail how Eve can attack the systems with off-the-shelf com-
ponents, obtaining a perfect copy of the raw key without leaving
any trace of her presence.

Today most QKD systems use avalanche photodiodes (APDs) to
detect single photons18. To detect single photons, APDs are oper-
ated in Geiger mode (Fig. 1). However, all APDs spend part of
the time biased under the breakdown voltage, in the linear mode.
During this period, the detector remains sensitive to bright light,
with a classical optical power threshold Pth. If Eve has access to
the APDs in the linear mode, she may eavesdrop on the QKD
system with an intercept-resend (faked-state19,20) attack as follows.
Eve uses a copy of Bob to detect the states from Alice in a
random basis. Eve resends her detection results, but instead of
sending pulses at the single photon level she sends bright trigger

pulses, with a peak power just above Pth. Bob will only have a detec-
tion event if his active basis choice coincides with Eve’s basis choice
(Fig. 2), otherwise no detector clicks. This causes half of the bits to
be lost, but in practice this is not a problem because transmittance
from the output of Alice to Bob’s detectors is much lower than 1/2.
Also Bob’s APDs rarely have a quantum efficiency over 50%, but the
trigger pulses always cause clicks. For a Bob using passive basis
choice, Eve launches the peak power at just above 2Pth, because
half of the power hits the conjugate basis detectors20. Then Bob’s
detector always clicks.

After the raw key exchange, Bob and Eve have identical bit values
and basis choices. Because Alice and Bob communicate openly
during sifting, error correction and privacy amplification5, Eve
simply listens to this classical communication and applies the
same operations as Bob to obtain the identical final key.

The attack is surprisingly general. All commercial QKD systems
and the vast majority of research systems use APD-based detectors,
which all operate their APDs part time in linear mode. Detectors
with passively and actively quenched APDs can also be kept in
linear mode through blinding20,21. The attack works equally well
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In the sessions in which Eve was connected, she extracted Bob’s 
sifted key from her clicks and the recorded public communica-
tion Alice–Bob. Alice and Bob identify photon pairs by time-tag-
ging each detector click and exchanging these times over the public 
channel21. This allows them to synchronize their clocks and to keep 
track of what photons were detected. Bob also announces his detec-
tion bases, and Alice answers for which Bob’s clicks she detected the 
other photon of the pair in the same basis (these pairs form the sifted 
key). As no measurement outcomes are revealed, this information 
can be entirely public. In the present implementation, this channel 
is established over a transmission control protocol and internet pro-
tocol (TCP/IP) wireless connection, and is passively wiretapped by 
Eve. She watches the discussion, synchronizes her clock with Bob’s 
clock, then sifts her key keeping only those of her clicks which are 
also kept by Alice and Bob in the sifted key. We ran Eve’s processing 
script on recorded experimental data and verified that in all eaves-
dropped QKD sessions, Eve’s sifted key was identical to Bob’s (the 
script and data sample are available, ‘Raw experimental data and 
Eve’s key extraction software’ section in Methods).

If the source analysers and transmission medium were perfect, 
this sifted key would directly constitute the secret key. Under realis-
tic conditions, the sifted keys of Alice and Bob are not identical (the 
difference being quantified by the quantum bit error ratio). Further 

steps of error correction and privacy amplification complete the 
public exchange Alice–Bob to produce the secret key3,6. As Eve has 
the same sifted key as Bob, she can apply the same processing as Bob 
to it, and is guaranteed to produce the same secret key.

Discussion
The particular weakness exploited in this work can be closed by 
developing suitable countermeasures25. Single-photon sensitivity  
of Bob’s APDs can be tested at random times by a calibrated light 
source placed inside Bob. The incoming blinding light may be 
detected, either by a separate watchdog detector or by monitor-
ing electrical and thermal parameters of the APDs. Eve introduces 
212 ns time delay (‘Jitter and insertion delay introduced by Eve’ sec-
tion in Methods), however, monitoring may be impractical, and Eve 
can compensate this delay by shortening the fibre line. Eve’s need 
to calibrate her FSG before the attack cannot be considered a reli-
able deterrent, because she may calibrate non-obtrusively23. Other 
countermeasure proposals that break the described attack exist and 
may be relatively easy to implement. However, a countermeasure 
that incorporates into the existing security proofs6,5,26,27 and thus 
closes this loophole definitely, such as the one in ref. 25, has not yet  
been implemented.

Table 1 | Fidelity of Eve’s control over Bob.

Faked states sent by Eve Clicks at Bob

V  − 45° H  + 45°

1,702,067 V 1,693,799  
99.51%

0 0 0

2,055,059  − 45° 0 2,048,072  
99.66%

0 0

2,620,099 H 0 0 2,614,918  
99.80%

0

2,359,494  + 45° 0 0 0 2,358,418  
99.95%

The 4×4 matrix shows the total number of clicks in each of Bob’s detectors, as well as their percentage in respect to the faked states sent with the same polarization. The data was recorded during a 5 min long 
diagnostic-mode session. The lack of off-diagonal elements proves that a click is never launched in a wrong detector. Double clicks are not included. The overall click rate is close to 100%, leading to  
virtually no loss in the line Eve–Bob.
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on the Scarani–Acin–Ribordy–Gisin 2004 (SARG04)14 and decoy-
state BB8413 protocols as well as the normal BB84 protocol4. With
suitable modifications it applies to differential phase shift (DPS)22,
and given the right set of detector parameters to coherent one-
way (COW)23 protocols.

Note that the threshold Pth should be sufficiently well defined for
perfect eavesdropping. To be precise, let detector i always click from
a trigger pulse of optical peak power ≥ Palways,i , and never click from
a trigger pulse of optical peak power ≤ Pnever,i. The requirement for
Eve to be able to make any single detector click, while none of the
other detectors clicks, can be expressed in terms of the click
thresholds as

max
i

Palways,i

{ }
, 2 min

i
Pnever,i

{ }( )
(1)

When eavesdropping, simply applying trigger pulses between the
gates populates carrier trap levels in the APD, thus raising the dark
count probability and causing a too high quantum bit error rate
(QBER). To avoid this, Bob’s detectors were blinded20,21. The detec-
tors are then insensitive to single photons and have no dark counts.
Outside the gates the APD is biased below the breakdown voltage,
and the current caused by illuminating the APD is increasing
with respect to the incident optical power. A current through the
APD will decrease the bias voltage over the APD due to the presence
of Rbias (Fig. 1c) and the internal resistance of the APD. Figure 3
shows the bias voltage drop at the point T1 in Clavis2 under
c.w. illumination.

The blinding is caused by the drop of Vbias such that the APD
never operates in the Geiger mode, but rather is a classical photo-
diode at all times. The voltages VHV,0/1 of the high-voltage supplies
do not change; the entire change of Vbias is due to the resistors
Rbias. Although shorting this resistor seems like an easy countermea-
sure, at least for Clavis2 this does not prevent blinding. With higher
illumination the electrical power dissipated in the APD generates
substantial heat. Raised APD temperature increases its breakdown
voltage by about 0.1 V 8 C21 while Vbias remains constant, which
also leads to blinding (at several times higher power level, 4–10 mW).

To demonstrate detector control in Clavis2, each detector was
blinded with 1.08 mW optical power with a 2.5-ns-long trigger pulse
superimposed slightly after the gate. Note that a shorter trigger pulse
can be timed inside the gate. Figure 4a shows the response of detector
0 in Clavis2 to trigger pulses at the click thresholds.

Similarly, for the QPN 5505, the trigger pulse was timed with its
leading edge about 5 ns after the gate. Figure 4b shows the click
thresholds for the detectors when blinded with 100–300 mW c.w.
blinding illumination. In this case, for blinding power levels of
100–250 mW, the detectors remain silent at a power level
of ≤0.61Palways,1.

For both systems the click thresholds fulfil equation (1),
so perfect eavesdropping is possible. Further, both systems
under investigation operate according to the plug-and-play

principle24, which allows an easily installable plug-and-play eaves-
dropper (Fig. 5).

A full eavesdropper based on bright-light detector control has
previously been implemented and tested under realistic conditions
on a 290-m experimental entanglement-based QKD system
(Gerhardt, I. et al., unpublished results). Because the attack is
clearly implementable, building a full eavesdropper for a commer-
cial cryptosystem would not further expose the problem. A better
use of effort is to concentrate on thoroughly closing the vulner-
ability. An optical power meter at Bob’s entrance with a classical
threshold seems like an adequate countermeasure to prevent blind-
ing. However, the power meter output should be included in a
security proof. Furthermore, the click threshold at the transition
between linear and Geiger mode may be very low, allowing practi-
cally non-detectable control pulses. How to design hack-proof
detectors is unclear to us at this stage, and all future detectors
clearly must be tested for side channels.

We believe that openly discovering and closing security loop-
holes is a necessary step towards practical and secure QKD, as it
has been for multiple security technologies in the past. For
example, RSA public key cryptography has been subject to extensive
scrutiny, which has led to the discovery of effective attacks based on
implementation loopholes25. In our view, quantum hacking is an
indication of the mature state of QKD rather than its insecurity.
Rather than demonstrating that practical QKD cannot become pro-
vably secure26, our findings clearly show the necessity of investi-
gating the practical security of QKD. Any large loopholes must be
eliminated, and remaining imperfections must be incorporated
into security proofs.

Both ID Quantique and MagiQ Technologies were notified about
the loophole before this publication. ID Quantique has implemented
countermeasures. According to MagiQ Technologies the system QPN
5505 has been discontinued; newer models of their system have not
been available for our testing.
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with incompatible bases the bit is undetected by Bob. Even the
detectors’ dark counts are completely eliminated (but can be simu-
lated at will by Eve). Based on these experimental results we propose
in detail how Eve can attack the systems with off-the-shelf com-
ponents, obtaining a perfect copy of the raw key without leaving
any trace of her presence.

Today most QKD systems use avalanche photodiodes (APDs) to
detect single photons18. To detect single photons, APDs are oper-
ated in Geiger mode (Fig. 1). However, all APDs spend part of
the time biased under the breakdown voltage, in the linear mode.
During this period, the detector remains sensitive to bright light,
with a classical optical power threshold Pth. If Eve has access to
the APDs in the linear mode, she may eavesdrop on the QKD
system with an intercept-resend (faked-state19,20) attack as follows.
Eve uses a copy of Bob to detect the states from Alice in a
random basis. Eve resends her detection results, but instead of
sending pulses at the single photon level she sends bright trigger

pulses, with a peak power just above Pth. Bob will only have a detec-
tion event if his active basis choice coincides with Eve’s basis choice
(Fig. 2), otherwise no detector clicks. This causes half of the bits to
be lost, but in practice this is not a problem because transmittance
from the output of Alice to Bob’s detectors is much lower than 1/2.
Also Bob’s APDs rarely have a quantum efficiency over 50%, but the
trigger pulses always cause clicks. For a Bob using passive basis
choice, Eve launches the peak power at just above 2Pth, because
half of the power hits the conjugate basis detectors20. Then Bob’s
detector always clicks.

After the raw key exchange, Bob and Eve have identical bit values
and basis choices. Because Alice and Bob communicate openly
during sifting, error correction and privacy amplification5, Eve
simply listens to this classical communication and applies the
same operations as Bob to obtain the identical final key.

The attack is surprisingly general. All commercial QKD systems
and the vast majority of research systems use APD-based detectors,
which all operate their APDs part time in linear mode. Detectors
with passively and actively quenched APDs can also be kept in
linear mode through blinding20,21. The attack works equally well

C

a b

C

‘0’

‘1’‘1’

t

t

t

t

Ith

Ith

I1

I0

Ith

Ith

I1

I0

‘0’

Click

Figure 2 | How Eve’s trigger pulses are detected by Bob. Schemes show
the last 50/50 coupler (C) and Bob’s detectors in a phase-encoded QKD
system. Line thickness represents optical power. I0/I1 is the current running
through APD 0/1. a, Eve and Bob have selected matching bases, and Eve
has detected the bit value 0. Therefore the trigger pulse from Eve interferes
constructively and its full power hits detector 0. The current caused by Eve’s
pulse crosses the threshold current Ith and causes a click. b, Eve and Bob
have selected opposite bases. The trigger pulse from Eve does not interfere
constructively and half of its power hits each detector. This causes no click
as the current is below the threshold Ith for each detector.

0 0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 1.8
39

39.5

40

40.5

41

41.5

42

42.5

43

43.5

Plaser (mW)

V b
ia

s (
V

)

Vbias,0

Vbias,1

Pblind,1 = 765 µWPblind,0 = 397 µW

Figure 3 | Bias voltage at T1 versus c.w. laser power for Clavis2. Detector 0
is blind (dark count rate exactly zero) at Plaser . 397 mW, and detector 1 is
blind at Plaser . 765 mW. QPN 5505 has similar characteristics; due to the
larger value of Rbias, its detector 0 goes blind at Plaser . 60 mW and detector 1
goes blind at Plaser . 85 mW (see Supplementary Section II for more details
of QPN 5505 blinding).

0

1

2

3a

b

G
at

es
 (V

) 

0

0.5

1

1.5

2

In
pu

t
ill

um
in

at
io

n 
(m

W
)

−10 0 10 20 30

Logic 0

Logic 1

Time (ns)

D
et

ec
to

r
ou

tp
ut

−10 0 10 20 30
Time (ns)

100 150 200 250 300
0

5

10

15

20

25

30

Blinding power (µW)

Tr
ig

ge
r p

ul
se

 p
ea

k 
po

w
er

 (m
W

)

Pnever,0
Palways,0
Pnever,1
Palways,1

Figure 4 | Detector control. a, Electrical and optical signal oscillograms
when detector 0 in Clavis2 is blinded by 1.08 mW c.w. illumination, and
controlled by a superimposed 2.5-ns-long laser pulse timed slightly behind
the gate (see Supplementary Section III for detailed measurement setup).
The superimposed Pnever,0¼ 647 mW (detector 1: Pnever,1¼ 697 mW) trigger
pulse never causes a detection event, whereas the Palways,0¼ 808 mW
(Palways,1¼ 932 mW) trigger pulse always causes a detection event. b, Click
thresholds versus the applied c.w. blinding illumination for the QPN 5505.
When the blinding power increases, Palways,0 diverges, perhaps because the
bias voltage is approaching the punch-through voltage of the APD (see
Supplementary Section II).

NATURE PHOTONICS DOI: 10.1038/NPHOTON.2010.214 LETTERS

NATURE PHOTONICS | VOL 4 | OCTOBER 2010 | www.nature.com/naturephotonics 687

APD Operation:

Bob’s Detectors only	


‘click’ when Eve wants

ARTICLE NATURE COMMUNICATIONS | DOI: 10.1038/ncomms1348

NATURE COMMUNICATIONS | 2:349 | DOI: 10.1038/ncomms1348 | www.nature.com/naturecommunications

© 2011 Macmillan Publishers Limited. All rights reserved.

In the sessions in which Eve was connected, she extracted Bob’s 
sifted key from her clicks and the recorded public communica-
tion Alice–Bob. Alice and Bob identify photon pairs by time-tag-
ging each detector click and exchanging these times over the public 
channel21. This allows them to synchronize their clocks and to keep 
track of what photons were detected. Bob also announces his detec-
tion bases, and Alice answers for which Bob’s clicks she detected the 
other photon of the pair in the same basis (these pairs form the sifted 
key). As no measurement outcomes are revealed, this information 
can be entirely public. In the present implementation, this channel 
is established over a transmission control protocol and internet pro-
tocol (TCP/IP) wireless connection, and is passively wiretapped by 
Eve. She watches the discussion, synchronizes her clock with Bob’s 
clock, then sifts her key keeping only those of her clicks which are 
also kept by Alice and Bob in the sifted key. We ran Eve’s processing 
script on recorded experimental data and verified that in all eaves-
dropped QKD sessions, Eve’s sifted key was identical to Bob’s (the 
script and data sample are available, ‘Raw experimental data and 
Eve’s key extraction software’ section in Methods).

If the source analysers and transmission medium were perfect, 
this sifted key would directly constitute the secret key. Under realis-
tic conditions, the sifted keys of Alice and Bob are not identical (the 
difference being quantified by the quantum bit error ratio). Further 

steps of error correction and privacy amplification complete the 
public exchange Alice–Bob to produce the secret key3,6. As Eve has 
the same sifted key as Bob, she can apply the same processing as Bob 
to it, and is guaranteed to produce the same secret key.

Discussion
The particular weakness exploited in this work can be closed by 
developing suitable countermeasures25. Single-photon sensitivity  
of Bob’s APDs can be tested at random times by a calibrated light 
source placed inside Bob. The incoming blinding light may be 
detected, either by a separate watchdog detector or by monitor-
ing electrical and thermal parameters of the APDs. Eve introduces 
212 ns time delay (‘Jitter and insertion delay introduced by Eve’ sec-
tion in Methods), however, monitoring may be impractical, and Eve 
can compensate this delay by shortening the fibre line. Eve’s need 
to calibrate her FSG before the attack cannot be considered a reli-
able deterrent, because she may calibrate non-obtrusively23. Other 
countermeasure proposals that break the described attack exist and 
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been implemented.

Table 1 | Fidelity of Eve’s control over Bob.

Faked states sent by Eve Clicks at Bob

V  − 45° H  + 45°
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99.51%

0 0 0
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99.66%

0 0

2,620,099 H 0 0 2,614,918  
99.80%

0

2,359,494  + 45° 0 0 0 2,358,418  
99.95%

The 4×4 matrix shows the total number of clicks in each of Bob’s detectors, as well as their percentage in respect to the faked states sent with the same polarization. The data was recorded during a 5 min long 
diagnostic-mode session. The lack of off-diagonal elements proves that a click is never launched in a wrong detector. Double clicks are not included. The overall click rate is close to 100%, leading to  
virtually no loss in the line Eve–Bob.
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Other Examples 
- Thermal Blinding, Lydersen et al., Opt Exp (2010) 
- Without Inception, Weier et al., NJP (2011) 
!
- Controlling SN-SPD, Lydersen et al., NJP (2011) 
- Controlling SN-SPD, Tanner et al., Opt Exp (2014) 
- Blinding SD-SPD, Jiang et al., PRA (2013)
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Quantum key distribution (QKD) enables two remote
parties to grow a secret key [1]. The security relies on the
laws of physics, provided the components and the system
behave according to the models in the security proof [2–4].
Practical implementations contain imperfections, however,
which may enable so-called quantum hacking attacks
[5–8]. Work is now in progress to restore security, by
modifying the implementations to avoid large loopholes
[9–13], and generalizing the security proofs [2,14–17] to
take the remaining, unavoidable imperfections into account
[18]. From these promising directions of research, it may
seem that quantum key distribution systems will become
nearly perfect in the future, in the sense that all imperfec-
tions are either eliminated, or accounted for by additional
privacy amplification as quantified by security proofs.
In other words, the eavesdropper Eve in QKD seems to

have a sad destiny. She initially had two tools in her
suitcase: attacking perfect QKD systems with optimal
quantum attacks, and quantum hacking attacks exploiting
imperfections. The security proofs eliminated the first
tool, while the recent developments in implementations
and practical security proofs are about to eliminate the
second. However, in this Letter, we demonstrate a third tool
in her suitcase. Eve may intentionally damage the system,
to actively engineer exploitable imperfections. In this way,
even an initially perfect setup can become totally insecure,
without raising any alarms. This clearly demonstrates the
fact that it is not sufficient to have well-characterized
components and systems. Eve may totally change their
behavior at some later point. The results ultimately question
if communication security is physically attainable at all,
in principle.

Changes in characteristics of most optical components
inside a QKD system can lead to loopholes being created.
QKD schemes rely on known characteristics of, for
example, attenuators, beam splitters, modulators, polariza-
tion control components, spatial and spectral filters, optical
connectors, lenses, mirrors, light sources, and detectors.
For a proof-of-principle demonstration of the new class of
attacks, we needed to pick a target component and a target
type of QKD system. A natural choice was an avalanche
photodiode (APD) in a free-space system, for the following
reasons. A high-power laser beam is experimentally easier
to apply through free-space optics. The APD absorbs
most of the incoming light in a small area, which makes
it likely to suffer damage at lower power than other optical
components. We decided to investigate a widely used
Si APD (PerkinElmer C30902SH), employed in single-
photon detectors in several QKD experiments [19–25].
For this component, we have demonstrated permanent
laser damage useful for eavesdropping, as detailed below.
Initial tests showed that useful laser damage could be

achieved. For thorough characterization of effects, we
subsequently built an automated setup (Fig. 1) that applied
damaging light in small increments and fully characterized
the APD in between the exposures [26]. The setup tests a
stand-alone APD; however, the results are applicable to a
complete QKD system as discussed through this Letter.
High-power continuous-wave (cw) illumination is produced
by electrically controlled 807 nm laser diode, pigtailed with
multimode (MM) fiber of 200 μm core diameter. The beam
exiting the MM fiber is collimated, passes through a 50∶50
nonpolarizing beam splitter (diverting half of the power into
a power meter), a mechanical shutter, and is focused at the
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the quantum bit error rate (QBER) beyond the secure limit
as the photon transmission probability drops. With some
extra assumptions or complications in the detection setup,
it is possible to improve QKD performance beyond this
limit [30,31]. Similarly, it is tempting to simply subtract a
calibrated dark count rate from the QBER. Our result
clearly shows that this can be dangerous; all errors in the
raw key must be treated as caused by eavesdropping [31].
d. In 0.9 to 1.2 W range, the dark count rate permanently

rose to large values.
e. In 1.2 to 1.7W range, the APDs developed a large dark

current. This led to blinding of the passively quenched
detector, dropping the photon detection efficiency and
dark count rate to zero in both samples tested in this
range. The blinding mechanism is that excessive current

drawn by the APD from the bias circuit (in our case, from
400 kΩ ballast resistor) leads to the voltage supplied by the
circuit dropping below Vbr, as previously demonstrated by
weaker cw illumination [35]. The difference here is that the
laser damage blinding is permanent and does not require
continuing illumination. Under the blinded condition, the
detector remains photosensitive to moderately bright light
and is either perfectly controllable or well controllable
(depending on overvoltage operating setpoint) by 10 ns
wide light pulses, see Fig. 3. This renders it insecure for
QKD applications [7,8,33].
f. At ≥2 W, catastrophic structural damage took place.

We tested three samples to this power range. In one of them
(APD-10, single experimental point at 2 W in Fig. 2), the
bonding wires melted off, leaving the device an open
circuit. The other two reduced then completely lost all
photosensitivity, with the device becoming a resistor in
10–100 kΩ range. If this APD were employed for a
watchdog power meter as in one countermeasure proposal
[7], the countermeasure would be defeated.
Later stages of damage result in visible changes to the

APD chip (Fig. 4). The first visible change is disfiguring
of the gold electrode, possibly resulting from Si-Au alloy
formation at >370 °C [36]. In the last stage of damage, the
laser beam always produces a hole in Si chip.
The permanent reduction of dark count rate is an

interesting effect. We tested most of our samples illuminated
with 50 μm focused, 60 s square pulses of successively
increasing power levels, and kept the detector high-voltage
source at Vbr orig: þ 15 V through the test. However, we have
also tested with a single 60 s square pulse applied to a fresh
sample (APD-7), with illumination slowly linearly ramped
up in 900 s, kept constant for 60 s then linearly ramped down
to zero in 900 s (APD-4), with illumination defocused such

FIG. 2 (color online). Results of applying high-power illumi-
nation to ten APD samples. The data points show APD and
detector parameters measured after each successive application of
illumination of increasing peak power. The leftmost point on each
trace is the initial value of parameter prior to illumination.

FIG. 3 (color online). Detector control characteristics of a
permanently blinded APD-1, at different overvoltage values.
Note that trigger pulse power needs to change less than 3 dB
(i.e., less than 2 times) for a change of click probability from 0 to
>0.5, at typical operating overvoltages of the APD in 10–15 V
range. This would allow a perfect or near-perfect faked-state
attack on a QKD system [7,32,33]. Note that perfect deterministic
0-or-1 click probability control, as evident at overvoltages
≤11 V, is not required for a successful attack. Even probabilistic
control at larger overvoltages should suffice to break security in
most, if not all, practical settings [34].
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Quantum key distribution (QKD) enables two remote
parties to grow a secret key [1]. The security relies on the
laws of physics, provided the components and the system
behave according to the models in the security proof [2–4].
Practical implementations contain imperfections, however,
which may enable so-called quantum hacking attacks
[5–8]. Work is now in progress to restore security, by
modifying the implementations to avoid large loopholes
[9–13], and generalizing the security proofs [2,14–17] to
take the remaining, unavoidable imperfections into account
[18]. From these promising directions of research, it may
seem that quantum key distribution systems will become
nearly perfect in the future, in the sense that all imperfec-
tions are either eliminated, or accounted for by additional
privacy amplification as quantified by security proofs.
In other words, the eavesdropper Eve in QKD seems to

have a sad destiny. She initially had two tools in her
suitcase: attacking perfect QKD systems with optimal
quantum attacks, and quantum hacking attacks exploiting
imperfections. The security proofs eliminated the first
tool, while the recent developments in implementations
and practical security proofs are about to eliminate the
second. However, in this Letter, we demonstrate a third tool
in her suitcase. Eve may intentionally damage the system,
to actively engineer exploitable imperfections. In this way,
even an initially perfect setup can become totally insecure,
without raising any alarms. This clearly demonstrates the
fact that it is not sufficient to have well-characterized
components and systems. Eve may totally change their
behavior at some later point. The results ultimately question
if communication security is physically attainable at all,
in principle.

Changes in characteristics of most optical components
inside a QKD system can lead to loopholes being created.
QKD schemes rely on known characteristics of, for
example, attenuators, beam splitters, modulators, polariza-
tion control components, spatial and spectral filters, optical
connectors, lenses, mirrors, light sources, and detectors.
For a proof-of-principle demonstration of the new class of
attacks, we needed to pick a target component and a target
type of QKD system. A natural choice was an avalanche
photodiode (APD) in a free-space system, for the following
reasons. A high-power laser beam is experimentally easier
to apply through free-space optics. The APD absorbs
most of the incoming light in a small area, which makes
it likely to suffer damage at lower power than other optical
components. We decided to investigate a widely used
Si APD (PerkinElmer C30902SH), employed in single-
photon detectors in several QKD experiments [19–25].
For this component, we have demonstrated permanent
laser damage useful for eavesdropping, as detailed below.
Initial tests showed that useful laser damage could be

achieved. For thorough characterization of effects, we
subsequently built an automated setup (Fig. 1) that applied
damaging light in small increments and fully characterized
the APD in between the exposures [26]. The setup tests a
stand-alone APD; however, the results are applicable to a
complete QKD system as discussed through this Letter.
High-power continuous-wave (cw) illumination is produced
by electrically controlled 807 nm laser diode, pigtailed with
multimode (MM) fiber of 200 μm core diameter. The beam
exiting the MM fiber is collimated, passes through a 50∶50
nonpolarizing beam splitter (diverting half of the power into
a power meter), a mechanical shutter, and is focused at the
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the quantum bit error rate (QBER) beyond the secure limit
as the photon transmission probability drops. With some
extra assumptions or complications in the detection setup,
it is possible to improve QKD performance beyond this
limit [30,31]. Similarly, it is tempting to simply subtract a
calibrated dark count rate from the QBER. Our result
clearly shows that this can be dangerous; all errors in the
raw key must be treated as caused by eavesdropping [31].
d. In 0.9 to 1.2 W range, the dark count rate permanently

rose to large values.
e. In 1.2 to 1.7W range, the APDs developed a large dark

current. This led to blinding of the passively quenched
detector, dropping the photon detection efficiency and
dark count rate to zero in both samples tested in this
range. The blinding mechanism is that excessive current

drawn by the APD from the bias circuit (in our case, from
400 kΩ ballast resistor) leads to the voltage supplied by the
circuit dropping below Vbr, as previously demonstrated by
weaker cw illumination [35]. The difference here is that the
laser damage blinding is permanent and does not require
continuing illumination. Under the blinded condition, the
detector remains photosensitive to moderately bright light
and is either perfectly controllable or well controllable
(depending on overvoltage operating setpoint) by 10 ns
wide light pulses, see Fig. 3. This renders it insecure for
QKD applications [7,8,33].
f. At ≥2 W, catastrophic structural damage took place.

We tested three samples to this power range. In one of them
(APD-10, single experimental point at 2 W in Fig. 2), the
bonding wires melted off, leaving the device an open
circuit. The other two reduced then completely lost all
photosensitivity, with the device becoming a resistor in
10–100 kΩ range. If this APD were employed for a
watchdog power meter as in one countermeasure proposal
[7], the countermeasure would be defeated.
Later stages of damage result in visible changes to the

APD chip (Fig. 4). The first visible change is disfiguring
of the gold electrode, possibly resulting from Si-Au alloy
formation at >370 °C [36]. In the last stage of damage, the
laser beam always produces a hole in Si chip.
The permanent reduction of dark count rate is an

interesting effect. We tested most of our samples illuminated
with 50 μm focused, 60 s square pulses of successively
increasing power levels, and kept the detector high-voltage
source at Vbr orig: þ 15 V through the test. However, we have
also tested with a single 60 s square pulse applied to a fresh
sample (APD-7), with illumination slowly linearly ramped
up in 900 s, kept constant for 60 s then linearly ramped down
to zero in 900 s (APD-4), with illumination defocused such

FIG. 2 (color online). Results of applying high-power illumi-
nation to ten APD samples. The data points show APD and
detector parameters measured after each successive application of
illumination of increasing peak power. The leftmost point on each
trace is the initial value of parameter prior to illumination.

FIG. 3 (color online). Detector control characteristics of a
permanently blinded APD-1, at different overvoltage values.
Note that trigger pulse power needs to change less than 3 dB
(i.e., less than 2 times) for a change of click probability from 0 to
>0.5, at typical operating overvoltages of the APD in 10–15 V
range. This would allow a perfect or near-perfect faked-state
attack on a QKD system [7,32,33]. Note that perfect deterministic
0-or-1 click probability control, as evident at overvoltages
≤11 V, is not required for a successful attack. Even probabilistic
control at larger overvoltages should suffice to break security in
most, if not all, practical settings [34].
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“f. Catastrophic structure damage takes 
place ..... the bonding wires melted off ..... 
completely lost all photosensitivity, with the 
device becoming a resistor.....	


!
Later states of damage result in visible 
changes to the APD ..... In the last stage of 
damage, the laser beam produces a hole”
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modifying the implementations to avoid large loopholes
[9–13], and generalizing the security proofs [2,14–17] to
take the remaining, unavoidable imperfections into account
[18]. From these promising directions of research, it may
seem that quantum key distribution systems will become
nearly perfect in the future, in the sense that all imperfec-
tions are either eliminated, or accounted for by additional
privacy amplification as quantified by security proofs.
In other words, the eavesdropper Eve in QKD seems to

have a sad destiny. She initially had two tools in her
suitcase: attacking perfect QKD systems with optimal
quantum attacks, and quantum hacking attacks exploiting
imperfections. The security proofs eliminated the first
tool, while the recent developments in implementations
and practical security proofs are about to eliminate the
second. However, in this Letter, we demonstrate a third tool
in her suitcase. Eve may intentionally damage the system,
to actively engineer exploitable imperfections. In this way,
even an initially perfect setup can become totally insecure,
without raising any alarms. This clearly demonstrates the
fact that it is not sufficient to have well-characterized
components and systems. Eve may totally change their
behavior at some later point. The results ultimately question
if communication security is physically attainable at all,
in principle.

Changes in characteristics of most optical components
inside a QKD system can lead to loopholes being created.
QKD schemes rely on known characteristics of, for
example, attenuators, beam splitters, modulators, polariza-
tion control components, spatial and spectral filters, optical
connectors, lenses, mirrors, light sources, and detectors.
For a proof-of-principle demonstration of the new class of
attacks, we needed to pick a target component and a target
type of QKD system. A natural choice was an avalanche
photodiode (APD) in a free-space system, for the following
reasons. A high-power laser beam is experimentally easier
to apply through free-space optics. The APD absorbs
most of the incoming light in a small area, which makes
it likely to suffer damage at lower power than other optical
components. We decided to investigate a widely used
Si APD (PerkinElmer C30902SH), employed in single-
photon detectors in several QKD experiments [19–25].
For this component, we have demonstrated permanent
laser damage useful for eavesdropping, as detailed below.
Initial tests showed that useful laser damage could be

achieved. For thorough characterization of effects, we
subsequently built an automated setup (Fig. 1) that applied
damaging light in small increments and fully characterized
the APD in between the exposures [26]. The setup tests a
stand-alone APD; however, the results are applicable to a
complete QKD system as discussed through this Letter.
High-power continuous-wave (cw) illumination is produced
by electrically controlled 807 nm laser diode, pigtailed with
multimode (MM) fiber of 200 μm core diameter. The beam
exiting the MM fiber is collimated, passes through a 50∶50
nonpolarizing beam splitter (diverting half of the power into
a power meter), a mechanical shutter, and is focused at the

PRL 112, 070503 (2014) P HY S I CA L R EV I EW LE T T ER S
week ending

21 FEBRUARY 2014

0031-9007=14=112(7)=070503(5) 070503-1 © 2014 American Physical Society

the quantum bit error rate (QBER) beyond the secure limit
as the photon transmission probability drops. With some
extra assumptions or complications in the detection setup,
it is possible to improve QKD performance beyond this
limit [30,31]. Similarly, it is tempting to simply subtract a
calibrated dark count rate from the QBER. Our result
clearly shows that this can be dangerous; all errors in the
raw key must be treated as caused by eavesdropping [31].
d. In 0.9 to 1.2 W range, the dark count rate permanently

rose to large values.
e. In 1.2 to 1.7W range, the APDs developed a large dark

current. This led to blinding of the passively quenched
detector, dropping the photon detection efficiency and
dark count rate to zero in both samples tested in this
range. The blinding mechanism is that excessive current

drawn by the APD from the bias circuit (in our case, from
400 kΩ ballast resistor) leads to the voltage supplied by the
circuit dropping below Vbr, as previously demonstrated by
weaker cw illumination [35]. The difference here is that the
laser damage blinding is permanent and does not require
continuing illumination. Under the blinded condition, the
detector remains photosensitive to moderately bright light
and is either perfectly controllable or well controllable
(depending on overvoltage operating setpoint) by 10 ns
wide light pulses, see Fig. 3. This renders it insecure for
QKD applications [7,8,33].
f. At ≥2 W, catastrophic structural damage took place.

We tested three samples to this power range. In one of them
(APD-10, single experimental point at 2 W in Fig. 2), the
bonding wires melted off, leaving the device an open
circuit. The other two reduced then completely lost all
photosensitivity, with the device becoming a resistor in
10–100 kΩ range. If this APD were employed for a
watchdog power meter as in one countermeasure proposal
[7], the countermeasure would be defeated.
Later stages of damage result in visible changes to the

APD chip (Fig. 4). The first visible change is disfiguring
of the gold electrode, possibly resulting from Si-Au alloy
formation at >370 °C [36]. In the last stage of damage, the
laser beam always produces a hole in Si chip.
The permanent reduction of dark count rate is an

interesting effect. We tested most of our samples illuminated
with 50 μm focused, 60 s square pulses of successively
increasing power levels, and kept the detector high-voltage
source at Vbr orig: þ 15 V through the test. However, we have
also tested with a single 60 s square pulse applied to a fresh
sample (APD-7), with illumination slowly linearly ramped
up in 900 s, kept constant for 60 s then linearly ramped down
to zero in 900 s (APD-4), with illumination defocused such

FIG. 2 (color online). Results of applying high-power illumi-
nation to ten APD samples. The data points show APD and
detector parameters measured after each successive application of
illumination of increasing peak power. The leftmost point on each
trace is the initial value of parameter prior to illumination.

FIG. 3 (color online). Detector control characteristics of a
permanently blinded APD-1, at different overvoltage values.
Note that trigger pulse power needs to change less than 3 dB
(i.e., less than 2 times) for a change of click probability from 0 to
>0.5, at typical operating overvoltages of the APD in 10–15 V
range. This would allow a perfect or near-perfect faked-state
attack on a QKD system [7,32,33]. Note that perfect deterministic
0-or-1 click probability control, as evident at overvoltages
≤11 V, is not required for a successful attack. Even probabilistic
control at larger overvoltages should suffice to break security in
most, if not all, practical settings [34].
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“f. Catastrophic structure damage takes 
place ..... the bonding wires melted off ..... 
completely lost all photosensitivity, with the 
device becoming a resistor.....	


!
Later states of damage result in visible 
changes to the APD ..... In the last stage of 
damage, the laser beam produces a hole”

that the spot became larger than the APD photosensitive area
(APD-6), and, finally, with the high-voltage source switched
off for the duration of laser treatment (APD-8). In all
cases, we observed permanent reduction of dark count rate.
It appears that the main cause of it is heating the APD chip to
a certain peak temperature. A similar effect has previously
been observed and attributed to localized annealing when
APD junction was heated by electrical current [36].
The results of testing this component clearly support

that Eve may, in general, alter the system characteristics by
altering characteristics of its optical components. Then, the
system no longer complies with the security proof. Then,
even with a sufficiently general security proof, and with a
QKD implementation that is precharacterized to comply
with the security proof, security cannot be guaranteed.
The countermeasure can be to characterize the system more
frequently to ensure the validity of the characterization.
One could imagine doing this whenever an unusual event
was detected, as the bright power of the damaging laser
surely has a temporary signature on the system. Meanwhile,
it is difficult to exhaustively list all events that should trigger
a recharacterization. Eve could, for instance, wait for a
power outage, and perform the damage when the system is
unpowered.
It is therefore advisable to monitor the characteristics of

the system directly during QKD, or at least such that the
characteristics are bounded during QKD with a sufficiently

high probability. Thus, the security proofs should minimize
the number of necessary characteristics about the system.
One example is the Bennett-Brassard-Mermin 1992
(BBM92) scheme where the source of entangled photons
does not need to be characterized [37]. Another example is
the proof for measurement-device-independent QKD sys-
tems [11] that has no necessary characterized parameters
for the Bell-state analyzer including the detectors. Yet
another example is the security proof in Ref. [16], where
the secure key generation rate is only dependent on one
imperfection parameter at Bob’s side, namely, the mini-
mum detection efficiency of a nonvacuum state incident
to Bob.
On the implementation side, it turns slightly into a

cat-and-mouse game, where Alice and Bob must ensure
that the in-field characterization during QKD is reliable and
untampered by Eve. Optical power limiters is a well-studied
technology that may be applied against tampering at the
entrances of Alice and Bob [38], and using a watchdog
power meter has been proposed [7,39]. However, our results
clearly show that Eve might tamper with these counter-
measures. In a more narrow example, detectors can be tested
for single-photon sensitivity at random times to bound the
minimum detection efficiency [9]. Again, to do this in field
is not trivial, and the security then again relies on the
precharacterization of the single-photon source and path
used for testing. A reliable in-field scheme to characterize
crucial equipment parameters during operation can be a
future study.
Finally, our study shows the practical challenge of

physically securing a QKD system from all side channels.
This is one of the most fundamental assumptions in most
security proofs (even in the device-independent security
proofs [40]), and possibly, the hardest to fully characterize.
For example, one can envision a situation where Eve
damages the detectors or other crucial components, not
by using the fiber, but rather by focusing high-power x-ray
radiation onto the components from outside of the system.
Another, probably future way to gain access could be a
nanorobot burrowing through the fiber core.

We thank E. Anisimova for valuable assistance during
the experiments; C. Kurtsiefer, Y.-S. Kim, and Q. Liu for
sharing electronics and mechanical design used in parts of
the experimental setup. This work was supported by the
Research Council of Norway (Grant No. 180439/V30),
University Graduate Center in Kjeller, and Industry
Canada.

*makarov@vad1.com
[1] C. H. Bennett and G. Brassard, in Proceedings of IEEE

International Conference on Computers, Systems, and
Signal Processing (IEEE Press, New York, 1984), p. 175.

[2] D. Mayers, in Proceedings of Crypto’96, edited by
N. Koblitz (Springer, New York, 1996), Vol. 1109, p. 343.

FIG. 4 (color online). Microscope images of APDs at various
stages of damage. (a) APD package with Si chip behind a glass
window; the other images show chip close-ups. (b) Untreated
APD-3. (c) APD-3 after 0.65 W illumination, which has reduced
the dark count rate and produced no visible damage. (d)–(e) APD-1
after 2 W illumination, showing remelted gold electrode and gold
flowing into clear area along Si crystal lattice planes; this sample
has a large dark current but unchanged quantum efficiency.
(f) APD-2 after 3 W illumination with a hole blown in the middle
through the entire thickness of the silicon chip; it has zero
photosensitivity, resistorlike state. Damaging illumination in all
cases was applied for 60 s. Images (b)–(e) were taken with bright-
field illumination, (d) chip surface intentionally tilted, (f) dark-field
illumination.

PRL 112, 070503 (2014) P HY S I CA L R EV I EW LE T T ER S
week ending

21 FEBRUARY 2014

070503-4



OPTIONS?



OPTIONS?

1) Better Security Proofs? ... to deal with our imperfections?
1

Random Variation of Detector Efficiency: A Secure
Countermeasure against Detector Blinding Attacks

for Quantum Key Distribution
Charles Ci Wen Lim, Nino Walenta, Matthieu Legré, Nicolas Gisin and Hugo Zbinden

Abstract—In the recent decade, it has been discovered that

QKD systems are extremely vulnerable to side-channel attacks.

In particular, by exploiting the internal working knowledge of

practical detectors, it is possible to bring them to an operating

region whereby only certain target detectors are sensitive to

detections. Crucially, the adversary can use this loophole to learn

everything about the secret key without introducing any error

to the quantum channel. In this work, as a step towards over-

coming detector blinding attacks, we focus on an experimentally

convenient countermeasure, where the efficiency of the detectors

is randomly varied.

Index Terms—Quantum Key Distribution, Blinding Attacks,

Countermeasures

I. INTRODUCTION

Introduced in 1984, quantum key distribution (QKD) is
a cryptographic technique that allows two remote parties,
called Alice and Bob, to exchange provably secure keys
via a potentially insecure quantum channel [1]. Since then,
much progress has been made in the theory and practice of
QKD—on the theoretical side, security proofs for various
QKD protocols have been obtained, and on the practical
side, QKD experiments have been demonstrated under real-
world conditions [2]. In addition, significant progress has been
made in developing a security framework that is applicable
to practical QKD systems. Having said that, however, there
are still a few open questions to be explored before QKD
can be brought onto a larger scale. For instance, research on
countermeasures against side-channel attacks is still very much
a work in progress.

In the recent decade, it has been repeatedly pointed out
that one can exploit internal working knowledge (or imple-
mentation flaws) of single-photon detectors to perform side-
channel attacks on QKD systems [3], [4], [5], [6]. More
specifically, the adversary (called Eve) can identify or engineer
detector‘blind spots” by using detailed knowledge1 about the
detectors. In other words, only selected detectors can de made
sensitive, while the rest are not. This in turn provides her with
a platform to concoct powerful side-channel attacks that are
undetectable, at least based on known parameter estimation
methods proposed in QKD. More precisely, in most QKD
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1According to the Kerckhoffs’s principle, Eve knows everything about the

QKD system (e.g., the source and detectors characterization), except for the
input choices (i.e., the basis choices).

implementations two separate detectors are used to record bit
values “0” and “1”, respectively. Eve can either profit from the
temporal mismatch of detection windows to shift the photons
sent by Alice to time intervals where one detector is sensitive
and the other is insensitive, and consequently learn the bit
value (time-shifting attacks [4]). Or, she can also use a so-
called faked-state attack [3], an intercept-resend attack, which
doesnt generate errors .

A prominent example of this latter attack is the blinding
attack, which cleverly exploits the physics of single-photon
detectors: Eve sends bright light pulses to bring the detectors
from the Geiger mode to linear mode, where the detectors
behave like classical detectors [5]. Then, via tailored bright
pulses (henceforth called trigger pulses), Eve can control the
response functions of the detectors. So for instance, she can
make sure that there are only clicks if Bob uses the same
measurement basis and therefore no errors are generated.
Abstractly speaking, the aim is to convert the response of
Bob’s measurement device into one that is dependent on
Eve’s attack strategies. We note that from the perspective of
security proofs, blinding breaks the fundamental assumption2

that the probability of detection is independent of the basis
used to measure the incoming quantum signal [8], [7]. This
implies that Bob’s measurement data is generated from a
distribution that is conditioned some variables determined
by Eve; therefore, it is not astonishing that Eve can learn
everything about the secret key without introducing any error.
Indeed, as shown by Qin Liu et al [9], the ideal control method
corresponds to the case whereby the response functions of
Bob’s detectors is deterministic and depends only on Eve’s
trigger pulses and Bob’s measurement choices.

Very recently, the concept of measurement device-
independent QKD (MDIQKD) [10] has been proposed as a
means to overcome all possible detector side-channel attacks.
This scheme is very elegant and demonstrates for the first
time that quantum entanglement can be used to overcome
some side-channel attacks. Roughly speaking, it employs the
concept of “time-reversal entanglement QKD” to delegate the
responsibility of the detectors to an untrusted third party called
Charlie, who (purportedly) performs a Bell-state-measurement
on the states. In practice, however, this requires two-photon
interference, which is experimentally challenging to imple-

2This assumption lies at the heart of parameter estimation: roughly speak-
ing, it implies that the set of quantum signals selected for parameter estimation
is a representative sample of the quantum signals used to generate the secret
key.
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correspondence

To the Editor — Although the protocols 
used for quantum key distribution (QKD) 
have been proven to be unconditionally 
secret, the security of QKD hardware 
depends critically on the detail of its 
implementation. Studies of quantum 
hacking play an important role in exposing 
potential weaknesses and thus promoting 
the design of more secure systems. In their 
recent paper1, Lydersen et al. presented 
an attack on QKD systems that would 
allegedly allow an eavesdropper to gain 
full information about the secret key. The 
authors state that “the loophole is likely 
to be present in most QKD systems using 
avalanche photodiodes to detect single 
photons”. Here, we show the attack will 
be ineffective on most single-photon 
avalanche photodiodes (APDs), and 
certainly ineffective on any detectors 
that are operated correctly. The attack 
is only successful if a redundant resistor 
is included in series with the APD, or 
if the detector discrimination levels are 
set inappropriately.

Lydersen et al. target the InGaAs/InP 
APDs often used to detect single photons. 
Figure 1a shows a typical biasing circuit 
for gated Geiger-mode APDs, unusual only 
in the inclusion of a redundant biasing 
resistor (Rbias) to simulate the experiment 
of Lydersen et al. The APD is pulse‐gated 
to raise its bias voltage (Vg) above the 
breakdown voltage (Vb). When biased 
above breakdown (Vg > Vb), the device 
can multiply a single‐photon-induced 
charge into a macroscopic current through 
repeated impact ionizatifon. A detection 
event is registered if the voltage drop 
across the sensing resistor (Rs) exceeds the 
discrimination voltage level (L). It is a good 
(and common) practice to set L as low as 
possible2–4, at a level determined in gated 
mode by the capacitive charging signal (L0 
in Fig. 1a, inset).

Lydersen et al. send strong continuous-
wave (CW) illumination along the fibre 
to generate a photocurrent‐induced 
voltage drop across the bias resistor Rbias, 
thereby reducing the APD bias to below 
the breakdown voltage (that is, Vg < Vb) 
and rendering the detector blind to single 
photons5. As demonstrated in Fig. 1b, 
we find the APD is indeed blind (that 
is, the count probability falls to zero) at 
threshold CW powers of 22 nW, 350 nW 
and 2.4 μW for Rbias values of 680 kΩ, 

330 kΩ and 100 kΩ, respectively. The count 
probability recovers to one count per gate 
under stronger illumination at around 
20 μW, almost independent of the value 
of Rbias. The detector triggers under strong 
illumination (>20 μW) due to modulation 
of the photocurrent gain by the applied 
bias pulses (Fig. 1a, inset). As described 
below, this gain modulation negates the 
detector blinding attack, provided that the 
discrimination level is set appropriately.

Notice in Fig. 1b that the range of CW 
input powers over which the detector is 
blind to single photons narrows as Rbias 
decreases. Indeed, for a sufficiently small 
Rbias, the detector cannot be blinded. This is 
exactly what we observe for the usual case 
of Rbias = 0 (Fig. 1b). We stress that although 
a biasing resistor is sometimes used for 
quenching avalanches in APDs operated in 
d.c. mode, it is redundant for gated Geiger-
mode APDs and not common. Thus, most 
APDs used in QKD hardware will not be 

sensitive to the detector blinding attack6, 
contrary to the suggestions of Lydersen et al.

For finite-biasing resistors, as is the 
case for the QPN5505 and Clavis2 QKD 
systems studied by Lydersen et al., the 
ability to blind the detector with CW 
input light is very sensitive to the detector 
discrimination level. This is illustrated 
by Fig. 1c, which shows the CW power 
dependence of the count probability for 
Rbias = 1 kΩ (the value appropriate for 
Clavis2) for two different discrimination 
voltage levels. Notice that if L is set just 
above the capacitive signal (that is, L = L0), 
the detector cannot be blinded. However, if 
the discriminator is set to an inappropriate 
level (L = 2L0), the detector is blinded 
at 260 μW, close to the value reported 
by Lydersen et al. These authors later 
reported7 setting a discrimination level of 
approximately 80 mV for Clavis2, which 
is more than twice the value needed to 
reject the capacitive signal of 35 mV. This 

Avoiding the blinding attack in QKD

Figure 1 | InGaAs APD under CW illumination. The APD is thermo-electrically cooled to −30 °C and 
driven by voltage pulses of 3.5 ns, 4 V and 2 MHz. The excess bias is set to 2.5 V by the d.c. bias (VHV) 
in the single-photon counting regime. A CW laser of wavelength 1.55 μm is used for illumination. a, A 
schematic for gated-mode operation and two APD output waveforms that trigger a photon click. b,c, Count 
probability against incident optical power for a biasing resistor (Rbias) of varying impedance (b) and for two 
differing discrimination levels, L0 and 2L0  (c).
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mechanics), whereas others are more severe (for example, that 
Alice and Bob have accurate and complete descriptions of their 
physical apparatuses). Unfortunately, real-life realizations of QKD 
often have imperfections, so that they rarely conform to the theo-
retical models used to prove their security. As a result, there is a gap 
between the theory and practice of QKD. Even though QKD has 
been proved in principle to be secure, practical systems may con-
tain security loopholes (so-called side-channels), which Eve may 
exploit to learn the distributed key without being detected.

Indeed, this approach has been used in recent attacks on certain 
commercial and research QKD set-ups75–90. In these attacks, Eve 

exploited some imperfections in devices (especially single-photon 
detectors) to hack the system. This is not overly alarming at this 
stage, as current realizations of QKD are still in the battle-testing 
phase. The first versions of new commercial cryptographic schemes 
routinely contain some security flaws in their implementation, 
which are typically found and fixed during the battle-testing period. 
Consequently, the systems become increasingly secure. In addition, 
QKD is often combined with classical cryptography (for instance, 
by performing a bitwise XOR operation between a classical key and 
a key obtained with QKD), so that QKD can only enhance the final 
security of the whole system.

Quantum hacking. What kind of imperfections can Eve exploit to 
hack a QKD system? In principle, QKD secures only the commu-
nication channel, so Eve may try to attack both the source (that is, 
the preparation stage of the quantum signals) and the measurement 
device. Table 1 lists various attacks on QKD set-ups that have been 
proposed to date. The source is typically less vulnerable to attack, 
because Alice can prepare her quantum signals (for example, the 
polarization state of phase-randomized WCPs) in a fully protected 
environment that an eavesdropper cannot access. This environment 
can be achieved by, for instance, using optical isolators. Also, Alice 
can experimentally verify the quantum states emitted by employing, 
for example, random sampling techniques. It is thus reasonable to 
expect that Alice can characterize her source. Fortunately, in this 
situation, it is usually relatively easy to incorporate any imperfec-
tions in Alice’s state preparation process in the security proof 25,91.

Bob’s measurement device is more problematic, as Eve is allowed 
to send in any signal she desires, making it harder to protect Bob’s 
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Table 1. Summary of various quantum hacking attacks against 
certain commercial and research QKD set-ups.

Attack Target component Tested system
Time shift75–78 Detector Commercial system
Time information79 Detector Research system
Detector control80–82 Detector Commercial system
Detector control83 Detector Research system
Detector dead time84 Detector Research system
Channel calibration85 Detector Commercial system
Phase remapping86 Phase modulator Commercial system
Faraday mirror87 Faraday mirror Theory
Wavelength88 Beamsplitter Theory
Phase information89 Source Research system
Device calibration90 Local oscillator Research system
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OPTIONS?

1) Better Security Proofs? ... to deal with our imperfections?	



2) Better Devices? ... that can’t be hacked?	



3) Better Protocols? ... immune to hacking?	



Device-Independent (MDI) QKD?

           .... immune to large class of hacks?	


!
Measurement Device-Independent (MDI) QKD?
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Quantum correlations between two particles show nonclassical properties that can be used for providing
secure transmission of information. We present a quantum cryptographic system in which users store particles
in a transmission center, where their quantum states are preserved using quantum memories. Correlations
between the particles stored by two users are created upon request by projecting their product state onto a fully
entangled state. Our system allows for secure communication between any pair of users who have particles in
the same center. Unlike other quantum cryptographic systems, it can work without quantum channels and it is
suitable for building a quantum cryptographic network. We also present a modified system with many centers.
@S1050-2947~96!08009-2#

PACS number~s!: 03.65.Bz, 32.80.Pj, 89.80.1h

I. INTRODUCTION AND MOTIVATION

The main goal of cryptography, the secure transmission of
messages, can be achieved using a secret key known only to
the sender, Alice, and the receiver, Bob. The only known
way that might allow two users to create an unconditionally
secret key without sharing any common information in ad-
vance is quantum cryptography @1–6#. In quantum crypto-
graphic schemes Alice uses nonorthogonal quantum states
~transmitted through a quantum channel! to transfer the key
to Bob. Such states cannot be cloned, hence any attempt by
an eavesdropper, known as Eve, to get information on the
key disturbs the transmitted signals and induces noise. This
noise will be detected by Alice and Bob during the second
stage of the transmission, which includes discussion over a
public channel. The alternative to quantum key distribution
schemes, public key cryptography @7,8#, relies on computa-
tional complexity assumptions such as the difficulty of fac-
toring. To date, none of the existing public key cryptosys-
tems has been proven secure, even against an attacker with
limited computation power. Moreover, it was recently shown
@9# that these complexity assumptions may not hold for a
quantum computer ~for example, a quantum computer should
enable fast factorization!. This implies that many public key
cryptosystems, such as that of Rivest, Shamir, and Adelman
@8#, may be broken by quantum computers.
These developments enhanced the interest in quantum

cryptography and started a wide surge of interest in the field
of quantum computing. However, building such computing
devices is a difficult task, and quantum computing ~which
was invented a decade ago @10#! is only making its first ex-
perimental steps. The building blocks of future quantum
computers are one-bit and two-bit quantum logical gates
@11–14#, which are currently under intensive development
@15–17#. Building quantum computing devices to factor
large numbers does not seem to be practical in the foresee-

able future since it requires combining many one-bit and
two-bit gates. However, a single two-bit gate also has in-
triguing uses in information processing and quantum com-
munication, such as teleporting a quantum state @18#, and
dense coding in quantum cryptography @6#. We shall show in
this paper that the use of quantum gates together with a
quantum memory ~in which a quantum state can be main-
tained for a long time without loss of coherence! opens new
directions in quantum cryptography. Our system may be
practical long before quantum computers are, hence provid-
ing a short-term application for quantum gates.
One of the main disadvantages of quantum cryptography

is its restriction to relatively short channels. This is due to
the fact that, in contrast to classical channels, a quantum
channel cannot use repeaters to amplify the signal without
loss of coherence. Currently, working prototypes allow trans-
mission to distances of about 10 km @19#, and up to 23 km
for a recent experiment using installed telecom fibers @20#.
Commercial systems may become available in the near fu-
ture @21#, so that two users will be able to communicate
securely ~if they are not too far!. However, building quantum
cryptographic networks based on the existing schemes1
seems to cause severe difficulties ~which may even make it
impractical!: ~1! Quantum communication requires any pair
of users to have a common quantum channel, or alternatively
a center ~or a telephonelike switching network! connected by
quantum channels to all the users, which should match any
pair of channels upon request; enhancing the security of the
current worldwide telephone network @which contains about
N'109 users ~telephones!# using quantum cryptography re-
quires huge investments in quantum channels and devices.
~2! Any user must have the financial and technological abili-

1For a suggestion of a quantum cryptographic network based on
the existing schemes see @22#.
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Measurement-Device-Independent QKD (Lo, Curdy, Qi, PRL 130503 (2012))

1. Detector Side Channels all removed	
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MDI-QKD

Why?

1. Detector Side Channels all removed	


!
2. Does not require high-efficiency detection	


!
3. Doubles the Distance (as with EPR-QKD)
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A quantum access network
Bernd Fröhlich1,2, James F. Dynes1,2, Marco Lucamarini1,2, Andrew W. Sharpe1, Zhiliang Yuan1,2 & Andrew J. Shields1,2

The theoretically proven security of quantum key distribution (QKD)
could revolutionize the way in which information exchange is pro-
tected in the future1,2. Several field tests of QKD have proven it to be a
reliable technology for cryptographic key exchange and have demon-
strated nodal networks of point-to-point links3–5. However, until now
no convincing answer has been given to the question of how to extend
the scope of QKD beyond niche applications in dedicated high secu-
rity networks. Here we introduce and experimentally demonstrate
the concept of a ‘quantum access network’: based on simple and cost-
effective telecommunication technologies, the scheme can greatly
expand the number of users in quantum networks and therefore
vastly broaden their appeal. We show that a high-speed single-photon
detector positioned at a network node can be shared between up to 64
users for exchanging secret keys with the node, thereby significantly
reducing the hardware requirements for each user added to the net-
work. This point-to-multipoint architecture removes one of the main
obstacles restricting the widespread application of QKD. It presents a
viable method for realizing multi-user QKD networks with efficient
use of resources, and brings QKD closer to becoming a widespread
technology.

In a nodal QKD network, multiple trusted repeaters are connected by
means of point-to-point links between a quantum transmitter (‘Alice’)
and a quantum receiver (‘Bob’). These point-to-point links can be realized
with long-distance optical fibres, and in the future might even use ground-
to-satellite communication6–8. Although point-to-point connections are

suitable to form a backbone quantum core network to bridge long
distances, they are less suitable to provide the last-mile service needed
to give a multitude of users access to this QKD infrastructure. Recon-
figurable optical networks based on optical switches or wavelength-
division multiplexing have been suggested to achieve more flexible
network structures3,9–12; however, they also require the installation of
a full QKD system for each user, which is prohibitively expensive for
many applications.

Giving a multitude of users access to the nodal QKD network
requires point-to-multipoint connections. In modern fibre-optic net-
works point-to-multipoint connections are often realized passively by
using components such as optical power splitters13. Single-photon QKD
with the sender positioned at the network node and the receiver at the
user premises14 lends itself naturally to a passive multi-user network (see
Fig. 1a). However, this downstream implementation has two major
shortcomings. First, every user in the network requires a single-photon
detector; these are often expensive and difficult to operate. Second, it is
not possible to deterministically address a user. All detectors therefore
have to operate at the same speed as the transmitter so as not to miss
photons, which means that most of the detector bandwidth is unused.

Here we show that both problems associated with a downstream
implementation can be overcome with a conceptual advancement: the
most valuable resource should be shared by all users and should oper-
ate at full capacity. We propose and demonstrate an upstream quantum
access network, in which the transmitters are placed at the end user

1Toshiba Research Europe Ltd, 208 Cambridge Science Park, Cambridge CB4 0GZ, UK. 2Corporate Research and Development Center, Toshiba Corporation, 1 Komukai-Toshiba-Cho, Saiwai-ku, Kawasaki
212-8582, Japan.
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Figure 1 | Downstream and upstream quantum
access network. a, In a downstream configuration
the quantum transmitter is positioned at the
network node. The transmitted quantum key is
randomly directed to one of the quantum receivers
by a passive optical splitter. Each user needs a
single-photon detector, and the key is not
distributed deterministically. b, The upstream
configuration requires only a single detector at the
network node. The quantum transmitters share
this detector by ensuring that only photons from
one transmitter at a time reach the receiver.
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The theoretically proven security of quantum key distribution (QKD)
could revolutionize the way in which information exchange is pro-
tected in the future1,2. Several field tests of QKD have proven it to be a
reliable technology for cryptographic key exchange and have demon-
strated nodal networks of point-to-point links3–5. However, until now
no convincing answer has been given to the question of how to extend
the scope of QKD beyond niche applications in dedicated high secu-
rity networks. Here we introduce and experimentally demonstrate
the concept of a ‘quantum access network’: based on simple and cost-
effective telecommunication technologies, the scheme can greatly
expand the number of users in quantum networks and therefore
vastly broaden their appeal. We show that a high-speed single-photon
detector positioned at a network node can be shared between up to 64
users for exchanging secret keys with the node, thereby significantly
reducing the hardware requirements for each user added to the net-
work. This point-to-multipoint architecture removes one of the main
obstacles restricting the widespread application of QKD. It presents a
viable method for realizing multi-user QKD networks with efficient
use of resources, and brings QKD closer to becoming a widespread
technology.

In a nodal QKD network, multiple trusted repeaters are connected by
means of point-to-point links between a quantum transmitter (‘Alice’)
and a quantum receiver (‘Bob’). These point-to-point links can be realized
with long-distance optical fibres, and in the future might even use ground-
to-satellite communication6–8. Although point-to-point connections are

suitable to form a backbone quantum core network to bridge long
distances, they are less suitable to provide the last-mile service needed
to give a multitude of users access to this QKD infrastructure. Recon-
figurable optical networks based on optical switches or wavelength-
division multiplexing have been suggested to achieve more flexible
network structures3,9–12; however, they also require the installation of
a full QKD system for each user, which is prohibitively expensive for
many applications.

Giving a multitude of users access to the nodal QKD network
requires point-to-multipoint connections. In modern fibre-optic net-
works point-to-multipoint connections are often realized passively by
using components such as optical power splitters13. Single-photon QKD
with the sender positioned at the network node and the receiver at the
user premises14 lends itself naturally to a passive multi-user network (see
Fig. 1a). However, this downstream implementation has two major
shortcomings. First, every user in the network requires a single-photon
detector; these are often expensive and difficult to operate. Second, it is
not possible to deterministically address a user. All detectors therefore
have to operate at the same speed as the transmitter so as not to miss
photons, which means that most of the detector bandwidth is unused.

Here we show that both problems associated with a downstream
implementation can be overcome with a conceptual advancement: the
most valuable resource should be shared by all users and should oper-
ate at full capacity. We propose and demonstrate an upstream quantum
access network, in which the transmitters are placed at the end user
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Figure 1 | Downstream and upstream quantum
access network. a, In a downstream configuration
the quantum transmitter is positioned at the
network node. The transmitted quantum key is
randomly directed to one of the quantum receivers
by a passive optical splitter. Each user needs a
single-photon detector, and the key is not
distributed deterministically. b, The upstream
configuration requires only a single detector at the
network node. The quantum transmitters share
this detector by ensuring that only photons from
one transmitter at a time reach the receiver.
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could revolutionize the way in which information exchange is pro-
tected in the future1,2. Several field tests of QKD have proven it to be a
reliable technology for cryptographic key exchange and have demon-
strated nodal networks of point-to-point links3–5. However, until now
no convincing answer has been given to the question of how to extend
the scope of QKD beyond niche applications in dedicated high secu-
rity networks. Here we introduce and experimentally demonstrate
the concept of a ‘quantum access network’: based on simple and cost-
effective telecommunication technologies, the scheme can greatly
expand the number of users in quantum networks and therefore
vastly broaden their appeal. We show that a high-speed single-photon
detector positioned at a network node can be shared between up to 64
users for exchanging secret keys with the node, thereby significantly
reducing the hardware requirements for each user added to the net-
work. This point-to-multipoint architecture removes one of the main
obstacles restricting the widespread application of QKD. It presents a
viable method for realizing multi-user QKD networks with efficient
use of resources, and brings QKD closer to becoming a widespread
technology.

In a nodal QKD network, multiple trusted repeaters are connected by
means of point-to-point links between a quantum transmitter (‘Alice’)
and a quantum receiver (‘Bob’). These point-to-point links can be realized
with long-distance optical fibres, and in the future might even use ground-
to-satellite communication6–8. Although point-to-point connections are

suitable to form a backbone quantum core network to bridge long
distances, they are less suitable to provide the last-mile service needed
to give a multitude of users access to this QKD infrastructure. Recon-
figurable optical networks based on optical switches or wavelength-
division multiplexing have been suggested to achieve more flexible
network structures3,9–12; however, they also require the installation of
a full QKD system for each user, which is prohibitively expensive for
many applications.

Giving a multitude of users access to the nodal QKD network
requires point-to-multipoint connections. In modern fibre-optic net-
works point-to-multipoint connections are often realized passively by
using components such as optical power splitters13. Single-photon QKD
with the sender positioned at the network node and the receiver at the
user premises14 lends itself naturally to a passive multi-user network (see
Fig. 1a). However, this downstream implementation has two major
shortcomings. First, every user in the network requires a single-photon
detector; these are often expensive and difficult to operate. Second, it is
not possible to deterministically address a user. All detectors therefore
have to operate at the same speed as the transmitter so as not to miss
photons, which means that most of the detector bandwidth is unused.

Here we show that both problems associated with a downstream
implementation can be overcome with a conceptual advancement: the
most valuable resource should be shared by all users and should oper-
ate at full capacity. We propose and demonstrate an upstream quantum
access network, in which the transmitters are placed at the end user
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Figure 1 | Downstream and upstream quantum
access network. a, In a downstream configuration
the quantum transmitter is positioned at the
network node. The transmitted quantum key is
randomly directed to one of the quantum receivers
by a passive optical splitter. Each user needs a
single-photon detector, and the key is not
distributed deterministically. b, The upstream
configuration requires only a single detector at the
network node. The quantum transmitters share
this detector by ensuring that only photons from
one transmitter at a time reach the receiver.
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could revolutionize the way in which information exchange is pro-
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suitable to form a backbone quantum core network to bridge long
distances, they are less suitable to provide the last-mile service needed
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figurable optical networks based on optical switches or wavelength-
division multiplexing have been suggested to achieve more flexible
network structures3,9–12; however, they also require the installation of
a full QKD system for each user, which is prohibitively expensive for
many applications.

Giving a multitude of users access to the nodal QKD network
requires point-to-multipoint connections. In modern fibre-optic net-
works point-to-multipoint connections are often realized passively by
using components such as optical power splitters13. Single-photon QKD
with the sender positioned at the network node and the receiver at the
user premises14 lends itself naturally to a passive multi-user network (see
Fig. 1a). However, this downstream implementation has two major
shortcomings. First, every user in the network requires a single-photon
detector; these are often expensive and difficult to operate. Second, it is
not possible to deterministically address a user. All detectors therefore
have to operate at the same speed as the transmitter so as not to miss
photons, which means that most of the detector bandwidth is unused.

Here we show that both problems associated with a downstream
implementation can be overcome with a conceptual advancement: the
most valuable resource should be shared by all users and should oper-
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decoy-state method26–35, which can basically reach the perfor-
mance of single-photon sources, where the key generation rate 
scales linearly with η. Its procedure is as follows. Instead of send-
ing signals of equal intensity, Alice first chooses the intensity for 
each signal at random from a set of prescribed values. States sent 
with one particular intensity are called signal states, whereas states 
sent with other intensities are called decoy states. Once Bob has 
detected all the signals, Alice broadcasts the intensity used for 
each pulse. A crucial assumption here is that all other possible 
degrees of freedom of the signals (apart from the intensity) are 
equal for all of them. This way, even if Eve knows the total number 
of photons contained in a given pulse, her decision on whether 
to send that signal to Bob cannot depend on its intensity. That is, 
Eve’s decision is based on what is known a priori. Consequently, 
the probability of a detection event given that Alice sent a single-
photon pulse is the same for both the signal and decoy pulses. As 
a result, Alice and Bob can more precisely estimate the fraction of 
detected events that arise from single photons. This technique is 
rather general and is also very useful for other quantum crypto-
graphic protocols36.

Experimental implementations
Experimental realizations of QKD have progressed greatly over 
the past two decades. In practice, signal transmission can be 
done through free space (using a wavelength of around 800 nm) 
or through optical fibres (using the second or third telecom 
windows; that is, wavelengths around 1,310  nm and 1,550  nm, 
respectively). Also, current set-ups use different degrees of free-
dom to encode the relevant information into the optical pulses. 
As already mentioned, an obvious choice for this is to employ 

the polarization state of the photons. This technique, known as 
polarization coding, is mostly used in free-space QKD links. For 
optical fibre transmission, however, one usually selects other cod-
ing options, for example, phase coding, time-bin coding or fre-
quency coding. This is because polarization in standard fibres is 
more susceptible to disturbances resulting from birefringence and 
environmental effects.

Figure 2a shows how conceptually simple the basic set-up for the 
decoy-state BB84 protocol is when Alice and Bob employ polariza-
tion coding. The expected secret key rate (per pulse) as a function 
of the distance is illustrated in Fig. 2b. The cut-off point at which 
the secret key rate drops to zero depends on the system parameters 
(especially the channel transmission and the efficiency and dark 
count rate of Bob’s detectors); it is typically around 150–200 km. As 
shown in Fig. 2b, the corresponding lower bound on the secret key 
rate for the standard BB84 protocol without decoy states is much 
lower. Figure  2c shows a photograph of a fibre-coupled modu-
larly integrated decoy-state BB84 transmitter developed by the Los 
Alamos group37. It is similar in size to an electro-optic modulator.

Alice and Bob may further extend the covered distance by using 
entanglement-based QKD protocols38–41, as these schemes can toler-
ate higher losses (up to about 70 dB) than WCP-based protocols. 
For instance, they could employ a parametric downconversion 
source to generate polarization-entangled photons that are distrib-
uted between them. This source could be even controlled by Eve, 
and it can be placed in the middle between the legitimate users. On 
the receiving side, both Alice and Bob measure the signals received 
using, for example, a BB84 receiver like the one shown in Fig. 2a. 
However, this approach has two drawbacks: the systems are more 
complex than those based on WCPs and their secret key rate is 
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Figure 2 | Experimental QKD. a, Schematic of the decoy-state BB84 protocol26–35 based on polarization coding. Four lasers are used to prepare the 
polarizations needed in BB84. Decoy states are generated with an amplitude modulator (AM). On Bob’s side, a 50:50 beamsplitter (BS) is used to passively 
ensure a random measurement basis choice. Active receivers are also common. PM, phase modulator; F, optical filter; I, optical isolator; HWP, half-wave 
plate; PBS, polarizing beamsplitter; QRNG, quantum random number generator. b, Lower bound on the secret key rate (per pulse) in logarithmic scale for 
a BB84 set-up with two decoys (blue line)29. In the short-distance regime, the key rate scales linearly with the transmittance, η. Standard BB84 protocol 
without decoy states (dark brown line)23,25; its key rate scales as η2. c, Photograph of a fibre-coupled modularly integrated decoy-state BB84 transmitter 
based on polarization coding37; it produces decoy-state BB84 signals at a repetition rate of 10 MHz. d, Performance of the SwissQuantum network9. This 
network was operated for more than 18 months in Geneva, Switzerland. The data shown in the figure correspond to a QKD link of 14.4 km; they highlight 
the stability of current QKD set-ups. QBER, quantum bit error rate. Figure adapted with permission from: c, ref. 37, © 2013 LANL; d, ref. 9, © 2011 IOP.
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Table 1. Experimentally established values for all parameters required to describe
the generated quantum states, as defined in Eq. 2, as well as two-photon interference
parameters and detector properties.

Parameter Alice’s value Bob’s value

b

z=0 = b

z=1 (7.12± 0.98)⇥ 10�3 (1.14± 0.49)⇥ 10�3

b

x=� = b

x=+ (5.45± 0.37)⇥ 10�3 (1.14± 0.49)⇥ 10�3

m

z=0 0.9944± 0.0018 0.9967± 0.0008
m

z=1 0 0
m

x=+ = m

x=� 0.4972± 0.011 0.5018± 0.0080
�

z=0 = �

z=1 = �

x=+ [rad] 0 0
�

x=� [rad] ⇡ + (0.075± 0.015) ⇡ � (0.075± 0.015)

Parameter Value

|�

freq

| [rad] < 0.088
V 0.94± 0.02
P

d

(1.83± 0.77)⇥ 10�5

⌘

gate

0.2
⌘ 0.145

Experimental data is obtained using two configurations: inside the laboratory using

spooled fiber (for four di↵erent distances between Alice and Bob ranging between 42

km and 103 km) and over deployed fiber (18 km). For each of these tests three di↵erent

mean photon numbers (0.1, 0.25 and 0.5) were used. All the configurations tested (as

well as the specific parameters used in each test) and the results obtained are listed in

Table 2. In Figure 5 we show the simulated values for the error rates (ez,x) and gains

(Qz,x) predicted by the model as a function of µ�tAtB. The plot includes uncertainties

from the measured parameters, leading to a range of values (bands) as opposed to single

values. The figure also shows the experimental values of ez,x and Q

z,x from our MDI-

QKD system in both the laboratory environment and over deployed fiber. The modelled

values and the experimental results agree within experimental uncertainties over at least

three orders of magnitude, from which we conclude that the model is valid for predicting

error rates and gains. This now allows us to optimize performance of our QKD systems

in terms of secret key rate. For instance, the model allows optimizing the mean photon

number per pulse that Alice and Bob use to encode signal and decoy states as a function

of transmission loss, or to identify rate-limiting components.

7. Optimization of system performance

7.1. Decoy-state analysis

To calculate secret key rates for various system parameters, which allows finding

optimum conditions, first, it is necessary to compute the gain, Qz
11, and the error rate,

e

x
11, that stem from events in which both sources emit a single photon. We consider
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[21,22], which is naturally immune to any attack on detec-
tion. To avoid photon-number-splitting attacks [23], the
decoy-state method [24] is adopted in the original proposal
of MDI QKD. We remark that the main security assump-
tion we adopt for our MDI QKD system is the usage of
trusted sources: phase randomized coherent states with
intensity modulations.

Several attempts have been devoted to the experimental
realization of MDI QKD [19,25,26]. However, none of
these experiments has faithfully implemented the decoy-
state method and hence cannot guarantee the security of
the final key. A faithful demonstration of MDI QKD
remains experimentally challenging.

In our experimental realization, we implement the time-
bin phase-encoding MDI QKD scheme [19,20], as shown
in Fig. 2(a). Alice and Bob first randomly prepare their
time-bin qubits in one of the two bases, denoted by Z and
X. If the Z basis is used, the key bit is encoded in time bin 0
or time bin 1 by an amplitude modulator (AM). If the X
basis is used, the key bit is encoded into the relative phases
0 or ! between the two time bins by a phase modulator
(PM). Another AM is used to vary the average photon
number per pulse, chosen from the values of 0, 0.1, 0.2,
and 0.5, for the decoy-state method. After the first two
AMs, the average photon numbers in the X and Z bases are
different. Hence, a third AM is used to normalize the
average photon numbers in the two bases.

Each party sends quantum signals to the measurement
station for partial BSM. A successful BSM event occurs

when the two qubits interfere perfectly in a beam splitter
and the two detectors have a coincidence at alternative time
bins. Then, in the Z basis, a valid BSM always results in
complementary bits between Alice and Bob, as is the case
for the X basis when each pulse contains only one photon.
The multiphoton component in the coherent-state pulse
may cause accidental coincidence, which introduces a
50% bit error rate in the X basis. After the announcement
from the measurement site, Alice and Bob will compare
their basis choices and select out the sifted key. Then, they
can perform postprocessing to extract a final secure key.
A critical aspect to this experiment is the indistinguish-

ability of the signal pulses generated by the two indepen-
dent laser sources, mainly in three dimensions: spectrum,
timing, and polarization. Any mismatch in these dimen-
sions would introduce errors in the X basis. First, the
wavelength difference between Alice and Bob’s pulses
needs to be small compared to the bandwidth of the laser
pulse. In our system, we utilize a 1 MHz shared time
reference from a field-programable gate array to modulate
two independent distributed feedback laser diodes to
produce Alice and Bob’s signal pulses. The pulse width
is about 2 ns, and its wavelength centers at 1550.200 nm,
with a FWHM of about 10 pm. By adjusting the tempera-
ture control precisely, the laser’s central wavelength can
be set to a precision of about 0.1 pm, which is small enough
to keep the error rate low. Second, the temporal modes of
Alice and Bob’s pulses should be overlapped precisely. We
monitor the arrival times of the two lasers by an 80 GHz

FIG. 2 (color online). (a) Diagram of our MDI QKD setup. Alice passes her laser pulses through an unbalanced MZ interferometer,
with an arm difference of 6 m, to generate two time-bin pulses. A PM and three AMs are used to encode the qubit and generate decoy
states. All the modulations are controlled by quantum random number generators. In order to reduce the temperature fluctuation, we
put all the modulators into thermostatic containers. Bob’s encoding system is the same as Alice’s. The pulses are then attenuated by an
attenuator (ATT) and send out via fiber links from Alice and Bob to the measurement site. After traveling through 25 km fiber spools of
each arm and polarizers (Pol), signal pulses from two sides interfere at a 50:50 fiber beam splitter (BS) for a partial BSM. The output
photon is detected by up-conversion detectors and recorded with a time interval analyzer. (b) Diagram of an up-conversion single-
photon detector. PC, polarization controller; DM, dichroic mirror; BP, band pass filter; and SP, short pass filter. (c) Phase stabilization
setup. Cir, circulator; PS, phase shifter; and PBS, polarizing beam splitter.
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[21,22], which is naturally immune to any attack on detec-
tion. To avoid photon-number-splitting attacks [23], the
decoy-state method [24] is adopted in the original proposal
of MDI QKD. We remark that the main security assump-
tion we adopt for our MDI QKD system is the usage of
trusted sources: phase randomized coherent states with
intensity modulations.

Several attempts have been devoted to the experimental
realization of MDI QKD [19,25,26]. However, none of
these experiments has faithfully implemented the decoy-
state method and hence cannot guarantee the security of
the final key. A faithful demonstration of MDI QKD
remains experimentally challenging.

In our experimental realization, we implement the time-
bin phase-encoding MDI QKD scheme [19,20], as shown
in Fig. 2(a). Alice and Bob first randomly prepare their
time-bin qubits in one of the two bases, denoted by Z and
X. If the Z basis is used, the key bit is encoded in time bin 0
or time bin 1 by an amplitude modulator (AM). If the X
basis is used, the key bit is encoded into the relative phases
0 or ! between the two time bins by a phase modulator
(PM). Another AM is used to vary the average photon
number per pulse, chosen from the values of 0, 0.1, 0.2,
and 0.5, for the decoy-state method. After the first two
AMs, the average photon numbers in the X and Z bases are
different. Hence, a third AM is used to normalize the
average photon numbers in the two bases.

Each party sends quantum signals to the measurement
station for partial BSM. A successful BSM event occurs

when the two qubits interfere perfectly in a beam splitter
and the two detectors have a coincidence at alternative time
bins. Then, in the Z basis, a valid BSM always results in
complementary bits between Alice and Bob, as is the case
for the X basis when each pulse contains only one photon.
The multiphoton component in the coherent-state pulse
may cause accidental coincidence, which introduces a
50% bit error rate in the X basis. After the announcement
from the measurement site, Alice and Bob will compare
their basis choices and select out the sifted key. Then, they
can perform postprocessing to extract a final secure key.
A critical aspect to this experiment is the indistinguish-

ability of the signal pulses generated by the two indepen-
dent laser sources, mainly in three dimensions: spectrum,
timing, and polarization. Any mismatch in these dimen-
sions would introduce errors in the X basis. First, the
wavelength difference between Alice and Bob’s pulses
needs to be small compared to the bandwidth of the laser
pulse. In our system, we utilize a 1 MHz shared time
reference from a field-programable gate array to modulate
two independent distributed feedback laser diodes to
produce Alice and Bob’s signal pulses. The pulse width
is about 2 ns, and its wavelength centers at 1550.200 nm,
with a FWHM of about 10 pm. By adjusting the tempera-
ture control precisely, the laser’s central wavelength can
be set to a precision of about 0.1 pm, which is small enough
to keep the error rate low. Second, the temporal modes of
Alice and Bob’s pulses should be overlapped precisely. We
monitor the arrival times of the two lasers by an 80 GHz

FIG. 2 (color online). (a) Diagram of our MDI QKD setup. Alice passes her laser pulses through an unbalanced MZ interferometer,
with an arm difference of 6 m, to generate two time-bin pulses. A PM and three AMs are used to encode the qubit and generate decoy
states. All the modulations are controlled by quantum random number generators. In order to reduce the temperature fluctuation, we
put all the modulators into thermostatic containers. Bob’s encoding system is the same as Alice’s. The pulses are then attenuated by an
attenuator (ATT) and send out via fiber links from Alice and Bob to the measurement site. After traveling through 25 km fiber spools of
each arm and polarizers (Pol), signal pulses from two sides interfere at a 50:50 fiber beam splitter (BS) for a partial BSM. The output
photon is detected by up-conversion detectors and recorded with a time interval analyzer. (b) Diagram of an up-conversion single-
photon detector. PC, polarization controller; DM, dichroic mirror; BP, band pass filter; and SP, short pass filter. (c) Phase stabilization
setup. Cir, circulator; PS, phase shifter; and PBS, polarizing beam splitter.

PRL 111, 130502 (2013) P HY S I CA L R EV I EW LE T T E R S
week ending

27 SEPTEMBER 2013

130502-2

Specifications	


Pulsed, 1550 nm	


2 ns / 10 pm	


85 ns time-bin qubits	


Decoy-States (0.5, 0.2, 0.1,0)	


!

!
0.1 pm frequency precision	


10 ps time precision	


Random modulations	


Phase-stabilized interferometers

eX = 24.6%
eZ < 0.5
S = 7bit / min



EXPERIMENTS

Rio de Janeiro, Brazil (T. F. da Silva et al., PRA 88, 052303 (2013))	



!

Specifications	


cw laser, 1546 nm	


1.5 ns / 650 MHz	


Polarization qubits	


Decoy-States (0.5, 0.1,0)	


!

!
!
Rep 1 MHz	


Multiplexed - time / polarization sync	


!

PROOF-OF-PRINCIPLE DEMONSTRATION OF . . . PHYSICAL REVIEW A 88, 052303 (2013)

In spite of the spurious coincidence events, the protocol is still
robust when implemented with WCPs because there is no
impact on the rectilinear basis. Furthermore, the statistics of
events generated from a pair of single photons in the diagonal
basis can be extracted by applying the decoy-states method
[37,38], as originally proposed [23].

III. EXPERIMENTAL SETUP

In order to demonstrate the feasibility of the MDI-QKD
protocol employing polarization encoding with current optical
fiber technology, we performed a proof-of-principle exper-
iment where Alice and Bob are each connected to Charlie
through independent 8.5-km spooled fiber links. Due to the
random residual birefringence fluctuations in the fibers we em-
ployed an active full-polarization control system based on two
feedback signals wavelength-multiplexed with the single pho-
tons, thus stabilizing any polarization state transmitted through
the fiber in the quantum channel wavelength, similarly to [27–
30,32]. These two signals are generated from semiconductor
distributed feedback (DFB) laser diodes located within Char-
lie’s station as shown in the experimental setup (Fig. 2), and are
split by 50:50 couplers, such that both signals are sent via the
two fiber links in the counterpropagating direction with respect
to Alice and Bob’s faint laser pulses. Both control signals are
filtered using a combination of fiber Bragg gratings (FBGs)
centered at the respective laser wavelength and an optical
circulator, and detected in order to provide the feedback control
signal to the automatic polarization control (APC) units.

Alice and Bob have fully independent continuous-wave
(cw) tunable external cavity lasers, which together with
LiNbO3 amplitude modulators (AMs), VOAs and manual
polarization controllers (SOP, in Fig. 2) are used to produce the
1.5-ns-wide polarization-encoded faint pulses at 1546.12 nm.
A polarimeter is used to verify the states of polarization. The
VOA has a built-in mechanical shutter, which allows us to
obtain a reliable estimation of gain of the vacuum state. The

choice between signal and weak decoy states is performed by
independently adjusting the VOAs’ attenuation values.

The temporal framework must be established previously
to the communication. This means that the communicating
parties must be able to identify and correlate their time slots.
Previously to start key distributing, Alice and Bob must adjust
the relative delay between their signals relative to Charlie,
which could be at different distances from Alice and to Bob
(in the experiment, two 8.5-km-long optical fiber links were
used for convenience but asymmetric link lengths are allowed).
Charlie distributes the master clock signal (MC) to Alice and
Bob via the same optical fibers by multiplexing in a full-duplex
way another laser at λSYNC = 1547.72 nm, which is pulsed
using another amplitude modulator. The synchronism signal
is demultiplexed and detected at Alice and Bob’s stations with
standard pin photodetectors (PDs) and used to drive the AM
that creates the weak coherent pulses. A delay generator (dAB)
is used at Bob’s station to adjust and match the relative delay of
the optical paths leading Alice and Bob to Charlie, assuring that
both optical pulses arrive simultaneously at the BSA. Charlie
must also ensure synchronism of his SPDs with Alice and Bob,
which is implemented here with an electric delay generator
(delay block, in Fig. 2) after the master clock.

The impact of the classical polarization control and the
synchronization signals on the noise in the quantum channel
is properly managed with the optical filters employed, as well
as with appropriate optical input powers. All measurements
reported in Sec. IV—including coincidence counts when
both Alice and Bob sources are turned off (vacuum-vacuum
decoys)—were performed with all signals coexisting in the
optical fibers.

We reinforce that the proposal of the MDI-QKD protocol
is to avoid all detection loopholes, which means that any
detector-related security issue is removed and the detection
apparatus of the midway station (Charlie) may even be under
the eavesdropper control [23]. In this context, the addition of
the three auxiliary channels used in the experiment reported
has no influence on security. The polarization control signals
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TABLE II. Gain and QBER values measured for each pair of source classes at each SOP basis. The values extracted with data analysis are
also reported.

WCPs Gain QBER

µi µj Qr
i,j Qd

i,j Er
i,j Ed

i,j Extracted data

0.5 0.5 9.44×10−6 1.87×10−5 0.057 0.296 Q11
r = 6.88×10−6

0.5 0.1 2.19×10−6 6.94×10−6 0.093 0.393 E11
d = 0.018

0.5 0 3.96×10−7 5.25×10−6 0.463 0.479 Qrect = 1.36×10−5

0.1 0.5 2.02×10−6 6.65×10−6 0.107 0.378 Erect = 0.057
0.1 0.1 6.25×10−7 8.50×10−7 0.060 0.240 R = 1.04×10−6

0.1 0 4.17×10−8 2.50×10−7 0.400 0.417
0 0.5 3.08×10−7 4.93×10−6 0.378 0.496
0 0.1 4.17×10−8 2.08×10−7 0.300 0.400
0 0 4.90×10−10 4.90×10−10 0.500 0.500

channel gain on the rectilinear basis, and Erect is the global
QBER on the rectilinear basis.

The channel gain for pairs of pulses containing m and
n photons exactly, sent by Alice and Bob respectively, on
the rectilinear basis, is calculated from the values of yield
(Ym,n

r ) and the probability of generation by the optical sources,
i.e., Qmn

r = Ym,n
r µm+n

1 exp(−2µ1)/(m!n!), with the global
gain in the rectilinear basis obtained by summing over the
Qmn

r values. The global QBER for the rectilinear basis is
calculated with Erect =

∑
m

∑
n Qm,n

r em,n
r /Qrect. The amount

of resources necessary on the error correction process is also
discounted at the last term of Eq. (9), with f (x) standing for
the inefficiency factor for the error correction [41].

The main values used for computing the secret-key rate
are reported in Table II, along with the gain and error values
measured in the experiment. Using the calculated inefficiency
factor for the error correction of 1.164, the secure key rate is
computed as 1.04×10−6 bits/pulse.

The secure key rate was also calculated by using the MDI-
QKD analytical model described in [37]. From the average
dark counts rate, the evaluated misalignment error of the BSA,
and considering the measured channel loss of 19.5 dB per
link, which includes the penalty imposed by the 15% detection
efficiency of the SPADs, the calculated lower bound rate was
1.59×10−6 bits per pulse, quite close to the value computed
from the measured data.

The positive final secure rate proofs the principle of the
MDI-QKD protocol and it is limited here by a number of
technical details, most related to the channel gain. Replacing
some optical components by state-of-the-art devices and by
splicing all optical fiber connections outside Alice and Bob
stations the channel transmittance could be increased by
up to 4.3 dB. Furthermore, an improvement on the SPADs
detection efficiency to 25% would reduce the channel loss
by an additional 2.2 dB. Considering such improvements, the

calculated lower bound for the secret-key rate would reach
4.78×10−5 bits/pulse for the same link length. Conversely,
without including any other issue, the >1.04×10−6 bits/pulse
secret-key rate could be established between Alice and Bob
up to 82 km apart, with Charlie at midway.

V. CONCLUSIONS

We performed a proof-of-principle demonstration of a
polarization-encoded measurement-device-independent quan-
tum key distribution (MDI-QKD) protocol with weak coherent
states transmitted over two optical fiber links of 8.5 km each.
Each fiber link connecting Alice and Bob to Charlie’s station
was independently stabilized against polarization drifts using
a full-polarization control system employing two wavelength-
multiplexed control channels. One additional channel was
used to synchronize Alice and Bob’s optical pulses using
the same optical fibers in a counterpropagating direction.
The decoy-states protocol was carried out employing signal
pulses with 0.5 photon on average and decoy pulses with
0.1 and 0 (vacuum) photons. The lower bound for the secure
key generation rate was 1.04×10−6 bits/pulse, showing that
polarization-encoded MDI-QKD is feasible in long opti-
cal fibers. Furthermore, our polarization control system is
compatible with classical high-speed telecom optical data
channels, further enhancing the possibility of implementing
this experimental setup in a fiber-optics telecom environment.
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Despite the above demonstrations showing that
MDI-QKD is a promising solution to the security problems
of practical QKD, there are a few questions to be answered
regarding the practical implementation of MDI-QKD. First,
the only full demonstration of MDI-QKD in Ref. [16]
utilized expensive and specialized up-conversion single
photon detectors, which are currently only available to a
handful of research groups and not yet commercially
available. This has raised some concerns on the practicality
of MDI-QKD [17]. Second, a full demonstration of
polarization encoding MDI-QKD with rigorous finite-
key analysis is still missing. While phase or time-bin
encoding is preferred in the conventional BB84 protocol
to avoid the problem of random birefringence fluctuations
in optical fibers, polarization management is still required
in time-bin encoding MDI-QKD in order to maintain
polarization indistinguishability [12,16]. On the other hand,
it is easier to implement polarization encoding as it does not
require maintaining interferometric stability that would be
necessary in time-bin encoding. Therefore polarization
encoding may be more favourable when implementing
MDI-QKD in a network setting in the future, as it can
simplify setups of the end users. Polarization encoding is
also a common choice in free-space QKD, especially
ground-to-satellite QKD.
In this Letter, we report an experimental demonstration

of polarization encoding MDI-QKD with active phase
randomization over 10 km of a telecom single-mode fiber.
Key bits, bases, and pulse intensities are randomly chosen
as required in a true QKD demonstration, and a rigorous
finite key analysis is performed to evaluate the key rate.
Experimental parameters (intensities and probability

distributions of signal and decoy states) are optimized
numerically. Our demonstration employs only standard
off-the-shelf components, implying that MDI-QKD is
compatible with today’s technology. We also present a
systematic method to align polarization reference frames
between two separate parties, which is challenging in a
fiber-based QKD system.
We implement MDI-QKD with two decoy states over

10 km of telecommunication fiber. We perform a numerical
simulation to optimize the performance [18]: average photon
numbers are chosen to be μ ¼ 0.3 for the signal state,
ν ¼ 0.1 and ω ¼ 0.01 for the two decoy states; the ratio
of the numbers of pulses sent out with intensities μ, ν, and ω
is set to be 4∶9∶7. Details of the numerical simulation and
optimization can be found in the Supplemental Material
[19]. Active phase randomization is implemented to defend
against attacks on the imperfect weak coherent sources.
Figure 2(a) shows the schematic of our polarization

encoding MDI-QKD experiment. Alice and Bob each
possess a cw frequency-locked laser (Clarity-NLL-1542-
HP, wavelength ∼1542 nm). The laser light is attenuated
and modulated by a LiNbO3 intensity modulator (IM) to
generate weak coherent pulses at a repetition rate of
500 kHz. The global phase of each pulse is modulated
by a phase modulator (PM), which is driven by a 12-bit
arbitrary waveform generator (labelled as RNG) that
outputs random voltages uniformly distributed between 0
and 2Vπ . Therefore, the phase of each pulse is randomized
in the range of ½0; 2π#. To implement the decoy state
protocol, intensities of the pulses are randomly modulated
by an acousto-optic modulator (AOM) to generate signal
and decoy states.

FIG. 2 (Color online) (color online). (a) Experimental setup of polarization encoding MDI-QKD. Alice and Bob prepare phase
randomized weak coherent pulses with attenuators (Attn), intensity modulators (IM) and phase modulators (PM). Decoy states are
prepared by acousto-optic modulators (AOM) and key bits are encoded using polarization modulators (Pol-M). Pulses are sent to Charlie
for Bell state measurements. A coincidence between two single photon detectors (SPDs) indicates a successful projection into the jψþi
state. Abbreviations of other components: PC, polarization controller; Electrical PC: electrical polarization controller; PG, electrical
pulse generator; RNG, random number generator; DG, delay generator; BS, beam splitter; PBS, polarizing beam splitter; TIA,
time interval analyzer. (b) Schematic of the polarization modulator: CIRC, optical circulator; PM, phase modulator; FM, Faraday mirror.
See the text for details.
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Fig. 5. Modelled and measured results. Figure a) shows the plot for the error rates in the
z-basis (green band) and in the x-basis (blue band) as a function of the mean photon number
per pulse sent by Alice (µ) and Bob (s ) multiplied by the channel transmissions (tA and
tB). Figure b) shows the plot of the gains as a function of µstAtB. The z-basis is shown in
green and the x-basis is shown in blue. For both figures the results of the measurements
done in the laboratory are shown with squares (blue or green) and the measurements done
over deployed fiber are shown with diamond (red and purple). The difference in gains and
error rates in the x- and the z-basis, respectively is due to the fact that, in the case in which
one party sends a laser pulse containing more than one photon and the other party sends
zero photons, projections onto the |y�i Bell state can only occur if both pulses encode
qubits belonging to the x-basis. The Bell state projection cannot occur if both prepare qubits
belonging to the z-basis (we ignore detector noise for the sake of this argument). This
causes increased gain for the x-basis and, due to an error rate of 50% associated with these
projections, also an increased error rate for the x-basis.

here is that it increases the error rates (further considerations require advancements to security
proofs, which are under way [26, 35]) increases of error rates.

We denote the signal, decoy, and vacuum intensities by µs, µd , and µv, respectively, for
Alice, and, similarly, as ss, sd , and sv for Bob. Note that µv = sv = 0 by definition. This decoy
analysis assumes that perfect vacuum intensities are achievable, which may not be correct in an
experimental implementation. However, note that, first, intensity modulators with more than 50
dB extinction ratio exist, which allows obtaining almost zero vacuum intensity, and second, that
a similar decoy state analysis with non-zero vacuum intensity values is possible as well [28]. For
the purpose of this analysis, we take both channels to have the same transmission coefficients
(that is tA = tB ⌘ t), according to our experimental configuration, and Alice and Bob hence both
select the same mean photon numbers for each of the three intensities (that is µs = ss ⌘ ts,
µd = sd ⌘ td , and µv = sv ⌘ tv). Additionally, for compactness of notation, we omit the µ and
s when describing the gains and error rates (e.g. we write Qz

ss to denote the gain in the z-basis
when Alice and Bob both send photons using the signal intensity). Under these assumptions,
the lower bound on Qx,z

11 is given by
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where the various Di(t) denote the probability that a pulse with photon number distribution D
and mean t contains exactly i photons, and Qx,z

0 (td) and Qx,z
0 (ts) are given by
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Fig. 5. Modelled and measured results. Figure a) shows the plot for the error rates in the
z-basis (green band) and in the x-basis (blue band) as a function of the mean photon number
per pulse sent by Alice (µ) and Bob (s ) multiplied by the channel transmissions (tA and
tB). Figure b) shows the plot of the gains as a function of µstAtB. The z-basis is shown in
green and the x-basis is shown in blue. For both figures the results of the measurements
done in the laboratory are shown with squares (blue or green) and the measurements done
over deployed fiber are shown with diamond (red and purple). The difference in gains and
error rates in the x- and the z-basis, respectively is due to the fact that, in the case in which
one party sends a laser pulse containing more than one photon and the other party sends
zero photons, projections onto the |y�i Bell state can only occur if both pulses encode
qubits belonging to the x-basis. The Bell state projection cannot occur if both prepare qubits
belonging to the z-basis (we ignore detector noise for the sake of this argument). This
causes increased gain for the x-basis and, due to an error rate of 50% associated with these
projections, also an increased error rate for the x-basis.
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proofs, which are under way [26, 35]) increases of error rates.

We denote the signal, decoy, and vacuum intensities by µs, µd , and µv, respectively, for
Alice, and, similarly, as ss, sd , and sv for Bob. Note that µv = sv = 0 by definition. This decoy
analysis assumes that perfect vacuum intensities are achievable, which may not be correct in an
experimental implementation. However, note that, first, intensity modulators with more than 50
dB extinction ratio exist, which allows obtaining almost zero vacuum intensity, and second, that
a similar decoy state analysis with non-zero vacuum intensity values is possible as well [28]. For
the purpose of this analysis, we take both channels to have the same transmission coefficients
(that is tA = tB ⌘ t), according to our experimental configuration, and Alice and Bob hence both
select the same mean photon numbers for each of the three intensities (that is µs = ss ⌘ ts,
µd = sd ⌘ td , and µv = sv ⌘ tv). Additionally, for compactness of notation, we omit the µ and
s when describing the gains and error rates (e.g. we write Qz

ss to denote the gain in the z-basis
when Alice and Bob both send photons using the signal intensity). Under these assumptions,
the lower bound on Qx,z

11 is given by
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where the various Di(t) denote the probability that a pulse with photon number distribution D
and mean t contains exactly i photons, and Qx,z

0 (td) and Qx,z
0 (ts) are given by
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1) Adapted to Experimental Systems (P. Chan, JAS, et al. Opt Exp 22, 12716)

ψ = mZ ,X + bZ ,X 0 + eiφZ ,X 1−mZ ,X + bZ ,X 1

the case of improved detectors and intensity modulation system the optimized ts for small loss
(under 10 dB) is likely overestimated due to neglected higher-order terms.
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Fig. 7. a) Optimum signal state intensity, ts, and b) corresponding secret key rate as a
function of total loss in dB. The secondary axis shows distances assuming typical loss of
0.2 dB/km in optical fiber without splices. The optimum values for µs for small loss, are not
shown as the model needs to be expanded to higher photon number terms in this regime.

8. Discussion and conclusion

We have developed a widely applicable model for systems implementing the Measurement-
Device-Independent QKD protocol. Our model is based on facts about the experimental setup
and takes into account carefully characterized experimental imperfections in sources and
measurement devices as well as transmission loss. It is evaluated against data taken with a
real, time-bin qubit-based QKD system. The excellent agreement between observed values and
predicted data confirms the model. In turn, this allows optimizing mean photon numbers for
signal and decoy states and finding rate-limiting components for future improvements. We be-
lieve that our model, which is straightforward to generalize to other types of qubit encoding,
as well as the detailed description of the characterization of experimental imperfections will be
useful to improve QKD beyond its current state of the art.

To finish, let us emphasize that tests of a model that describes the performance of a QKD
system in terms of secret key rates has to happen in a setting in which eavesdropping can be ex-
cluded (i.e. within a secure lab and using spooled fibre) – otherwise, the measured data, which
depends on the (unknown) type and amount of eavesdropping, may deviate from the predicted
performance and no conclusion about the suitability of the model can be drawn. Interestingly,
this implies that neither phase randomization, nor random selection of qubit states or intensi-
ties of attenuated laser pulses used to encode qubit states is necessary to test a model, as their
presence (or absence) does not impact the measured data. However, it is obvious that these
modulations are crucial to ensure the security of a key that is distributed through a hostile envi-
ronment. We note that in this article, all effects of imperfections in the system on the measured
quantities are still attributed to an eavesdropper, and accounted for in the calculation of the
secret key rate as well in the optimization of system parameters.
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2) Examination of Imperfections Impact (F. Xu et al. NJP 15, 113007)

State mis-alignment	


e = sin2(θ)	



Mode mis-alignment	


e = β2

8

Table 1. List of practical parameters for all numerical simulations. These
experimental parameters, including the detection efficiency ⌘d, the total
misalignment error ed and the background rate Y0, are from the 144 km QKD
experiment reported in [39]. Since two SPDs are used in [39], the background
rate of each SPD here is roughly half of the value there. We assume that the four
SPDs in MDI-QKD (see figure 1) have identical ⌘d and Y0. The parameter em

is the total mode mismatch that is quantified from the experimental values of
Tang et al [29].

⌘d ed Y0 fe em

14.5% 1.5% 6.02 ⇥ 10�6 1.16 2%
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Figure 3. Polarization misalignment tolerance. Following the model illustrated
in figure 1, we incorporate the polarization misalignment into the derivation of
the asymptotic key rate given by equation (1). We find that MDI-QKD is robust
against practical errors due to polarization misalignment.

that a polarization-encoding system can tolerate up to about 6.7% polarization misalignment at
0 km, while at 120 km it can only tolerate up to 5% misalignment. It also shows that MDI-QKD
is moderately robust to errors due to polarization misalignment.

3.2. Mode mismatch

We primarily use the model of mode mismatch in time domain, called time-jitter12 , to discuss
our method. This model is shown in figure 4. We describe Alice’s and Bob’s quantum states in
the time domain as

Alice : |�ai = |Tai
(3)

Bob : |�bi = ↵|Tai + �|Tai,
12 Time-jitter is the variance in arrival times of Alice’s and Bob’s packets at Charles’s station.

New Journal of Physics 15 (2013) 113007 (http://www.njp.org/)
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Figure 5. Mode mismatch tolerance. In the asymptotic case, a polarization-
encoding MDI-QKD system can tolerate up to 80% mode mismatch at 0 km.
Mode mismatch does not appear to be a major problem in a polarization-
encoding implementation of MDI-QKD.

Hence, a polarization-encoding MDI-QKD system is less sensitive to mode mismatch than to
polarization misalignment16. Notice also that we have quantified the value of em (see table 1) by
using the experimental parameters from [29] and find that em is usually small in practice (e.g.
below 5%). Therefore, mode mismatch does not appear to be a major problem in a MDI-QKD
implementation.

4. Finite decoy-state protocol with two general decoy states

In a MDI-QKD implementation, by performing the measurements for the different intensities
used by Alice and Bob, we can obtain [14]

Qqaqb
Z =

X

n,m=0

e�(qa+qb)
qn

a

n!
qm

b

m!
Y n,m

Z , (4)

Qqaqb
X Eqaqb

X =
X

n,m=0

e�(qa+qb)
qn

a

n!
qm

b

m!
Y n,m

X en,m
X , (5)

where qa (qb) denotes Alice’s (Bob’s) intensity setting, Qqaqb
Z (Eqa,qb

X ) denotes the gain (QBER)
in the Z (X ) basis with the intensity pair {qa, qb}, and Y n,m

Z (en,m
X ) denotes the yield (error rate)

given that Alice and Bob send respectively an n-photon and m-photon pulse. Here the goal of
the finite decoy-state protocol is to estimate Y 1,1

Z and e1,1
X (used to generate a secure key) from

16 Note however that in a time-bin-encoding system [26, 27], the mode mismatch such as time-jitter might be more
important than the polarization misalignment.
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FIG. 1. (Color online) Key rate comparison with the infinite data
set. The dotted black curve is the perfect key rate with infinite decoy
states. The blue solid curve is our optimized key rate using the
numerical approach with two decoy states, where the intensities are
ω = 0.0005, ν = 0.01, and optimized µ. For comparison purposes,
we present the nonoptimized and partially optimized key rates using
the methods and parameters of Refs. [27,29,30]: the black dashed
curve is from using [30] with ω = 0, ν = 0.01, and optimized µ;
the red (dark gray) dashed curve is from using [29] with ω = 0.01,
ν = 0.1, and µ = 0.3; the green (light gray) dashed curve is from
using [27] with ω = 0, ν = 0.1, and µ = 0.5. Notice that if the
parameter optimization is also applied to Refs [27,29], all the key rates
are almost the same. In the asymptotic case, parameter optimization
is simple, as only the intensities are required to be optimized and
a smaller value of decoy-state intensity can, in principle, result in a
better estimation. Parameter optimization can still increase the key
rate and extend the secure distance.

TABLE III. Comparison of parameters of a 50-km standard
fiber. More general comparison results are shown in Fig. 2. The
second column shows the optimal parameters after a full parameter
optimization. The third and fourth columns are, respectively, the
parameters from Refs. [27] and [30]. We can see that full optimization
can improve the key rate R more than one order of magnitude over
the partial optimization of Refs. [27,30]. This improvement mainly
comes from optimizing the choices of intensities and probabilities.
Notice that for the smallest decoy state ω, modulating the optimal
value of around 10−6 is usually difficult in decoy-state QKD
experiments [16,17,19,21]. However, we find that as long as the
intensity of ω is below 1 × 10−3, the key rate is very close to the
optimum (see Appendix D3 for details).

Parameters Optimal Ref. [27] Ref. [30]

µ 0.25 0.5 0.21
ν 0.05 0.1 0.06
ω 10−6 0 0
Pµ 0.58 0.33 0.33
Pν 0.30 0.33 0.33
PX|µ 0.03 0.5 0.5
PX|ν 0.71 0.5 0.5
PX|ω 0.83 0.5 0.5
R 1.68 × 10−6 1.01 × 10−7 1.64 × 10−7
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FIG. 2. (Color online) Practical key rate comparison (with statis-
tical fluctuations). The optimal parameters and key rate for a distance
of 50 km (standard fiber) are shown in Table III. All the key rates
are simulated with N = 1012. The blue solid and red dashed-dotted
curves (almost overlapping) are, respectively, our optimized key rates
(after a full optimization) using the numerical (Appendix A1) and
analytical (Appendix A2) methods with two decoy states. The black
dashed curve is from using the method of Ref. [30], where only
partial parameters (i.e., the intensities) are optimized. The green
(gray) dashed curve is from using the method of Ref. [27], where
some typical parameters are assumed without optimization. Without
full parameter optimization, the key rates in Refs [27,30] are around
one order of magnitude lower than ours across different distances.
Our method can enable secure MDI-QKD over distances 25 km
longer than those in [27,30]. These results highlight the importance
of parameter optimization in practical decoy-state MDI-QKD.

IV. SIMULATIONS ON PARAMETER OPTIMIZATION

In all the simulations presented below, we use the exper-
imental parameters listed in Table II, which are mostly from
the long-distance QKD experiment reported in [40].

A. Key rate comparison between optimization
and nonoptimization

For previous works on decoy-state MDI-QKD,
Refs. [27,29] used some typical parameters without
optimization and Ref. [30] performed a partial optimization
on only the intensity choice. Here, we first compare our
optimized key rate to those using the parameters and methods
presented in Refs. [27,29,30]. Figure 1 shows the comparison
results in the asymptotic case. The dotted black curve is the
perfect key rate with infinite decoy states. The blue solid curve
is the key rate using our numerical method with two decoy
states (see Appendix A1), where we choose the near-optimal
intensities by maximizing the key rate.5 The black, red (dark

5Notice that in the asymptotic case, the key rate increases with the
decrease in the intensity values of decoy states and the probability
choice of intensities and basis is not required. To have a fair
comparison to [30], we choose the same value of decoy state ν, which
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FIG. 1. (Color online) Key rate comparison with the infinite data
set. The dotted black curve is the perfect key rate with infinite decoy
states. The blue solid curve is our optimized key rate using the
numerical approach with two decoy states, where the intensities are
ω = 0.0005, ν = 0.01, and optimized µ. For comparison purposes,
we present the nonoptimized and partially optimized key rates using
the methods and parameters of Refs. [27,29,30]: the black dashed
curve is from using [30] with ω = 0, ν = 0.01, and optimized µ;
the red (dark gray) dashed curve is from using [29] with ω = 0.01,
ν = 0.1, and µ = 0.3; the green (light gray) dashed curve is from
using [27] with ω = 0, ν = 0.1, and µ = 0.5. Notice that if the
parameter optimization is also applied to Refs [27,29], all the key rates
are almost the same. In the asymptotic case, parameter optimization
is simple, as only the intensities are required to be optimized and
a smaller value of decoy-state intensity can, in principle, result in a
better estimation. Parameter optimization can still increase the key
rate and extend the secure distance.

TABLE III. Comparison of parameters of a 50-km standard
fiber. More general comparison results are shown in Fig. 2. The
second column shows the optimal parameters after a full parameter
optimization. The third and fourth columns are, respectively, the
parameters from Refs. [27] and [30]. We can see that full optimization
can improve the key rate R more than one order of magnitude over
the partial optimization of Refs. [27,30]. This improvement mainly
comes from optimizing the choices of intensities and probabilities.
Notice that for the smallest decoy state ω, modulating the optimal
value of around 10−6 is usually difficult in decoy-state QKD
experiments [16,17,19,21]. However, we find that as long as the
intensity of ω is below 1 × 10−3, the key rate is very close to the
optimum (see Appendix D3 for details).

Parameters Optimal Ref. [27] Ref. [30]

µ 0.25 0.5 0.21
ν 0.05 0.1 0.06
ω 10−6 0 0
Pµ 0.58 0.33 0.33
Pν 0.30 0.33 0.33
PX|µ 0.03 0.5 0.5
PX|ν 0.71 0.5 0.5
PX|ω 0.83 0.5 0.5
R 1.68 × 10−6 1.01 × 10−7 1.64 × 10−7
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FIG. 2. (Color online) Practical key rate comparison (with statis-
tical fluctuations). The optimal parameters and key rate for a distance
of 50 km (standard fiber) are shown in Table III. All the key rates
are simulated with N = 1012. The blue solid and red dashed-dotted
curves (almost overlapping) are, respectively, our optimized key rates
(after a full optimization) using the numerical (Appendix A1) and
analytical (Appendix A2) methods with two decoy states. The black
dashed curve is from using the method of Ref. [30], where only
partial parameters (i.e., the intensities) are optimized. The green
(gray) dashed curve is from using the method of Ref. [27], where
some typical parameters are assumed without optimization. Without
full parameter optimization, the key rates in Refs [27,30] are around
one order of magnitude lower than ours across different distances.
Our method can enable secure MDI-QKD over distances 25 km
longer than those in [27,30]. These results highlight the importance
of parameter optimization in practical decoy-state MDI-QKD.

IV. SIMULATIONS ON PARAMETER OPTIMIZATION

In all the simulations presented below, we use the exper-
imental parameters listed in Table II, which are mostly from
the long-distance QKD experiment reported in [40].

A. Key rate comparison between optimization
and nonoptimization

For previous works on decoy-state MDI-QKD,
Refs. [27,29] used some typical parameters without
optimization and Ref. [30] performed a partial optimization
on only the intensity choice. Here, we first compare our
optimized key rate to those using the parameters and methods
presented in Refs. [27,29,30]. Figure 1 shows the comparison
results in the asymptotic case. The dotted black curve is the
perfect key rate with infinite decoy states. The blue solid curve
is the key rate using our numerical method with two decoy
states (see Appendix A1), where we choose the near-optimal
intensities by maximizing the key rate.5 The black, red (dark

5Notice that in the asymptotic case, the key rate increases with the
decrease in the intensity values of decoy states and the probability
choice of intensities and basis is not required. To have a fair
comparison to [30], we choose the same value of decoy state ν, which
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FIG. 1. (Color online) Key rate comparison with the infinite data
set. The dotted black curve is the perfect key rate with infinite decoy
states. The blue solid curve is our optimized key rate using the
numerical approach with two decoy states, where the intensities are
ω = 0.0005, ν = 0.01, and optimized µ. For comparison purposes,
we present the nonoptimized and partially optimized key rates using
the methods and parameters of Refs. [27,29,30]: the black dashed
curve is from using [30] with ω = 0, ν = 0.01, and optimized µ;
the red (dark gray) dashed curve is from using [29] with ω = 0.01,
ν = 0.1, and µ = 0.3; the green (light gray) dashed curve is from
using [27] with ω = 0, ν = 0.1, and µ = 0.5. Notice that if the
parameter optimization is also applied to Refs [27,29], all the key rates
are almost the same. In the asymptotic case, parameter optimization
is simple, as only the intensities are required to be optimized and
a smaller value of decoy-state intensity can, in principle, result in a
better estimation. Parameter optimization can still increase the key
rate and extend the secure distance.

TABLE III. Comparison of parameters of a 50-km standard
fiber. More general comparison results are shown in Fig. 2. The
second column shows the optimal parameters after a full parameter
optimization. The third and fourth columns are, respectively, the
parameters from Refs. [27] and [30]. We can see that full optimization
can improve the key rate R more than one order of magnitude over
the partial optimization of Refs. [27,30]. This improvement mainly
comes from optimizing the choices of intensities and probabilities.
Notice that for the smallest decoy state ω, modulating the optimal
value of around 10−6 is usually difficult in decoy-state QKD
experiments [16,17,19,21]. However, we find that as long as the
intensity of ω is below 1 × 10−3, the key rate is very close to the
optimum (see Appendix D3 for details).

Parameters Optimal Ref. [27] Ref. [30]

µ 0.25 0.5 0.21
ν 0.05 0.1 0.06
ω 10−6 0 0
Pµ 0.58 0.33 0.33
Pν 0.30 0.33 0.33
PX|µ 0.03 0.5 0.5
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FIG. 2. (Color online) Practical key rate comparison (with statis-
tical fluctuations). The optimal parameters and key rate for a distance
of 50 km (standard fiber) are shown in Table III. All the key rates
are simulated with N = 1012. The blue solid and red dashed-dotted
curves (almost overlapping) are, respectively, our optimized key rates
(after a full optimization) using the numerical (Appendix A1) and
analytical (Appendix A2) methods with two decoy states. The black
dashed curve is from using the method of Ref. [30], where only
partial parameters (i.e., the intensities) are optimized. The green
(gray) dashed curve is from using the method of Ref. [27], where
some typical parameters are assumed without optimization. Without
full parameter optimization, the key rates in Refs [27,30] are around
one order of magnitude lower than ours across different distances.
Our method can enable secure MDI-QKD over distances 25 km
longer than those in [27,30]. These results highlight the importance
of parameter optimization in practical decoy-state MDI-QKD.

IV. SIMULATIONS ON PARAMETER OPTIMIZATION

In all the simulations presented below, we use the exper-
imental parameters listed in Table II, which are mostly from
the long-distance QKD experiment reported in [40].

A. Key rate comparison between optimization
and nonoptimization

For previous works on decoy-state MDI-QKD,
Refs. [27,29] used some typical parameters without
optimization and Ref. [30] performed a partial optimization
on only the intensity choice. Here, we first compare our
optimized key rate to those using the parameters and methods
presented in Refs. [27,29,30]. Figure 1 shows the comparison
results in the asymptotic case. The dotted black curve is the
perfect key rate with infinite decoy states. The blue solid curve
is the key rate using our numerical method with two decoy
states (see Appendix A1), where we choose the near-optimal
intensities by maximizing the key rate.5 The black, red (dark

5Notice that in the asymptotic case, the key rate increases with the
decrease in the intensity values of decoy states and the probability
choice of intensities and basis is not required. To have a fair
comparison to [30], we choose the same value of decoy state ν, which
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obtained in ref. 23. That is, nk,0 and nk,1 provide a positive
contribution to the secret key rate, while nk,1h(ek,1) and leakEC,k
reduce it. The term nk,1h(ek,1) corresponds to the information
removed from Zk in the privacy amplification step of the protocol,
while leakEC,k is the information revealed by Alice in the error
correction step.

The second main contribution of this work is an estimation
method to obtain the relevant parameters nk,0, nk,1 and ek,1
needed to evaluate the key rate formula above, when Alice and
Bob send Charles a finite number, N, of signals and use a finite
number of decoy states. We solve this problem using techniques
in large deviation theory. More specifically, we employ the
Chernoff bound37. It is important to note that standard
techniques such as Azuma’s inequality45 do not give very good
bounds here. This is because this result does not consider the
properties of the a priori distribution. Therefore, it is far from
optimal for situations such as high loss or a highly bias coin flip,
which are relevant in long-distance QKD. In contrast, the
Chernoff bound takes advantage of the property of the
distribution and provides good bounds even in a high-loss
regime.

More precisely, we show that the estimation of nk,0, nk,1 and ek,1
can be formulated as a linear program, which can be solved
efficiently in polynomial time and gives the exact optimum even
for large dimensions46. Importantly, this general method is valid
for any finite number of decoy states used by Alice and Bob, and
for any photon-number distribution of their signals. Also, for the
typical scenario where Alice and Bob send phase-randomized
WCPs together with two decoy states each, we solve analytically
the linear program, and obtain analytical expressions for the
parameters above, which can be used directly in an experiment.
A sketch of the estimation technique is given in the Methods
section. For a detailed analysis of both estimation techniques we
refer to the Supplementary Notes 1 and 2.

Discussion
In this section, we analyse the behaviour of the secret key rate
provided in equation (1). In our simulation, we consider that
Alice and Bob encode their bits in the polarization degrees of
freedom of phase-randomized WCPs. Also, we assume that
Charles uses the linear optics quantum relay illustrated in Fig. 2,
which is able to identify two of the four Bell states. With this set-
up, a successful Bell state measurement corresponds to the
observation of precisely two detectors (associated to orthogonal
polarizations) being triggered. Note, however, that the results
presented in this paper can be applied to other types of coding
schemes like, for instance, phase or time-bin coding1,2, and to any
quantum operation that Charles may perform, as they solely
depend on the measurement results that he announces.

We use experimental parameters from ref. 47. But, whereas ref.
47 considers a free-space channel, we assume a fibre-based
channel with a loss of 0.2 dB km# 1. The detection efficiency of
the relay (that is, the transmittance of its optical components
together with the efficiency of its detectors) is 14.5% and the
background count rate is 6.02& 10# 6. Moreover, we use a rather
generic channel model that includes an intrinsic error rate that
simulates the misalignment and instability of the optical system.
This is done by placing a unitary rotation in both input arms of
the 50:50 beam splitter, and another unitary rotation in one of
its output arms48. In addition, we fix the security bound to
E¼ 10# 10.

The results are shown in Figs 3 and 4 for the situation where
Alice and Bob use two decoy states each. In this scenario, we
obtain the parameters nk,0, nk,1 and ek,1 using the analytical
estimation procedure introduced above (see Supplementary
Note 1 for more details). The first figure illustrates the secret
key rate (per pulse) ‘=N as a function of the distance between
Alice and Bob for different values of the total number of signals N
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Figure 2 | A schematic diagram of Charles’ measurement device.
The signals from Alice and Bob interfere at a 50:50 beam splitter (BS),
which has on each end a polarizing beam splitter (PBS) that projects the
incoming photons into either horizontal (H) or vertical (V) polarization
states. A click in the single-photon detectors D1H and D2V, or in D1V and D2H,

indicates a projection into the Bell state j c# i¼1
% ffiffiffi

2
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Figure 3 | Expected key rate as function of the distance. Secret key rate
‘=N in logarithmic scale for the protocol introduced in the Results section
with phase-randomized WCPs as a function of the distance. The solid lines
correspond to different values for the total number of signals N sent by
Alice and Bob. The overall misalignment in the channel is 1.5%, and the
security bound E¼ 10# 10. For simulation purposes we consider the
following experimental parameters47: the loss coefficient of the channel is
0.2 dB km# 1, the detection efficiency of the relay is 14.5% and the
background count rate is 6.02& 10# 6. Our results show clearly that even
with a realistic finite size of data, say N¼ 1012 to 1014, it is possible to
achieve secure mdiQKD at long distances. In comparison, the dotted line
represents a lower bound on the secret key rate for the asymptotic case
where Alice and Bob send Charles infinite signals and use an infinite
number of decoy settings.
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To evaluate the performance of our protocol, we provide
a general approach to model the system. Although the model
is proposed to study MDI-QKD, it is also useful for other
non-QKD experiments involving entanglement and
BSMs.2,49 In this model, the source is a composite of two
weak coherent states prepared by Alice and Bob and one
EPR state (singlet) prepared by Charles; the polarization
rotations (i.e., polarization misalignments) and losses of the
transmissions of the four quantum channels (i.e., Alice to
David, Bob to Ethan, Charles to David and Ethan) are,
respectively, modelled by four unitary matrices2 and four
beam-splitters; the measurement is realized by two BSMs,
each of which contains a typical Hong-Ou-Mandel interfer-
ence,50 followed by threshold detections.51 Finally, we can
derive all the terms in Eq. (1). The details of our model are
shown in the supplementary material.52

In the simulation, the polarization misalignments of the
four quantum channels are assumed to be identical, and the
four channel transmittances are optimized by maximizing the
key rates. First, we simulate the key rate in the asymptotic
case using the practical parameters from the entanglement
based QKD experiment reported in Ref. 12. This result is
shown by the red solid curve in Fig. 3. As a comparison, we
also present the simulation result of the original MDI-QKD34

in this figure (see the blue dashed curve). It is interesting that
MDI-QKD with one PDC source in the middle can tolerate
significantly higher loss, up to 77 dB. Notice that with the
same practical parameters, the decoy-state BB84 protocol,
however, can only tolerate around 30 dB.16 Without other
losses, a 77 dB loss corresponds to a channel transmission of
367 km standard telecom fiber (0.21 dB/km) or 481 km ultra-
low loss telecom fiber (0.16 dB/km (Ref. 53)).

It is worth noting that in Fig. 3, the optimal key rate of
MDI-QKD with one PDC source at 0 km is about
2.39! 10"8 bits/pulse. Why is this key rate lower than the
original MDI-QKD? It is due to two factors: (1) MDI-QKD
with one PDC source requires 4-fold coincidence, whereas
the original MDI-QKD requires only 2-fold coincidence;
hence, the low detector efficiency here (14.5%) inherently
decreases the key rate by around two orders of magnitude.
(2) If the PDC source in the middle presents a large bright-
ness, its multi-photon pairs contribute significantly to the
QBER. Consequently, the optimal brightness of this PDC
source is on the order of 10"3.

The result in Fig. 3 can be significantly improved if we
consider state-of-the-art single-photon detectors (SPD). For
instance, using the practical parameters of Ref. 54 with detec-
tor efficiency of 93% and dark-count rate (per gating window)
of 1! 10"6, the simulation result is shown in Fig. 4.
Remarkably, it shows that our scheme can tolerate 140 dB
loss (667 km standard fiber) in the asymptotic limit. The opti-
mal brightness of PDC is still on the order of 10"3. To address

the finite-key effect, we simulate the finite-key rate by blue
dash-dotted and red solid curves in this figure. Here we use
the method reported in Ref. 39 for a rigorous finite-key analy-
sis including an analytical approach38 with two decoy states
for the finite decoy-state protocol, a data-size of N¼ 1015 and
a security bound of !¼ 10"10 for the finite-key analysis. In

TABLE I. Successful Bell state measurements.

David&Ethan jwþwþi jw"w"i jwþw"i jw"wþi

Alice/Bob Z-basis Flip Flip Flip Flip

Alice/Bob X-basis Flip Flip Non-flip Non-flip

FIG. 3. Asymptotic key rate. Asymptotic limit means that Alice and Bob
have an infinite number of signals and decoy states. The practical parameters
are from an entanglement based QKD experiment12: the detector efficiency
is 14.5%, the background count rate is 6.02! 10"6, and the intrinsic error
rate due to misalignment and instability of the system is 3% (owing to 4-
channel links in Fig. 2 instead of 2 links in Ref. 12, the total misalignment
error is assumed to be roughly twice as that in Ref. 12). In the low and me-
dium channel loss regions, since MDI-QKD with one PDC source requires
4-fold coincident detections instead of 2-fold coincident detections required
by the original MDI-QKD, its key rate is lower than that of the original
MDI-QKD. However, MDI-QKD with one PDC source can tolerate signifi-
cantly higher losses up to 77 dB (367 km standard telecom fiber).

FIG. 4. Key rate with state-of-the-art SPDs. We consider better SPDs with
detector efficiency of 93% and dark count rate of 1! 10"6. The other experi-
mental parameters are the same as those used in Fig. 3. In the asymptotic
limit, MDI-QKD with one PDC source can tolerate significantly higher
losses, up to 140 dB (667 km standard fiber). With the method of Refs. 38
and 39, the finite-key analysis is conducted on a data-size of N¼ 1015 MDI-
QKD with one PDC source can tolerate 60 dB loss (286 km standard fiber)
in the finite-key case.

061101-3 Xu et al. Appl. Phys. Lett. 103, 061101 (2013)
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To evaluate the performance of our protocol, we provide
a general approach to model the system. Although the model
is proposed to study MDI-QKD, it is also useful for other
non-QKD experiments involving entanglement and
BSMs.2,49 In this model, the source is a composite of two
weak coherent states prepared by Alice and Bob and one
EPR state (singlet) prepared by Charles; the polarization
rotations (i.e., polarization misalignments) and losses of the
transmissions of the four quantum channels (i.e., Alice to
David, Bob to Ethan, Charles to David and Ethan) are,
respectively, modelled by four unitary matrices2 and four
beam-splitters; the measurement is realized by two BSMs,
each of which contains a typical Hong-Ou-Mandel interfer-
ence,50 followed by threshold detections.51 Finally, we can
derive all the terms in Eq. (1). The details of our model are
shown in the supplementary material.52

In the simulation, the polarization misalignments of the
four quantum channels are assumed to be identical, and the
four channel transmittances are optimized by maximizing the
key rates. First, we simulate the key rate in the asymptotic
case using the practical parameters from the entanglement
based QKD experiment reported in Ref. 12. This result is
shown by the red solid curve in Fig. 3. As a comparison, we
also present the simulation result of the original MDI-QKD34

in this figure (see the blue dashed curve). It is interesting that
MDI-QKD with one PDC source in the middle can tolerate
significantly higher loss, up to 77 dB. Notice that with the
same practical parameters, the decoy-state BB84 protocol,
however, can only tolerate around 30 dB.16 Without other
losses, a 77 dB loss corresponds to a channel transmission of
367 km standard telecom fiber (0.21 dB/km) or 481 km ultra-
low loss telecom fiber (0.16 dB/km (Ref. 53)).

It is worth noting that in Fig. 3, the optimal key rate of
MDI-QKD with one PDC source at 0 km is about
2.39! 10"8 bits/pulse. Why is this key rate lower than the
original MDI-QKD? It is due to two factors: (1) MDI-QKD
with one PDC source requires 4-fold coincidence, whereas
the original MDI-QKD requires only 2-fold coincidence;
hence, the low detector efficiency here (14.5%) inherently
decreases the key rate by around two orders of magnitude.
(2) If the PDC source in the middle presents a large bright-
ness, its multi-photon pairs contribute significantly to the
QBER. Consequently, the optimal brightness of this PDC
source is on the order of 10"3.

The result in Fig. 3 can be significantly improved if we
consider state-of-the-art single-photon detectors (SPD). For
instance, using the practical parameters of Ref. 54 with detec-
tor efficiency of 93% and dark-count rate (per gating window)
of 1! 10"6, the simulation result is shown in Fig. 4.
Remarkably, it shows that our scheme can tolerate 140 dB
loss (667 km standard fiber) in the asymptotic limit. The opti-
mal brightness of PDC is still on the order of 10"3. To address

the finite-key effect, we simulate the finite-key rate by blue
dash-dotted and red solid curves in this figure. Here we use
the method reported in Ref. 39 for a rigorous finite-key analy-
sis including an analytical approach38 with two decoy states
for the finite decoy-state protocol, a data-size of N¼ 1015 and
a security bound of !¼ 10"10 for the finite-key analysis. In

TABLE I. Successful Bell state measurements.

David&Ethan jwþwþi jw"w"i jwþw"i jw"wþi

Alice/Bob Z-basis Flip Flip Flip Flip

Alice/Bob X-basis Flip Flip Non-flip Non-flip

FIG. 3. Asymptotic key rate. Asymptotic limit means that Alice and Bob
have an infinite number of signals and decoy states. The practical parameters
are from an entanglement based QKD experiment12: the detector efficiency
is 14.5%, the background count rate is 6.02! 10"6, and the intrinsic error
rate due to misalignment and instability of the system is 3% (owing to 4-
channel links in Fig. 2 instead of 2 links in Ref. 12, the total misalignment
error is assumed to be roughly twice as that in Ref. 12). In the low and me-
dium channel loss regions, since MDI-QKD with one PDC source requires
4-fold coincident detections instead of 2-fold coincident detections required
by the original MDI-QKD, its key rate is lower than that of the original
MDI-QKD. However, MDI-QKD with one PDC source can tolerate signifi-
cantly higher losses up to 77 dB (367 km standard telecom fiber).

FIG. 4. Key rate with state-of-the-art SPDs. We consider better SPDs with
detector efficiency of 93% and dark count rate of 1! 10"6. The other experi-
mental parameters are the same as those used in Fig. 3. In the asymptotic
limit, MDI-QKD with one PDC source can tolerate significantly higher
losses, up to 140 dB (667 km standard fiber). With the method of Refs. 38
and 39, the finite-key analysis is conducted on a data-size of N¼ 1015 MDI-
QKD with one PDC source can tolerate 60 dB loss (286 km standard fiber)
in the finite-key case.
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2

As a result, it can be realized only with optical switches,
single-photon sources, photon detectors, and active feed-
forward techniques, reaping the following benefits re-
sulting from removing the necessity of matter quantum
memories [23]: (a) No memory implies that the repeti-
tion rate can be increased as high as one wants within
those allowed by assumed devices, shared with memory-
function-less quantum repeaters [22]. (b) Even if we real-
ize a single-photon source with a matter qubit, the mat-
ter qubit is not needed to have a deterministic interac-
tion with photons as well as to have long coherence time
(and, of course, a matter quantum memory [16, 33] can
be diverted to a single-photon source). (c) Coherent fre-
quency converters for photons to strengthen the coupling
to matter quantum memories [34] and to optical fibers
[35] could be unnecessary. (d) Our protocol could work at
room temperature in principle. In addition, the adaptive
Bell measurement also provides a similar improvement
in the single-photon-based entanglement generation pro-
cess of quantum repeaters [4, 16]. Therefore, our scheme
will play an important role to bridge the gap between
QKD and quantum repeaters, technologically and con-
ceptually.
Entanglement-based QKD and mdiQKD.—It is in-

structive to start by reviewing the relation between the
entanglement-based QKD and the mdiQKD in more de-
tail (Fig. 1). Suppose that Alice and Bob are separated
over distance L, and a node C between them shares op-
tical channels with them. For simplicity, the node C is
assumed to be located in the middle of Alice and Bob.
Then, the transmittance of the optical channels is de-
scribed by e−L/(2latt) =: ηL/2 with an attenuation length
latt. The transmittance is the same as the arrival prob-
ability of a single photon through the lossy channels. In
the entanglement-based protocol [Fig. 1(a)], the node C
respectively sends the halves of a photonic Bell pair to
Alice and Bob via the optical channels, each of which
is subject to a Z-basis or X-basis measurement. Since
Alice and Bob keep the measurement outcomes for the
shifted key only when both of them find the arrivals of
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FIG. 1: Entanglement-based QKD and mdiQKD. T is the
number of trials. (a) In the entanglement-based QKD, the
node C sends halves of Bell pairs (BP) to Alice and Bob
who just perform measurements (M), respectively. (b) In the
mdiQKD, the node C performs Bell measurements (BM) on
photons that have been sent by Alice and Bob.

photons with their measurements, the probability P sif of
keeping the outcomes scales with η2L/2 = ηL in practice.

On the other hand, in the mdiQKD [Fig. 1(b)], instead
of sending Bell pairs as in the entanglement-based QKD,
the node performs a Bell measurement to a pair of single
photons that have been prepared randomly in one of the
eigenstates of complementary observables Ẑ and X̂ and
sent simultaneously by Alice and Bob. This is the time
reversal of the entanglement-based protocol, and it thus
follows the same scaling, i.e., P sif ∼ ηL.

The probability P sif ∼ ηL for the entanglement-based
QKD and the mdiQKD implies that the number of trials
required to obtain a pair of bits for the shifted key is η−1

L
on average. This scaling is shared with all conventional
protocols including prepare-and-measure QKD [1, 2]. To

improve the scaling η−1
L to η−1/2

L (= η−1
L/2), Panayi el al.

introduce matter quantum memories to the node C in
the mdiQKD setting [32]. However, as we will show,
the matter quantum memories are not necessary for this
improvement.

It is essential for our all-photonic approach to notice
that the original scaling η−1

L is caused by a fact that the
pairings at the node C for Bell pairs in the entanglement-
based QKD and for Bell measurements in the mdiQKD
are predetermined independently of the existence of pho-
ton losses. In other words, to outperform the η−1

L scal-
ing, we need to make the pairings depend on the oc-
currences of photon losses. Interestingly, this is possible
solely for the mdiQKD, because it entangles photons after
the transmissions in contrast to the entanglement-based
QKD (c.f., Fig. 1).

Basic idea of adaptive mdiQKD.—To make our state-
ment more precise, we introduce our mdiQKD protocol
(Fig. 2) where the node C performs an adaptive Bell mea-
surement. This protocol proceeds as follows: (i) Alice
and Bob send m pulses in single-photon states, randomly
selected from the eigenstates of complementary observ-
ables, to the node C at the same time, using multiplexing.
(ii) On receiving the pulses, the node C applies quantum
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FIG. 2: Basic idea of our mdiQKD protocol with an adap-
tive Bell measurement. M is the number of pulses. In this
protocol, the node C first performs quantum non-demolition
(QND) measurements to confirm the successful arrival of sin-
gle photons, followed by optical switches (SW) to send the
surviving photons to Bell measurement (BM) modules.
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FIG. 3: Secret key rates G per pulse (normalized by the num-
ber of events of the same basis choice by Alice and Bob) versus
distances L. Key rates G for the original mdiQKD protocol
with the same single-photon sources are also shown by the
dashed curve as a reference.

qubits [26, 31]. In this paradigm, eZ and eX represent the
quality of the entanglement of the virtual qubits. Hence,
if we specify devices for our mdiQKD, we can estimate
the final key G.

For simplicity, we assume single-photon sources with
efficiency ηs and with pulse width τs, and single-photon
detectors with quantum efficiency ηd and with mean dark
count rate νd. Let ηs = 0.90 [16], τs = 300 ps, ηd = 0.93,
and νd = 1 s−1 [32, 40, 41]. Our protocol needs an active
feedforward technique with an optical switch. Suppose
that a single active feedforward can be completed within
time τa, during which photons run in optical fibers. Let
τa = 150 ns [42] and latt = 22 km for all optical fibers,
and assume that the speed of light in optical fibers is
c = 2.0 × 108 m/s. Bell pairs for the all-photonic QND
measurements in step (ii) can be generated in constant
time τa with single-photon sources and the active feedfor-
ward with switching. In fact, a Bell pair can be generated
with linear optical elements and single-photon sources
[43] only probabilistically, but, if we parallelize this prob-
abilistic generation process so that we can obtain, at
least, a Bell pair, we are (almost) always able to pick up
the Bell pair via a single application of the active feedfor-
ward with switching. In practice, this kind of step-wise
preparation of Bell pairs can suppress the multi-photon
emissions, which would be necessary for satisfying Eq. (6)
with similar reasoning of Ref. [44] concerning the scheme
[32] of Panayi et al. In addition, we need to use one active
feedforward in step (iii).

Under these assumptions, the final key rates G are
given as in Fig. 3. The figure shows that our protocol
outperforms the original mdiQKD protocol in the region
of long distances. If single-photon sources with repetition
rate of 1 GHz are available as assumed in Ref. [16], the
key generated per second is 0.15 Hz even for L = 800 km,
which is one order of magnitude better than the best
scheme [45] of quantum repeaters with atomic ensembles
[16].

Applications.—The adaptive Bell measurement is also
useful for increasing the performance for any protocol
based on the single-photon-based entanglement genera-
tion. For instance, it can be installed in quantum re-
peaters with atomic ensembles [16], because they are
based on such an entanglement generation process. How-
ever, note that it is impossible to accomplish all photonic
quantum repeaters as in Ref. [23] with the adaptive Bell
measurement alone. In fact, although we can use our
mdiQKD protocol as the entanglement generation for Al-
ice and Bob by regarding their virtual qubits as actual
qubits, they need to wait the arrival of the heralding sig-
nals from node C in step (v) in order to identify the
qubits that have successfully been entangled, which is
impossible without the memory function of their qubits.
Therefore, for extremely long distances such as thousand
kilometers, quantum repeaters are needed.
In conclusion, we have presented an all-photonic adap-

tive mdiQKD protocol that can present a square root
improvement over conventional QKD protocols. In our
analysis, we have assumed the use of single-photon
sources and single-photon detectors for simplicity. How-
ever, as long as the success probability of the QND mea-
surement can be made independent of the distance be-
tween the sender and the repeater node, since the scal-
ing of R with distance L does not change, our proto-
col could work with more practical devices. For moder-
ate communication distances, our protocol could work
more efficiently than quantum repeaters with atomic-
ensemble quantum memories [16]. In addition, our adap-
tive Bell measurement can be installed in any protocol us-
ing single-photon-based entanglement generation in order
to improve the performance. Combined with all photonic
quantum repeaters [23], our result paves a seamless route
toward long-distance quantum communications with op-
tical devices alone.
We thank G. Kato and F. Morikoshi, and especially
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Some multi-photon emissions secure

show the proof in Methods section. We will prove that we cannot
generate a key from n 5 m 5 2 in the virtual protocol, and it follows
that we cannot generate a key from n 5 m 5 2 in the actual protocol
either. To see this, note that the virtual protocol differs from the
actual protocol only in the way to prepare the state, and the state
prepared and post data-processing are exactly the same in both
protocols. In other words, only the local operation needed in state-
preparation process by the legitimated parties are different in the two
protocols. By recalling that any local operation cannot convert a
separable state into a non-separable state, we conclude that if we
cannot generate a key from a virtual protocol, then we cannot gen-
erate a key from the actual protocol.

Simulation. Here we show the results of the key generation rate for
the two experimental setups as shown in Figs. 2(a) and (b) by using
typical experimental parameters taken from Gobby-Yuan-Shields
(GYS) experiment30, where the quantum efficiency and the dark
counting of the all detectors in Eve’s MU are g 5 0.045 and d 5
8.5 3 1027, respectively, the loss coefficient of the quantum channel
is j 5 0.21 dB/km, and the inefficiency of the error correcting code is
1.22. In the simulation, we use infinite number of decoy states31 in
order to obtain Q 1,1ð Þ

i , e 1,1ð Þ
i,bit , Q 1,2ð Þ

i and e 1,2ð Þ
i,bit . Assuming that the bit

error is stemmed only from dark countings of the detectors, we
ignore the other imperfections such as the misalignment of the
devices. We also assume that the mean photon numbers of the
signal pulses prepared by Alice and Bob are the same, and the MU

in Eve is the middle of Alice and Bob. The mean photon number for
the signal is optimized for maximizing the key generation rate at each
distance. By using equation (2) with the above parameters and
assumptions, we calculate the key generation rate as a function of
the distance between Alice and Bob (i) when Eve postselects the
events with n # 1 and m # 1 with the QND measurement as
shown in Fig. 2(a) and Alice and Bob use the coherent pulses, and
(ii) when Eve uses the MU in Fig. 1 and Alice and Bob use quasi single
photon sources prepared by the SPDC in Fig. 2(b).

Case (i) – The simulation result of the key rate is shown in Fig. 4(a),
and the mean photon number which maximizes the key rate is shown
in Fig. 5. We also plot the key rates of Type1 and Type2 separately in
Fig. 4(b). The details for obtaining these figures are shown in
Supplementary. When the distance is zero, since there is no photon
loss before the BS and the multi-photon emissions are excluded, the
events of multi-photon input have no contribution to the key rate. In
fact, in Fig. 4(a), the two key rates at zero distance obtained from only
(n, m) 5 (1, 1) and from both (n, m) 5 (1, 1), (1, 2) and (2, 1) are
exactly the same. When the distance becomes longer, we see from
Fig. 5 that the contribution of the multi photons becomes larger. For
the key rate from only (n, m) 5 (1, 1), the mean photon number is
monotonically decrease because the multi-photon emissions give
only adverse effect. On the other hand, when we extract the key
additionally from the multi photons, the mean photon number does
not decrease monotonically, which shows an advantage in using
multi-photon emission.

Case (ii) – Alice and Bob use quasi single photon sources by SPDC
as shown in Fig. 2(b). Detector D0 is the same as that used in Eve’s
MU, namely it is the threshold detector with the quantum efficiency
of g 5 0.045 and the dark counting of d 5 8.5 3 1027. Eve’s MU is the
same as that shown in Fig. 1. The key rate is shown in Fig. 6. The
details for calculating the key rates are shown in Supplementary. The
mean photon number which maximizes the key rate is shown in
Fig. 7. From Fig. 6, we see that the key rate only from Type1 and
that both from Type1 and Type2 intersect. For the distribution dis-
tance longer than the cross point, Type2 has no contribution of the
key, which is shown by the blue line in the figure, and therefore it is
better to generate a key from Type1 only. From Fig. 7, we see that the
mean photon number is very small. This is so because the use of
larger mean photon numbers results in two-photon emission, which
increases the bit error rate. From all the figures of the key rate, one
sees that the key rates of MDI-SARG04 are lower than those of MDI-
BB84. This tendency holds also for prepare & measure SARG0424,32,

Figure 4 | The key rate when Alice and Bob use coherent pulses and Eve
performs non-destructively exclusion of the multi-photons from Alice
and Bob. (a) Bottom: the key rate of the MDI-SARG04 protocol from (n,
m) 5 (1, 1) only. Middle: the key rate of the MDI-SARG04 protocol from
(n, m) 5 (1, 1), (1, 2) and (2, 1). Top: the key rate of the MDI-BB84
protocol. (b) The upper and lower solid lines are the key rates from (n, m)
5 (1, 1), (1, 2) and (2, 1) for Type1 and Type2, respectively. The upper and
lower dashed lines are the key rates from (n, m) 5 (1, 1) for Type1 and
Type2, respectively.

Figure 5 | The optimal mean photon number for the key rate in Fig. 4. For
the key rates from (n, m) 5 (1, 1), the three lines show the mean photon
number when we consider only Type1, both types and only Type2 from the
top. The mean photon numbers for the key rates from (n, m) 5 (1, 1), (1, 2)
and (2, 1) show a similar tendency. The dashed line is for the MDI-BB84
protocol.
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obtains the successful measurement outcome. Note that while we do
not deal with the types of Eve’s successful outcomes separately, the
following discussion is valid for both types. For simplicity, we neglect
all the losses, including those in the quantum channel and the photon
detectors, and therefore we can also regard F(n,m) as Q(n,m), which is the
joint probability that Alice and Bob respectively emit n and m
photons and Eve obtains the successful measurement outcome.
Like in the MDI-BB84 protocols, we assume that Alice and Bob
use a phase randomized weak coherent light whose average
photon number is much smaller than 1. Thus, we have

Q 1,1ð Þ
.

2*Q 2,0ð Þ*Q 0,2ð Þ?Q n,mð Þ for n 1 m $ 3. For simplicity,

we assume Eve is honest, namely the bit error rate for n 5 m 5 1
is zero, and all photon detectors have unit quantum efficiency and no
dark counting. In the following, we show that even with this simpli-
fication favorable to Alice and Bob, no significant key is expected. To
see this, we consider the bit error rate, and the total bit error rate etot is
expected to be

etot*
Q 2,0ð Þe 2,0ð Þ

bit zQ 0,2ð Þe 0,2ð Þ
bit

Q 1,1ð ÞzQ 2,0ð ÞzQ 0,2ð Þ , ð1Þ

where e n,mð Þ
bit is the bit error probability under the condition that Alice

emits n photons and Bob emits m photons, and Eve announces the
successful outcome. Note that equation (1) holds in both the MDI-
BB84 and MDI-SARG04 protocols. It is clear from equation (1) that
the bit error is caused by the case where one party emits two photons
and the other party emits the vacuum. It is also clear that e 2,0ð Þ

bit cannot
be zero since the vacuum emission carries no bit information. In the
case of MDI-BB84, this event is always discarded from the sifted key,
and consequently the bit error rate in the key generation basis, i.e.,
rectilinear basis, is zero. This is so because the two-photon states
2450j i and 2{450j i, which contribute to the bit values, are orthogonal

and they never produce the successful outcomes in Eve’s projection
measurement for the basis {j0xæ, j1xæ}. Therefore, in the experiment of
MDI-BB84, the bit error rate is very small. In the case of MDI-
SARG04, however, two states j2Q0æ and j2Q1æ consisting bit values
are not orthogonal. This means that the two-photon emission con-
tributes to the successful outcome. More precisely,

etot*e 0,2ð Þ
bit

.
2~0:25 holds from the direct calculation of

e 2,0ð Þ
bit ~e 0,2ð Þ

bit ~0:5 Note that Q(1,1)/2 , Q(2,0) , Q(0,2) and etot , 0.25
hold for any linear loss transmittance channel. Therefore, we con-
clude that the use of the phase randomized coherent light source
gives no significant key in MDI-SARG04. In order to generate a
key in the MDI-SARG04 protocol, Eve’s MU or the photon sources
should be modified such that the probability of obtaining the suc-
cessful outcome due to the two photons and the vacuum state is
suppressed. In order to suppress the probability, we propose two
experimental setups: (i) Eve performs quantum nondemolition
(QND) measurement on the two incoming pulses from Alice and
Bob just before mixing them as shown in Fig. 2(a). The QND mea-
surement discriminates whether the photon number in the pulse is 0,

1 or more. Eve accepts only the case where n # 1 and m # 1 and
discards the other cases with multiple photons. Thanks to the QND
measurement, the total bit error rate is suppressed even if the phase
randomized coherent light is used as a photon source. (ii) Without
the modification of Eve’s MU, Alice and Bob replace the phase ran-
domized coherent light by a heralded single photon source based on a
spontaneous parametric down-conversion (SPDC) and a threshold
photon detector (see Fig. 2(b)). This dramatically reduces the prob-
abilities of the events of (n, m) 5 (2, 0) and (0, 2). We will show that
these setups enable us to generate the key later.

Security proof. In this section, we discuss the unconditional security
proof (i.e., the security proof against most general attacks) of our
scheme. The security proof is independent of the specific device
models like in Fig. 2, namely it is valid for any Eve’s MU and any
photon sources of Alice and Bob. Our proof employs the security
proof based on the entanglement distillation protocol (EDP)3,26,
where the distillation of jy2æ is considered for Type1 and that of
jy1æ is considered for Type2. The proposed EDP-based virtual
protocol, which is equivalent to the MDI-SARG04 QKD from
Eve’s viewpoint, runs as follows.

(V1) Alice and Bob prepare Wn mð Þ,k k’ð Þ
!! "

A1 B1ð Þ,A2 B2ð Þ
, where

Wn,kj iC1,C2
~ 0zj iC1

nQk

!! "
2
z 1zj iC1

nQ1zk

!! "
C2

# $. ffiffiffi
2
p

for C 5

A,B. Here k(50, 1, 2, 3) and k9(50, 1, 2, 3) are randomly
chosen. The probability distribution of the photon number is
equal to that of the photon source in the actual protocol. Alice
and Bob send the n and m photon states in A2 and B2 to Eve’s
MU, respectively.

(V2) Eve performs a measurement on the photons coming from
Alice and Bob, and announces to them whether the measure-
ment is successful (including the type of the event) or not. If the
measurement result is not successful, Alice and Bob discard
their qubits.

(V3) Alice and Bob broadcast the labels k and k9, respectively. In the
cases of k 5 k9 5 1, 3 with the announcement of Type2 or k ?
k9, Alice and Bob discard their qubits.

(V4) Alice and Bob repeat (v1) – (v3) many times until the number
of the successful events for k 5 k9 becomes Ni for i 5 1, 2, where
i corresponds to the type of the events.

(V5) Let NiQtot
i be the number of the successful detection event for

Type i. Alice and Bob announce randomly chosen NiQtot
i f-

photon pairs over the authenticated public channel, where f
is much smaller than 1, and then they perform Z-basis mea-
surement on their qubits of the chosen pairs. By sharing their

Table I | Two types of the successful events announced by Eve’s MU.

Type1 is the coincidence detection events of DLD&DRD
2 or DRD&DLD

2

denoted in Fig. 1. Type2 is the coincidence events of DLD&DLD
2 or

DRD&DRD
2. When the successful events are Type1 and Type2, Alice

and Bob distill the states | y2æ and | y1æ, respectively, in the virtual
protocol.

successful event output

Type1 (DLD&DR !D or DRD&DL!D) | y2æ
Type2 (DLD&DL!D or DRD&DR !D) | y1æ

Figure 2 | Two experimental setups for generating the key in the MDI-
SARG04 protocol. Both setups significantly eliminate the events caused by
(n, m) 5 (2, 0), (0, 2) and other problematic photon number
configurations. (a) Eve performs the QND measurements on the pulses
from Alice and Bob, and she does not perform the interference
measurement for n $ 2 or m $ 2. Eve accepts only when n # 1 and m # 1
are satisfied. (b) A quasi single-photon source used by Alice and Bob,
which is composed of the heralded SPDC process. When detector D0 clicks,
Alice/Bob sends her/his pulse at the remaining mode to Eve’s MU.
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3

FIG. 1: (Color online) The results of the decoy state CHSH-
MDI-QKD protocol and the decoy state MDI-QKD protocol
with different intensities in the asymptotic case. Note that D
denotes the decoy states, and S denotes the signal state.

FIG. 2: (Color online) The results of the CHSH-MDI-QKD
protocol with 5 intensities with statistical fluctuation.

MDI-QKD using the linear programming method. And
CHSH-MDI-QKD with 5 intensities can achieve a good
approximation of the infinite intensities case.

We also consider a finite number of decoy states for the
CHSH-MDI QKD with 5 intensities, where five standard
deviations of fluctuation are used[20]. Assume that the
pulse number of decoy states and the signal states of Alice
and Bob are the same, denoted by N . The results are
shown in Fig. 2. As illustrated in Fig. 2, the key rate
varies greatly with different pulse numbers. The secure
distance with N = 1014 is more than 110 km.

Conclusion - In conclusion, the CHSH-MDI-QKD pro-
tocol weakens the assumption of state preparation in
MDI-QKD, and we have shown the feasibility of the de-
coy state CHSH-MDI-QKD protocol with 3, 4, and 5
intensities. Especially, the decoy state CHSH-MDI-QKD
protocol with 5 intensities can achieve a good approxi-
mation of the infinite intensities, which is very promising
and can be adopted to practical QKD systems with cur-
rent technology.
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Note: Dependence on Loss	


the qubit (from the device S) to the quantum channel that
connects to Charlie. Therefore, Alice has two modes of
operation, of which one (corresponding to the settings
U and V) is used to carry out the CHSH test and one
(corresponding to the setting P) is chosen to communicate
to Charlie. We refer to these operation modes as !CHSH and
!QKD, respectively.

Bob has two devices: a measurement device M0
key and a

sourcedeviceS0. The latter devicegenerates entangledqubits
and sends one of them to the quantumchannel and the other to
M0

key. The deviceM
0
key has two settings fX;Zg and produces a

binary output after one of the settings is chosen by Bob.

IV. PROTOCOL DESCRIPTION

The protocol is parametrized by the secret key length ‘,
the classical postprocessing block size mx, the sample size
of error-rate estimation mz, the local CHSH test sample
size mj, the tolerated CHSH value Stol, the tolerated chan-
nel error rate Qtol, the tolerated efficiency of Charlie’s
operation !tol, the error-correction leakage leakEC, and the
required correctness "cor.

In the following, the first three steps are repeated until
the conditions in the sifting step are satisfied.

(1) State preparation and distribution.—Alice selects
an operation mode hi 2 f!CHSH;!QKDg, where
!CHSH is selected with probability ps ¼ !tolmj=
½!tolmj þ ð ffiffiffiffiffiffi

mx
p þ ffiffiffiffiffiffi

mz
p Þ2& and !QKD is selected

with probability 1' ps [31]. In the following, we
describe !CHSH and !QKD formally for each of the
runs, which we label with indices i.

!CHSH: Alice measures both halves of the bipartite
state. More specifically, she chooses two bit values
ui and vi uniformly at random, where ui sets the
measurement on the first half to X or Z and vi sets
the measurement on the second half to U or V. The
outputs of each measurement are recorded in si and
ti, respectively.

!QKD: Alice selects a measurement setting ai 2
fX;Zg with probabilities px ¼ 1=½1þ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ðmz=mxÞ

p
&

and 1' px, respectively [31], measures one half
of the bipartite state with it, and stores the measure-
ment output in yi. The other half of the bipartite state
is sent to Charlie.
Similarly, Bob selects a measurement setting bi 2
fX;Zg with probabilities px and 1' px, respec-
tively, measures one half of the bipartite state with
it, and stores the measurement output in y0i. The
other half of the bipartite state is sent to Charlie.

(2) Charlie’s operation.—Charlie makes an entangling
measurement on the quantum states sent by Alice
and Bob, and if it is successful, he broadcasts
fi ¼ pass; otherwise, he broadcasts fi ¼ fail.
Furthermore, if fi ¼ pass, then Charlie communi-
cates gi 2 f0; 1g2 to Alice and Bob. Finally, Alice
uses gi to make correcting bit-flip operations.

(3) Sifting.—Alice and Bob announce their choices fhigi,
faigi, and fbigi over an authenticated classical
channel and identify the following sets: key genera-
tionX:¼fi:ðhi¼!QKDÞ^ðai¼bi¼XÞ^ðfi¼passÞg,
channel error-rate estimation Z :¼ fi: ðhi¼!QKDÞ^
ðai¼bi¼ZÞ^ ðfi¼passÞg, and Alice’s local CHSH
test set J :¼ fi: hi ¼ !CHSHg.

The protocol repeats steps 1–3 as long as jXj<
mx or jZj<mz or jJ j<mj, wheremx;mz;mj 2 N.
We refer to these as the sifting condition.

(4) Parameter estimation.—To compute theCHSHvalue
from J , Alice uses the following formula: Stest :¼
8
P

i2Jfðui;vi;si;tiÞ=jJ j'4, where fðui;vi;si;tiÞ¼1
if si(ti¼ui^vi; otherwise, fðui; vi; si; tiÞ ¼ 0.
Next, both Alice and Bob publicly announce the
corresponding bit strings fyigi2Z and fy0igi2Z and
compute the error rate Qtest :¼

P
i2Zyi ( y0i=jZj.

Finally, they compute the efficiency of Charlie’s op-
eration ! :¼ jXj=j ~Xj, where ~X :¼fi: ðhi¼!QKDÞ^
ðai¼bi¼XÞg. If Stest < Stol orQtol<Qtest or!<!tol,
they abort the protocol.

(5) One-way classical postprocessing.—Alice and Bob
choose a random subset of size mx of X for post-
processing. An error-correction protocol that leaks
at most leakEC bits of information is applied; then,
an error-verification protocol (which, e.g., can be
implemented with two-universal hashing) that leaks
dlog2ð1="corÞe bits of information is applied. If the
error verification fails, they abort the protocol.
Finally, Alice and Bob apply privacy amplification
[32] with two-universal hashing to their bit strings to
extract a secret key of length ‘ [33].

V. SECURITY DEFINITION

Let us briefly recall the criteria for a generic QKD
protocol to be secure. A QKD protocol either aborts or
provides Alice and Bob with a pair of key strings SA and
SB, respectively. If we denote by E the information that the

Alice Bob

Charlie

FIG. 1. Topology: The protocol is inspired by the idea of
the time-reversed BB84 protocol and involves an additional
(untrusted) party, Charlie. Charlie is supposed to make an
entangling measurement (ideally, a Bell-state measurement) on
quantum states sent by Alice and Bob. He outputs either a pass or
fail to indicate whether the measurement was successful. If
successful, he additionally outputs two bits to be used by
Alice to make correcting bit-flip operations.
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by the log2 term), and the latter expression, apart from
generating the actual key, is a measure for the quality of the
quantum channel.

VII. DISCUSSION

We have proposed a DIQKD protocol that provides
security even if the losses of the channel connecting
Alice and Bob would not allow for a detection-loophole-
free Bell test. Nevertheless, the security of the protocol still
depends on the losses, and the protocol therefore needs to
perform a check to ensure that Charlie does not output a
fail too often. This dependence from the failure probability
arises from the fact that a malicious Charlie may choose to
output a pass only when Alice and Bob’s devices behave
badly. Therefore, the CHSH value calculated from Alice’s
CHSH sample is not a reliable estimate for the overlap of
the sample used to generate the key string. However, with
the CHSH test, Alice can estimate how often her devices
behave badly and thus determine the minimum tolerated
efficiency (or the maximum tolerated failure probability)
of Charlie. This relation is illustrated in Fig. 2, where large
values of Stol are required to tolerate small values of !tol.

Taking the asymptotic limit and the maximal CHSH
value, we see that the secret fraction is independent of
!tol, which is not so surprising since the maximal CHSH
value implies that the devices of Alice are behaving ideally
all the time. Remarkably, we recover the asymptotic secret
fraction for the BB84 protocol [36].

From a practical point of view, the possibility to consider
very small values of !tol is certainly appealing, since it
suggests that the distance between Alice and Bob can
be made very large. A quick calculation using the best
experimental values [37] (i.e., !tol ! t=2 and Stol ! 2:81,
where t is the channel transmission) shows that the
secret fraction is positive for t > 0:45. The estimate on

the channel transmission t translates to about a 17-km
optical fiber between Alice and Bob. Accordingly, to
achieve larger distances, we would need a local CHSH
test that generates violations larger than those achieved
by current experiments.

VIII. CONCLUSION

In summary, we provide an alternative approach toward
DIQKD, where the Bell test is not carried out between
Alice and Bob but rather in Alice’s laboratory. On a con-
ceptual level, our approach departs from the general belief
that the observation of a Bell violation between Alice and
Bob is necessary for DIQKD. On the practical side, it
offers the possibility to replace the extremely challenging
task of implementing a long-distance detection-loophole-
free Bell test with a less challenging task, i.e., implement-
ing a local detection-loophole-free Bell test. In fact,
recently, there has been very encouraging progress toward
the implementation of a local detection-loophole-free
CHSH test [38]. In view of that, we believe an experimen-
tal demonstration of DIQKD with local Bell tests is
plausible in the near future.
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APPENDIX: DETAILS OF SECURITYANALYSIS

We present the proof for the main result given in the
main text. First, we discuss the assumptions and then
introduce the necessary technical lemmas. Second, we
establish a relation between the local CHSH test and a
generalized version of the smooth entropic uncertainty
relation (Lemma 6). Third, we provide the required statis-
tical statements for estimating certain quantities of the bit
strings of Alice and Bob. Finally, we state our main result
(Theorem 1), which is slightly more general than the main
result presented above.

1. Notations

We assume that all Hilbert spaces denoted by H are
finite dimensional. For composite systems, we define the
tensor product of H A and H B as H AB :¼ H A #H B.
We denote P ðH Þ as the set of positive semidefinite op-
erators onH and SðH Þ as the set of normalized states on
H , i.e., SðH Þ ¼ f" 2 P ðH Þ: trð"Þ ¼ 1g. Furthermore,
for a composite state "AB 2 SðH ABÞ, the reduced states of

FIG. 2. Secret fraction ‘=mx as a function of the tolerated
efficiency of Charlie’s operation !tol (including channel losses):
We consider a depolarizing channel with a fixed error rateQtol ¼
1% and Stol ¼ V2

ffiffiffi
2

p
. The solid curves [asymptotic rates, Eq. (2)]

are obtained with V ¼ 0:999 and V ¼ 0:99 from left to right. The
right dashed curve [finite-key analysis, Eq. (1)] is obtained by
choosing Stol ¼ 2

ffiffiffi
2

p
, leakEC ¼ mx1:1hðQtol þ#Þ, "sec ¼ 10'8,

and "cor ¼ 10'12, where the classical postprocessing block size
mx is of the order of 10

8 bits.
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EXPERIMENTAL SETUP

In this work, we take the field test in three adja-
cent sites located in Hefei City, China. We adopt
the running fiber network of Hefei Cable Television
Broadband Network Corp Ltd due to the low disper-
sion, low attenuation of the optical fiber at the tele-
com wavelengths. As shown in Fig. 1, Alice is placed
in the site of Animation Industry Park in Hefei (AIP)
(N31◦50

′

6
′′

, E117◦7
′

52
′′

), Bob in the site of an office
building(OB) (N31◦50

′

57
′′

, E117◦16
′

50
′′

) and Charlie in
the campus of University of Science and Technology of
China (USTC) (N31◦50

′

8
′′

, E117◦15
′

47
′′

). The total de-
ployed fiber length is 30 km, with AIP-USTC link of
25 km (7.9 dB) and OB-USTC link of 5 km (1.3 dB).
The signal laser pulses are transmitted through the two
links. The auxiliary synchronization laser and the phase-
stabilization laser in the feedback systems are multi-
plexed by the wavelength division multiplexer (WDM),
and are transmitted through two additional fiber links.

FIG. 1. Bird’s-eye view of the field-environment MDIQKD.
Alice is placed in Animation Industry Park in Hefei (AIP),
Bob in an office building (OB), and Charlie in the University
of Science and Technology of China (USTC). Alice (Bob) is
on the west (east) side of Charlie. AIP-USTC link is 25 km
(7.9 dB), and OB-USTC link is 5 km (1.3 dB).

In this field-environment test, we develop a decoy-state
MDIQKD system, operated at a clock rate of 75 MHz
and with a superconducting nanowire single photon de-
tector (SNSPD) system of more than 40% detection ef-
ficiency [19]. Our experimental setup is illustrated in
Fig. 2. To rule out the unambiguous-state-discrimination
attack [20], we have utilized the internally modulated
signal laser source which is intrinsically phase random-
ized. Besides, we employ the vacuum+weak decoy-state
scheme [21–23] to defeat the PNS attack [24]. According
to the decoy-state method, Alice (Bob) randomly sets the
laser pulse intensity to be among three different values,
0, ν = 0.07, µ = 0.40, as the intensities of vacuum state,
weak decoy state and signal state. Their probabilities
are set as 22%, 45% and 33%, respectively. We employ
the time-bin phase-encoding scheme [14, 25], and utilize
an asymmetrical Mach-Zehnder interferometer (AMZI),

three AMs and one PM to encode qubits. AMZI splits
the laser pulse into two time bins with a 6.5 ns time de-
lay. If Z basis is used, the key bit is encoded in only
one time bin by two AMs. If X basis is used, the key
bit is encoded into two time bins’ relative phase, 0 or π,
by PM. The random basis and bit choices are of uniform
probabilities. Another AM in the three AMs serves to
normalize the average photon numbers in the two bases.
The electrical variable optical attenuator (EVOA) is to
attenuate the laser’s output intensity to single photon
level. We remark that two AMs are employed to not
only increase the fidelity of time bin 0 or 1, but also im-
prove the extinction ratio of the vacuum state intensity
for the decoy-state method.
The laser pulses of Alice (Bob) go through the Alice-

Charlie (Bob-Charlie) fiber link, to interfere with the
ones sent by Bob (Alice). Charlie in the measure-
ment station then takes a partial Bell-state measurement
(BSM) implemented with an interference beam splitter
(BS) and two SNSPDs at the two output arms of the BS.
Then Charlie announces the BSM results to Alice and
Bob for them to distill the secure key. Bell state |ψ−⟩ is
post-selected when the two SNSPDs have a coincidence
detection at two alternative time bins, i.e., SNSPD1 has a
detection at time bin 0 (1) and simultaneously SNSPD2
has a detection at time bin 1 (0). The information of
Alice and Bob are thus anti-correlated. Alice just needs
to flip all the key bits to get correlated key stream with
Bob’s.

AUTOMATICAL FEEDBACK SYSTEMS

In order to achieve both a highly efficient coinci-
dence count rate and a desirable error rate, we require
a perfect and stable BSM, namely, the two independent
laser pulses should keep indistinguishable after traveling
through two separated fiber links, especially in the sce-
nario of an unstable field environment. Thus, three as-
pects, time, spectrum and polarization, should be taken
into account. To maintain the system performance and
continuous operation, we develop several automatical
feedback systems, serving for calibrating the time, spec-
trum and polarization modes of two independent laser
pulses.
For the time synchronization of the whole system

shown in Fig. 2(b), two synchronization laser (SynL)
pulse trains are directly modulated by 500 KHz electric
signals from a crystal oscillator circuit, and are sent from
Charlie to Alice and Bob, respectively. Alice (Bob) uti-
lizes a photoelectric detector (PD) to detect the SynL
pulses. The output signals of the PD are used to re-
generate a 75 MHz system clock as the time reference for
the signal lasers and all amplitude and phase modulators.
Thus the whole system becomes synchronized.
Then we precisely overlap the two signal pulses
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FIG. 2. (a) Diagram of our experimental setup. The signal laser source is phase randomized by internal modulation. AMd

is adopted to modulated Alice’s (Bob’s) signal laser pulses (1550 nm) into three decoy-state intensities. AMZI, AMtI, AMtII,
AMn and one PM are used to encode qubits. A circulator (Circ) is inserted before AMZI to separate the forward signal laser
pulses from the backward PSL pulses. In the measurement station, Charlie receives the pulses sent through the deployed fiber
links, stabilizes the input polarization by the polarization stabilization system (comprised of an EPC, a PBS and a SPAPD),
and then takes a partial BSM (implemented with an interference BS and two SNSPDs). (b) Time calibration system and
phase stabilization system. The time calibration system adopts two synchronization lasers (SynLs, 1570 nm), with the 500 kHz
shared time reference generated from a crystal oscillator circuit (COC) and with the time delayed by a programmable delay
chip (PDC) within the control system (ConSys). The SynLs are transmitted to Alice and Bob through two additional fiber
links, respectively. The phase stabilization system utilizes a PSL with the same wavelength as the signal laser’s. With the
help of WDM, the Alice-Charlie fiber link and the Bob-Charlie fiber link are combined to be the channel transmitting the PSL
pulses. PC: polarization controller, PS: phase shifter.

through a feedback control. Alice and Bob alternatively
send her (his) signal laser pulses to Charlie. She (He) in-
creases the intensity of the output signal laser pulses by
adjusting the EVOA, so that Charlie can get enough de-
tection events of SNSPD to calculate the average arriving
time of Alice’s (Bob’s) signal laser pulses within several
seconds. Based on the arriving time difference, Charlie
adjusts the time delay between the two SynL pulses with
a programmable delay chip.

There are several aspects that can influence the sys-
tem’s timing jitter: 1) the programmable delay chip that
adjusts the time delay of the SynL’s triggering signal.
As in our experiment, the timing jitter increases with
the time delay value. 2) the received power of the SynL
pulses and the distinguishing voltage level of the electron-
ics circuit with PD on it. They both should be optimized
correspondingly at a certain transmission distance. 3)
the SNSPD used in the BSM module. Besides the mer-

its of high detection efficiency and low dark counts, the
SNSPD has another advantage of low timing jitter within
100 ps that largely improves the overall timing jitter per-
formance [26, 27]. 4) the time interval analyzer, which
in our experiment is a high-performance time-to-digital
converter (TDC). It records the time between the input
detection event and its start signal. The start signal here
is of the same clock rate with the SynL pulse. Since the
timing jitter of TDC gets better with a smaller measure-
ment range of recorded time, we set the SynL clock rate
to be 500 kHz in our setup. Thus, considering all the
aspects 1) ∼ 5), as well as that of the time calibration
system, we can confirm a good pulse overlap of the time
mode.

For the spectrum mode, we firstly select two nearly
identical laser diodes as Alice’s and Bob’s laser sources,
considering the aspects of both the same full width at
half maximum (FWHM) wavelength and the same cen-
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FIG. 2. Secure key rates of experiments in the laboratory,
as well as the simulation results. The four dots correspond
to the experimental results with the fiber transmitting loss
of 9.9 dB (50 km), 19.9 dB (100 km), 29.8 dB (150 km) and
39.6 dB (200 km). The solid curve shows the result calculated
by simulating the vacuum+weak decoy state scheme with the
experimental parameters. The dashed curve represents the
optimal result with infinite number of decoy states.

we can infer that the interference of Alice’s and Bob’s
laser pulse is good and the automatic feedback systems
operate effectively. Through error correction and pri-
vacy amplification, the final secure key rate obtained is
0.009 bps.
With this MDIQKD system, we have extended the dis-

tribution distance from 50 km to 200 km, and filled the
gap of attainable distance between the MDIQKD proto-
col and the regular BB84 protocol. In addition, the se-
cure key rate is higher than the previous results by three
orders of magnitude. These results demonstrate the prac-
ticability of MDIQKD. Furthermore, we have moved the
system into installed fiber network and implemented a
field test [24].
We remark that the techniques developed in our

MDIQKD system pave the way for other quantum com-
munication tasks, such as quantum repeater [25] and
quantum network [26]. The MDIQKD protocol has an in-
trinsic property which is desirable for constructing quan-
tum network with the star-type structure, since the de-
tection system placed in the BSM site (as a server) can
be shared by all the transmitters. To add more transmit-
ters in the network, we only need the laser sources and
the modulators which are much cheaper and smaller than
the detection system. We can expect that the MDIQKD
network can be built within reach of current technology
and become mature in the near future. Especially, since
a global-scale QKD system using communication satel-
lite [27] should tolerate around 35 dB channel loss, our
results have covered this tolerance range in our experi-
ment. We believe that the MDIQKD protocol is a good

choice not only for terrestrial QKD over deployed fibers,
but also for the satellite-based global QKD.

We remark that since the clock rate is mainly restricted
by the overall timing jitter, 10 GHz clock rate is achiev-
able with the state-of-the-art components [11]. Besides,
there is still much room for the further improvement
of SNSPD efficiency [28]. We can extrapolate that the
transmission distance and secure key rate can be further
improved by increasing the clock rate and detector effi-
ciency.
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FIG. 1. (a) Schematic layout of our MDIQKD setup. Alice’s (Bob’s) signal laser pulses (1550 nm) are modulated into three
decoy-state intensities by AM1. An AMZI, AM2∼4 and one PM are to encode qubits. Charlie’s setup consists of a polarization
stabilization system and a BSM system. The polarization stabilization system in each link includes an EPC, a PBS and a
SPAPD. The BSM system includes an interference BS and two SNSPDs. (b) Time calibration system. Two SynLs (1570 nm)
are adopted, with the 500 kHz shared time reference generated from a crystal oscillator circuit (COC) and with the time delayed
by a programmable delay chip (PDC). Alice (Bob) receives the SynL pulses with a PD and then regenerates a system clock
of 75 MHz. WDM: wavelength division multiplexer, ConSys: control system. (c) Phase stabilization system. Circ: circulator,
PC: polarization controller, PS: phase shifter.

laser pulse into two time bins separated by 6.5 ns time
delay. For the Z basis, the key bit is encoded in time
bin, 0 or 1, by AM2 and AM3. For the X basis, the
key bit is encoded into the relative phase, 0 or π, by
PM. The average photon number is controlled by AM4.
All the modulators, including the AMs and the PM, are
controlled by the random numbers of Alice and Bob in-
dependently. We remark that in order to increase the
fidelity of time bin 0 or 1, we exploit two AMs for the
Z-basis encoding. Beneficially, this arrangement helps to
improve the extinction ratio of the vacuum state in the
decoy-state method.

The laser pulses of Alice (Bob) go through a fiber spool
of the length ranging from 25 km to 100 km in each arm,
to interfere with the ones sent by Bob (Alice). In the
middle, Charlie takes a partial Bell state measurement
(BSM). The critical challenge for our system is to de-
velop a stable BSM system for two independent laser
pulses traveling through two 100-km-fiber links, under a
high clock rate. Note that it is not a trivial upgrade com-
paring the previous MDIQKD systems, because under a
high clock rate, the task imposes a technical challenge
on rigorous timing and frequency calibration. Further-

more, the time and polarization drifting due to the 200
km channel adds further challenge to the experiment.

In our setup, we develop several automatic feedback
systems to calibrate the time, spectrum and polarization
modes of the two independent laser pulses.

For the timing mode shown in Fig. 1(b), two syn-
chronization laser (SynL, 1570 nm) pulse trains are sent
through two additional fiber links from Charlie to Al-
ice and Bob, with shared time references generated by
a crystal oscillator circuit at Charlie’s site. Alice (Bob)
utilizes a photoelectric detector (PD) to detect the SynL
pulses. The output signals of the PD are used to regen-
erate a 75 MHz system clock, so that the whole system
can be synchronized. Then we precisely overlap the two
signal laser pulse trains via a feedback control. Alice and
Bob alternatively send the signal laser pulses to Charlie.
Charlie uses the SNSPD to measure the arriving time of
the signal laser pulses. Based on the arriving time dif-
ference, Charlie adjusts the time delay between the two
SynL pulse trains with a programmable delay chip. The
timing resolution is 10 ps and the total timing calibration
precision is below 20 ps, both of which are much smaller
than the 2.5 ns pulse width of the signal laser.
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