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QKD protects the channel from Eve's tampering

’ @ @ Q

Alice Channel Bob

Prepare-and-Measure QKD
Channel secured by correlations
Sources & Measurements assumed secure



WNEESECURITY

QKD protects the channel from Eve's tampering

|

Alice Channel Bob

) =
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Table 1. Summary of various quantum hacking attacks against
Pl"e par‘e—a certain commercial and research QKD set-ups.

Attack Target component Tested system
Time shift’>’8 Detector Commercial system
SO Time information”® Detector Research system HiEs
Detector control®°-82 Detector Commercial system
Detector control®? Detector Research system
Detector dead time? Detector Research system
Channel calibration® Detector Commercial system
Phase remapping®® Phase modulator Commercial system
Faraday mirror®’ Faraday mirror Theory
Wavelength®® Beamsplitter Theory
Phase information® Source Research system

Device calibration®® Local oscillator Research system Lo, Curty,Tamaki, Nat. Photon (ZO | 4)
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(Some) Source Attacks

Q@-

Photon-Number
Splitting (PNS)

P(n) = u'e" /! Channel Bob
B orse ‘1_-&—;9
Channel
luSlgnal
Phase Information‘ - @ 9
AuDecoy
Channel Bob

G. Brassard et al, PRA (2000), N. Gisin et al, PRA (2006), Y.-L.Tang et al, PRA (201 3)
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(Some) Source Attacks Counters:

o Bl ® Q-
States

Photon-Number
Splitting (PNS)

e e“/n! Channel Bob
[rojan Horse ‘1_ -ﬁg solators
Channel
luSlgnal
Phase Information - Q@ Random
iuDecoy PhaSe
Channel Bob

G. Brassard et al, PRA (2000), N. Gisin et al, PRA (2006), Y.-L.Tang et al, PRA (201 3)



WNEESECURITY

Time-Shift attack Eve
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V. Makarov et al PRA 74,022313 (2006),Y. Zhan et al PRA 78, 042333 (2008),
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Calibration attack Eve
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N.Jain et al, PRL 107, [ 10501 (201 1)



APD Operation:
WIS ECURITY

Blinding & Faked States  Eve

Plug-and-play Eve

Optical
amplifier

Bob’

Basis Basis
Detection result Bit in

Alice Channel b 0
C
Bob's D |
ob's Detectors only
] h )
click" when Eve wants X
Ith ******** |;| **********
3 t I
R T - [P i
Faked states sent by Eve Clicks at Bob t
|4 -45° H +45°
1,702,067 |4 1,693,799 0 0 0
99.51%
2,055,059 -45° 0 2,048,072 0 0
99.66%
2,620,099 H 0 0 2,614,918 0
99.80%
2,359,494 +45° 0 0 0 2,358,418
99.95%

L. Lydersen et al, Nat. Photon. 4, 686 (2010), |. Gerhardt et al Nat. Comm. 2, 349 (201 1)



APD Operation:
WNEESECURITY

Blinding & Faked States  Eve

Plug-and-play Eve

Optical
amplifier

Bob’

Basis Basis
Detection result Bit in

Blinding laser

Alice Channel b 0
C
Other Examples >
- Thermal Blinding, Lydersen et al., Opt Exp (2010) ;
- Without Inception, Weier et al., NJP (2011) .
R e
_ Controlling SN-SPD, Lydersen et al., NJP (2011) ,1 o :
- Controlling SN-SPD, Tanner et al., Opt Exp (2014) et et e AT . e
- Blinding SD-SPD, Jiang et al., PRA (2013) el
—— v — " +45°
1,702,067 "4 1,693,799 0 0 0
99.51%
2,055,059 -45° 0 2,048,072 0 0
99.66%
2,620,099 H 0 0 2,614,918 0
99.80%
2,359,494 +45° 0 0 0 2,358,418
99.95%

L. Lydersen et al, Nat. Photon. 4, 686 (2010), |. Gerhardt et al Nat. Comm. 2, 349 (201 1)



Dark count rate (Hz)

Detection efficiency (%)

WNEESECURITY

B' inding week ending

PRL 112, 070503 (2014) PHYSICAL REVIEW LETTERS 21 FEBRUARY 2014

Laser Damage Helps the Eavesdropper in Quantum Cryptography

Audun Nystad Bugge,1 Sebastien Sauge,2 Aina Mardhiyah M. Ghazali,3 Johannes Skaar,'
Lars Lydersen.' and Vadim Makarov*’
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"f. Catastrophic structure damage takes
place ....the bonding wires melted off ....
completely lost all photosensitivity, with the
device becoming a resistor.....

Later states of damage result in visible
changes to the APD ... In the last stage of
damage, the laser beam produces a hole”
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OPTIONS?

|) Better Security Proofs! ... to deal with our imperfections?

Random Variation of Detector Efficiency: A Secure
Countermeasure against Detector Blinding Attacks
for Quantum Key Distribution

Charles Ci Wen Lim, Nino Walenta, Matthieu Legré, Nicolas Gisin and Hugo Zbinden

Quant-ph:1408.6398

If F(ye, y) & not n,

then Eve can be caught!



OPTIONS?

|) Better Security Proofs! ... to deal with our imperfections?

2) Better Devices! ... that can't be hacked!

(-

Count probability (1/gate)

0k
1071
10727 Single-
photon Gain
counting modulation
103 680k
102 10 107 10

Optical power (W)

0

Count probability (1/gate)

107"+

1072+

103

O 10 1078
Optical power (W)

Yuan, Dynes, Shields, Nat. Photon. (2010)



OPTIONS?

|) Better Security Proofs! ... to deal with our imperfections?
2) Better Devices! ... that can’t be hacked?

3) Better Protocols? ... immune to hacking!

Device-Independent (DI) QKD

Entanglement
source

yes/no yes/no

Efficiencies of 80%
|0-'9 bits/pulse

Flag: yes/no | >



OPTIONS?

|) Better Security Proofs! ... to deal with our imperfections?
2) Better Devices! ... that can’t be hacked?

3) Better Protocols! ... immune to hacking?

Device-Independent (MDI) QKD?

.. Immune to large class of hacks?

Measurement Device-Independent (MDI) QKD?
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Quantum cryptographic network based on quantum memories
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Time-Reversed EPR QKD (giham, Hattrer Tor, PRA 1996)

Alice BSM Bob
Security proved (H. Inamori Algorithmica 2002)



NEW IMPORTANCE!

Side-Channel-Free QKD (Braunstein & Pirandola, PRL 130502 (2012))

/ Private Space\

/ Private Space\

tlice  / ek =

Private Spaces, Remote State Preparation & Virtual channels



NEW IMPORTANCE!

Measurement-Device-Independent QKD (Lo, Curdy, Qi, PRL 130503 (2012))

Charlie
-9
Alice BSM Bob

|. Detector Side Channels all removed
known & yet to be discovered!

2. PNS attack avoidable with Decoy States




NEW IMPORTANCE!

Measurement-Device-Independent QKD (Lo, Curdy, Qi, PRL 130503 (2012))

Charlie
-4 9
Alice BSM Bob

|. Distribution (Alice & Bob)
Attenuated Laser, Random intensity, Random BB34: {‘O>» e
Charlie:
Project each pair onto a Bell-State: |'/">—ﬁ(|01>‘|10>)
2. Reconciliation
Charlie announces BSMs=»Alice & Bob announce bases
Keep bits when BSM successful & bases equal =¥ bit flip

3. Parameter Estimation
4. Privacy Amplification =0y (1_h2 (ell))_Q““fhz (e“”)




MDI-QKD

Why!
Charlie
| ammam > my
Alice BSM Bob

|. Detector Side Channels all removed

2. Does not require high-efficiency detection

3. Doubles the Distance (as with EPR-QKD)



MDI-QKD

Why!
Charlie
| am ™ mmy
Alice BSM Bob

4. A step towards Quantum Repeaters

P -

Elementary Link
ai- @ —G— @ -
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LETTER

M D | ‘Q KD A quantum access network

Bernd Frohlich"?, James F. Dynes"?, Marco Lucamarini?, Andrew W. Sharpe', Zhiliang Yuan"? & Andrew J. Shields"?

S — T ——
Charlie

S B

Alice BSM Bob

doi:10.1038/nature12493 ‘

Why!

5. Networks




LETTER

M D | ‘Q KD A quantum access network

Bernd Frohlich™?, James F. Dynes"?, Marco Lucamarini®?, Andrew W. Sharpe', Zhiliang Yuan"? & Andrew J. Shields"?

doi:10.1038/nature12493

Why!
Charlie

. B

Alice BSM

5. Networks
Alice

S ——
Q ) Hughes, 1305.0305
b Quantum
transmitter 1
l‘ tQuantu_gg ) U
ransmitter ' pstream
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transmitter N
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MDI-QKD

Why!
Charlie
| ammam > my
Alice BSM Bob

|. Detector Side Channels all removed

2. Does not require high-efficiency detection

3. Potential for Long Distance (as with EPR-QKD)
4. A step towards Quantum Repeaters

S>. Untrusted, Quantum Access, Networking
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Bell-State Measurement

with Linear Optics, 50%:
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W? g Different Z values:
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H/V Basis - Z Basis
Alice n | State | Bob n | State  P(BSM)
CHALLENGES
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Poissonian statistics:
P(n)= u"e“/n!
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H/V Basis - Z Basis
Alice n | State | Bob n | State  P(BSM)
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H/V Basis - Z Basis
Alice n | State | Bob n | State  P(BSM)
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H/V Basis - Z Basis
Alice n | State | Bob n | State | P(BSM)
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H/V Basis - Z Basis
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H/V Basis - Z Basis
Alice n | State | Bob n | State | P(BSM)
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H/V Basis - Z Basis
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H/V Basis - Z Basis
Alice n | State | Bob n | State  P(BSM)
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H/V Basis - Z Basis
Alice n | State | Bob n | State  P(BSM)
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Interference! = i
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Bell-State Measurement ) 9

Maintaining Indistinguishability - Time, Polarization, Frequency

»
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Also, gubit mode: extra polarization, or phase (interferometer)
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Bell-State Measurement ) Q

Maintaining Indistinguishability - Time, Polarization, Frequency
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Also, gubit mode: extra polarization, or phase (interferometer)

BSM not demonstrated outside the lab (before MDI-OKD)
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NEERIMENTS

Calgary, Canada (A Rubenok, JAS, et al. PRL |11, 130501 (2013))
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NEERIMENTS

Calgary, Canada (A Rubenok, JAS, et al. PRL |11, 130501 (2013))

4 A
e O (CHARLIE h
X [ATT] v }Hem i s
B -Fu;\c-tior-m 1 ‘ @/— IE SPD
\BOB Generator| Clock ) Link B }%
Specifications g S
CW Laser; 1553nm N J

2 MHz rep rate
500 ps /2 GHz

Control Systems:

e Timing Feedback

|4 ns time-bin quIJ[S | Master Clock
Decoy-States (0.5%,0.05, 0) 2. Charlie measured (30s)
4 Function [IRGER ‘ A . .
Generator| Communicate to Alice & Bob
X [ATT] M H Pm 1 @/
Temperature i < 50 ps difference
\AL|CE Controlled Box ) p




NEERIMENTS

Calgary, Canada (A Rubenok, JAS, et al. PRL |11, 130501 (2013))

( Temperature
Coninf| CRRES S @
X [ ——— i Hem |- .
Function ‘ @/_
\BO B Generator| Clock Link B

Specifications

CW Laser; 1553nm

2 MHz rep rate

500 ps /2 GHz

|.4 ns time-bin qubits
Decoy-States (0.5%,0.05, 0)

(CHARLIE

/F

Control Systems:

e Timing Feedback

e Polarization Control

Generator

( Function | Clock ‘
—

Temperature

Controlled Box

Trigger |

Link A

Every 10 s, Charlie sends
orthogonally polarized light
(250 ms)

Alice & Bob compensate



NEERIMENTS

Calgary, Canada (A Rubenok, JAS, et al. PRL |11, 130501 (2013))
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NEERIMENTS

Calgary, Canada (A Rubenok,JAS, et al. PRL |11, 130501 (2013))
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unction SPD
Eenetrator Clock ‘ .
\BOB /) Link B
- __SLPD
—
TEE )
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NEERIMENTS

Calgary, Can

A. Rubenok, JAS, et

ada
al. PRL I11, 130501 (2013)

P Chan, JAS, et al. Opt Exp 22, 12716 (2014)

Parameter Alice’s value Bob’s value

el ihz~1 (7.124+0.98) x 1073 (1.144+0.49) x 103
G =l (5.4540.37) x 1073 (1.14 4 0.49) x 10—3
m*=0 0.9944 + 0.0018 0.9967 =+ 0.0008
m*=! 0 0

ke — T T 0.4972 £ 0.011 0.5018 =+ 0.0080
&0 = ==L = =T [rad] 0 0
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NEERIMENTS

Hefel, China (v.Liy et al. PRL 111, 130502 (2013))

PPLN ——

Specifications

Pulsed, 1550 nm 0.1 pm frequency precision
gy 0 pm 10 ps time precision

85 ns time-bin qubits Random modulations

Decoy-States (0.5,0.2,0.1,0) Phase-stabilized interferometers



NEERIMENTS

Hefel, China (v.Liy et al. PRL 111, 130502 (2013))

p

Specifications ~ S=7bit/min |
Pulsed, 1550 nm 0.1 pm frequemey=precrsroms
galis [0 pm |0 ps time precision

85 ns time-bin qubits Random modulations

Decoy-States (0.5,0.2,0.1,0) Phase-stabilized interferometers



NEERIMENTS

Rio de |aneiro, Brazil (T.F da Siiva et al, PRA 88, 052303 (2013))

(PD] M, Pol. X Charlie
; o0 ' > ) é o0

i OA ; o0 OO
A - |

| Alice control j 2

Extracted data
0! = 6.88x1076
EN =0.018
- O = 1365105
% Erect — 0057
: : 3 _ 6
Pulse shaper o Polarization controller % R = 1.04x10
Fiber beamsplitter #H Fiber Bragg-grating @ A s
(W) optical delay A Polarization beamsplitter I ——
@ Optical circulator D Single-photon detector
Specifications
cw laser; 1546 nm
.5 ns / 650 MHz RE BBl k2
Polarization qubits Multiplexed - time / polarization sync

Decoy-States (0.5, 0.1,0)



NEERIMENTS

Toronto, Canada (z.Tang et al, PRL 112, 190503 (2014))

Q

PC
* Attn ~CO0- v A PM —AOM - Pol-M ;92 || Clock Charlie
1 T N x Electrical| 5 km fibe
i‘;‘i;aser =1 | AOM | p Der o SPD 1
nm PG : = : e,
JL RNG ‘ Dr?’er Rl\lla = 4 1_, I
Alice ! ' RNG 1 | 5
I — : | PC Ko W
|
e e i —"85 KBS kD 2}
!
I i
| | |
| |
Bob oe E@ ’f 5 km fiber
CW Laser . AOM RI_“G Optical fiber
1542 nm Driver y PC — ___ Electrical cable
S Attn g?g’—u\/l M — AOM - Pol-M ;

Specifications

cw laser;, 1542 nm

Phase randomized states
[eRiicy 650 MHz
Polarization qubits
Decoy-States (0.3,0.1,0.01)

X =262%
“=1.8
S=1e™®

————



NEERIMENTS Qubit T

Calgary, Canada - real-world deployment
(A.Rubenok, JAS, et al. PRL I 11,130501 (2013))| time-bin |- active’ stabilization

- optimized intensities

- random modulation
- finite key analysis

Hefel, China

(Y. Liu, et al. PRL 111, 130502 (2013)) time-bin

| | - WDM multiplexed fiber
Rio de Janeiro, Brazll

(T. F. da Silva et al,, PRA 88,052303 (2013)) Polarization

- pre-set random modulation
Toronto, Canada Polarization |- phase-randomized source
(Z.Tang et al, PRL 112, 190503 (2014)) _ finite key analysis

- optimized intensities
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sE@RCTCAL STUDIES OF MDI-QKD

R B

Alice BSM Bob

|) Adapted to Experimental Systems (pChan,JAS, et al. Opt Exp 22, 12716)
) =m™* + 57 |0+ € 1-m™* + 57 1)

1E-2
0324
I e o U B R
— S 5o
.24 -
o 4 _ £ 1E4 /’/
@© [0}
o 0.20 - D
5 | © 1E-5
LLj 0.16 B = z-basis, Lab 8
1 # z-basis, Real World 0
0.12 - = X-basis, Lab é 1E-6
] . ii ‘ # x-basis, Real World _% = z-basis, Lab
] Nk ¢ 1E-7 + z-basis, Real World
0.04 R N = x-basis, Lab
. ==2<"1 ® 5
R ——— e * x-basis, Real World
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sE@RCTCAL STUDIES OF MDI-QKD

. B

Alice BSM Bob

|) Adapted to Experimental Systems (pChan,JAS, et al. Opt Exp 22, 12716)

|w> i \/mZ’X + HEX |0>+ i \/1 _mZX 4 pPX |1> X P
10

»50 100 150 200 250 300 350 400

‘o,
~
oS,
~
s
N
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A Y
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\
\
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B \
\
10—10

10 20 30 40 50 60 70 80
Loss (dB)

Improvements
----SSPDs + IM
SSPDs

—
o
N

---IM
—hnone

Examination of
“rate-limrting components”

L ab-Standard vrs. State-of-the-Art

Secret Key Rate (bits per detector gate)
o




sE@RCTCAL STUDIES OF MDI-QKD

. B

Alice BSM Bob
2) Examination of Imperfections Impact (F Xxu et a. NP 15, 113007)
State mis-alignment Mode mis-alignment
e = Sin“(0) : e=p

—_—
OI

Asymptotic Key rate (per pulse)
o
Asymptotic key rate (per pulse)

10°

0 0.01 002 0.03 0.04 0.05 0.06 0.07 0 0.2 04 0.6 0.8
Polarization misalignment e, Mode mismatch e



sE@RCTCAL STUDIES OF MDI-QKD

)
2)
3)

- -9
Alice BSM Bob

Examination of Rate-Limriting Devices (P Chan, JAS, et al. Opt Exp 22, 12716)
Examination of Imperfections Impact (F Xu et al. NJP 15, 113007)

Examination of Photon Number Distribution (Wang &Wang Sci. Rep. 04612)

Major Impact:
Efficient Detection

Other Minor Impacts
State preparation
Favourable number distributions



sE@RCTCAL STUDIES OF MDI-QKD

Decoy State Analyses & Finite-Key

107 ‘ | Optimization:

Step | - intensities:
2 (blue) - 2 decoys
(0.0005,0.01,0.25)
@ 50 km

Key rate (per pulse)
S

-10 I I I hl
0 50 100 150 200 |
Standard fiber link (km)

10

|) Asymptotic

2) F. Xu et al, PRA 052333 (2014), optimized

3) S.-H. Sun et al, PRA 052329 (201 3), optimized

4) Z-W.u et al, arxiv:1 309:5886,

5) X.Ma et al, PRA 052305 (2012), numeric

6) P Chan, JAS, et al, Opt Exp (2014), optimization
of Wang PRA 012320 (2012)



sE@RCTCAL STUDIES OF MDI-QKD

Decoy State Analyses & Finite-Key

107 ‘ | Optimization:

Step | - intensities:
2 (blue) - 2 decoys
(0.0005,0.01,0.25)
@ 50 km

Key rate (per pulse)
S

-10

| | | , Step 2 - Ratios:
0 50 100 150 200 |

Standard fiber link (km) Ps/gna/ 0 58

P decoy — 030
Pvacuum = 0.12

10

|) Asymptotic

2) k. Xu et al, PRA 052333 (2014), optimized

3) S.-H. Sun et al, PRA 052329 (201 3), optimized

4) Z-W.Yu et al, arxiv: 1 309:5886,

5) X.Ma et al, PRA 052305 (2012), numeric Pxisignal = 0.03

6) P Chan, JAS, et al, Opt Exp (2014), optimization Pxidecoy = 0.71
of Wang PRA 012320 (2012) Pxivacoum = 0.83



sE@RCTCAL STUDIES OF MDI-QKD

Decoy State Analyses & Finrte-

107

Key rate (per pulse)
S

-10 I I I hl
0 50 100 150 200 |
Standard fiber link (km)

10

|) Asymptotic

2) k. Xu et al, PRA 052333 (2014), optimized

3) S.-H. Sun et al, PRA 052329 (201 3), optimized

4) Z-W.Yu et al, arxiv: | 309:5886,

5) X.Ma et al, PRA 052305 (2012), numeric

6) P Chan, JAS, et al, Opt Exp (2014), optimization
of Wang PRA 012320 (2012)

Key
Optimization:
Step | - intensities:

2 (blue) - 2 decoys
(0.0005,0.01, 025)
@ 50 km

Step 2 - Ratios:

P signal = =0.58
P decoy — 030
Pvacuum = 0.12

Expected secret key rate (per pulse)

P Xl|signal = 0.03
PX|decoy =0.71
PX|vaccum =0.83

-4 L ]
R — N=10™
' S N=1o13.5
10 E N N=1o13 3
R N=1012.5
106 — N=10"2 7§
1077 ¢
108}
1079
10710 y : . :
0 50 100 150 200

Fibre link (km)

M. Curty et al Nat. Comm.
5, 3732 (2014)
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VARIATIONS OF MDI-QKD

Combined with Quantum Entanglement / Relay
(F Xu etal AIP 103,061 101 (2013))

Charlie | Charlie Il
®° Q “ 9“9
Alice BSM Sarah Bob

= = = MDI-QKD without PDC
== MDI-QKD with PDC
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VARIATIONS OF MDI-QKD

Combined with Quantum Entanglement / Relay
(F Xu etal AIP 103,061 101 (2013))

Charlie | Charlie Il

.

BSM Sarah BSM Bob

= = = MDI-QKD without PDC
== MDI-QKD with PDC

10° t

~
~
L
~
~
~
~
~
-~
-
L
L
L 2
N
L
~
§~
~

With quantum Memories
Friday, | 1:00am

107°

Key rate (per pulse)

107°

0 10 20 30 40 50 60 70 80
Total channel loss (dB)



VARIATIONS OF MDI-QKD
Adaptive-BSM-MDI-QKD

(K.Azuma, et al. arxiv:1408.2884 (2014))

: : . (TS
Multiplexing In Frequenc ~—
P 2 g Y 5\\ Our mdiQKD
M=1 ’—';l-C’);\lDl' ‘Iﬂl 'lQl\l-lg).l;—O &) 10 \\\\\\\
o e o

M=2 @—-[aND|> ®[sv | ~ano] ; O &0 i OriginalmdiQKD ~3-~-
M=3 @—>fNo~ W [E < [SWoo<—0 < _js
M=m —->|QND|' - BM [= <—|QND|<ﬂ—O _20: \‘:

A T B R o & e S R . |

0 200 400 600 800

Distance L [km)]

Poster on frequency
multiplexed quantum memories

for QKD

(H. Krovi QCrypt 2014)



VARIATIONS OF MDI-QKD
SARG-MDI-QKD

(A. Mitzutani, et al. Sci Reports 05236 (2014))

Some multi-photon emissions secure

104¢

106,

key rate

Coherent

§/ \@ source

]0—10,

]0—]2

distance (km)



VARIATIONS OF MDI-QKD
CHSH-MDI-QKD

(K.Azuma, et al. arxiv:1408.2884 (2014))

Use CHSH to Bound Eve's I<novv|edge

Assumption: dimension of state is 2 RERRSE S R s L — CHSH-MDI with 2D+$
------ CHSH-MDI with 3D+S
(H.W. Li et al, PRA 89,032302 (2014)) { ™ o CHSHMDI with 4D+S
(C.—M. Zhang et al, |408.0592) 4. —— CHSH-MDI with infiniteD
1oy —- = MDI with 2D+S
s U Tr B AR MDI with 3D+S
Gt - - — MDI with infiniteD
-6 -
Loy d
1 A
-8 S \.‘\‘\
NN
] \ \
-9 Nog
i |
\
-10 1 ‘
v | 3 | ) | y | / |
0 50 100 150 200 250

Distance(km)

Decoy & Finite Key analysis




WARIATIONS OF MDI-QKD
DI-QKD with Local Bell Tests

C.C.W.Lim, et al PRX 3,031006 (2013)

Alice Bob

12,X} U, V. P} Charlie 12,X}

{0,1}? {0, 1}

Secret fraction

0 0.1

Note: Dependence on Loss

0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
Efficiency of Charlie's operation

1

Finite Key version availa

ble
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SSRGS [ING-EDGE OF MDI-QKD

Towards Full Automation:
Calgary, Canada (Qcrypt 2013)

‘4 Charlie
3 1 CP/IP communication.
Automatic time / polarization

Continuous frequency monitor

Alice
Exciting Graphs!



SSRGS [ING-EDGE OF MDI-QKD

~ull Automation: 1

_|€]C€i, China (Y.-L. Tang et al arxiv:1408.2330) Field stabilization Of o PB?SNSPD‘
. 1< - OB |nd|stmgu15hab|l|t>’ @ ==
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double-detection events [arb. units]

SSRGS [ING-EDGE OF MDI-QKD

—fficient Bell-State Measurements NIST
Calgary, Canada (R Valivarthi, JAS, et al, submitted) JPL

California Institute of Technology

e’ =0%
ez(z/f) - 0.32+0.02%

Theory:

Experimen

t e’ () =03220.02%

50% System efficiency Theory: €* =25%
e* (") =2692+0.11%

AU < 40 ns recovery time  Experimen

£ e (1) =26.64=0.10%

Limits Rep-Rate
RO i1

—— R,=300 Q
---------- R=0Q (50 Q)

0 50 100 150 200 250
detection event separation [ns]



Key rate (per gate)

Calgary, Canada

Long Distance / High Loss /

IESIEESI [IING-EDGE OF MDI-QKDE

(Alice

+|M

CIock @
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j } VA

. . ¥
(R.Valivarthi, JAS, et al., QCrypt Poster) Lo \
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10 B ) l ) I ) I ) '
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I ) | X | ) | ) |
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Quantum channel loss (dB)
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2.23e'Obits/pulse @ 60 dB
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Key rate R (bps)

(Y.-L. Tang et al., arxiv:1407.8012)
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SSRGS [ING-EDGE OF MDI-QKD

Long Distance / High Loss
Hefel, China

! 14 i 11 St | \ \ . |
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@ 200 km, 0.009 b/sec



_ong Distance / High Loss Distance
Hefel, China
B o, v 1407.8012) | 20 KT
Calgary, Canada ¥
(R.Valivarthi et al, QCrypt 2014)| ' ™
Geneva, Switzerland

307 km

(B. Korzh et al.,, arxiv: 1407/.7427)

RSESC I [ING-EDGE OF MDI-OKD

Loss Key

40 dB 0.54 bit/min
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asymptotic

52 dB | |9 Bl
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NIEESSRENMENT-DEVICE-INDEPENDENGE
QUANTUM KEY DISTRIBUTION

Removes all detector side-channel attacks
Experimental demonstrations (real-world / lab, different encodings)
Potential for untrusted Quantum Access Networks

Potential for long-distance

Lots of theoretical & experimental work happening!

Thank you!



