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Signature schemes are widely used in modern communication, for example in e-mail, software up-
dates and electronic commerce, to guarantee that messages cannot be forged or tampered with.
Additionally, messages are transferrable, which, broadly speaking, distinguishes digital signa-
tures from message authentication. Transferrability means that messages can be forwarded; in
other words, that a sender is unlikely to be able to make one recipient accept a message which is
subsequently rejected by another recipient if the message is forwarded. Modern cryptography en-
compasses much more than encryption of secret messages. Signatures give another cryptographic
functionality, different from encryption, but which is no less important or useful.

Since messages can be forwarded, the simplest setting for a signature scheme is the three-party
scenario with a sender, Alice, and two recipients, Bob and Charlie. Any participant may be
dishonest, but there are restrictions on how many dishonest participants there can be. With
three participants, for example, two dishonest parties working together can trivially cheat, and
thus one assumes that at most one party is dishonest.

Similar to public-key cryptography, the security of commonly used signature schemes relies on
the assumed computational difficulty of problems such as finding discrete logarithms or factoring
large primes. With quantum computers, such assumptions would no longer be valid. Partly for
this reason, it would be desirable to develop signature schemes with unconditional or information-
theoretic security. Quantum signature schemes, including the original quantum digital signature
(QDS) scheme proposed in [1], are one possible solution. Similar to quantum key distribution,
their unconditional security relies only on the laws of quantum mechanics. Early quantum
signature protocols required long-term quantum memory [1, 2], but later schemes have become
increasingly practical [3–7], needing essentially the same experimental components as quantum
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key distribution (QKD), which is already commercially available.

Unconditionally secure “classical” signature schemes are also possible, but need, at the very
least, shared secret keys, unless there is a third party trusted by everybody (who effectively can
provide each participant with secret information) [5, 8–10]. Shared secret keys can of course be
securely generated by QKD, so that one could proceed by first performing standard QKD, and
then running e.g. the “classical” signature protocol referred to as “P2” in [5]. Unconditionally
secure “direct” quantum signature schemes proceed without first distilling highly secure shared
secret keys [1–7], aiming directly at signing messages. It is an open question what the best
signature schemes are, with respect to signature length, trust assumptions, requirements on
communication channels, and so on. Intuitively, the best “direct” quantum signature schemes
should be at least as efficient as those that proceed via the intermediate step of distilling a
highly secure key. “Direct” quantum signature schemes have indeed already been shown to have
advantages over protocols that rely on standard QKD, in that the“direct” scheme proposed in
[7] tolerates more noise in the quantum channels than standard QKD does.

Unconditionally secure signatures are a relatively little investigated research field, and this talk
aims to stimulate interest in the topic by explaining how quantum signature schemes work and
reviewing progress so far.
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