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Introduction: Quantum Key Distribution (QKD) is a cryptographic task that allows two distant
parties, Alice and Bob, to communicate securely over an untrusted channel, provided they have access
to an authenticated classical channel. The first QKD protocol, BB84, appeared more than three decades
ago [2] and the last 30 years have witnessed staggering experimental advances, making QKD the first
quantum information technology. This parallels the development of more complete security proofs, first
given in the asymptotic limit of infinitely long keys [6, 11, 7] and more recently in the composable security
framework for finite keys [9]. While the former results are of great theoretical importance, only the more
recent security proofs that are valid for finite keys can claim practical relevance.

Let us for the moment focus on entanglement-based QKD, as first proposed in [4]. From a math-
ematical point of view, an entanglement-based QKD protocol is a completely positive trace-preserving
(CPTP) map composed of local operations and classical communication (LOCC) that takes a bipartite
state pap as an input and returns to Alice and Bob two classical binary strings, the keys, ideally identi-
cal and independent of the transcript produced by the protocol. Proving the security of a such a QKD
protocol therefore amounts to establishing that this map is indistinguishable from an ideal map that
either outputs random identical keys or aborts, for any possible quantum input, potentially entangled
with a reference system held by an eavesdropper —it is a purely mathematical question.

The Problem: Surveying the current literature on the topic, we were not able to find a security proof
for any QKD protocol that satisfies the following three very stringent criteria:

1. The protocol is able to extract a composably secure key for reasonable parameters (i.e. realistic
noise level, keys of a length that can be handled with state-of-the-art computer hardware).

2. The protocol is completely specified and all aspects of it are formalized, including all the randomness
that is required and all the transcripts that are produced.

3. All the assumptions on the devices used in the protocol are fully formalized.

As mentioned above, the early asymptotic proofs fail with Point 1. Moreover, while Renner’s anal-
ysis [9] gives bounds for finite keys, these are not sufficient to pass Point 1 either since the bounds are
not good enough for realistic key lengths.! Furthermore, our requirements in Point 2 are very stringent
and we are not aware of any security proof that has met this level of rigor, except arguably Renner’s
thesis [9]. More recent security proofs by one of the present authors [12] and Tsurumaru and Hayashi [5]
satisfy Point 1, but they are not fully formalized and thus do not satisfy Point 2.2 Point 3 hinges on
Point 2 and can be avoided using device-independent protocols, which will not be discussed here.
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1Unfortunately, de Finetti reductions often do not provide good bounds in practice and at least 10° or 108 uses of the
quantum channel are typically required for the key rate to effectively become nonzero.

2For example, a small flaw in the formalization of the protocol in [12] has recently been pointed out by Pfister et al. in
unpublished work. While this does not suggest that the security proof in [12] is inherently wrong, it is a stark reminder
that Point 2 is often not taken seriously enough.



It is in fact common in much of the present literature to fully formalize some aspects of a security
proof while keeping other aspects vague and informal —and this has lead to various misconceptions.
For example, it is often argued that collective attacks are optimal using symmetry and de-Finetti argu-
ments [10, 3]. To get such symmetry it is at some point or another used that measurements are performed
in a random basis or that a random subset of raw key bits are used for parameter estimation. However,
complete security proofs also must allow for the protocol to abort in case certain thresholds are not met,
and one is then left to analyze the state of the system conditioned on the fact that the protocol does not
abort. However, since the abort event is dependent on the random seed used to choose the basis and
subset, conditioned on not aborting these seeds are no longer independent of the state of the system.
Hence, many simple arguments based on symmetry or independent randomness simply do not go trough
without modification when the security proof is put under a microscope.

Our Contribution: In the present paper, we give a fully rigorous and self-contained security proof for
QKD that satisfies all the above conditions. The proof is based on the security proof in [12] and uses an
entropic uncertainty relation as its main ingredient, but our analysis is more rigorous and consequently a
few additional technical results are needed. The resulting key rate is much better than the one achieved
using the exponential de Finetti theorem in [9]. To the best our knowledge, this constitutes the most
detailed and rigorous security proof of QKD so far. We also believe that our proof is more accessible than
others since understanding it does not require prior knowledge of various tricks and security reductions®,
it is a purely mathematical argument that we provide in the attached technical material.

We first describe and analyze a simple entanglement-based QKD protocol, reminiscent of [1] (outlined
in Table 1), before moving on to a more realistic ‘prepare and measure’ BB84 protocol.

Entanglement-Based Protocol: The protocol is parametrized as follows. Let k,n € N. Here k and
n are the size (in bits) of the raw key used for parameter estimation and key extraction, respectively.
Moreover, let § € (0, %) be the tolerated error rate. Also define m := n+ k as the total length of the raw
key, and IL,,  := {m C [m] : |7| = k}, the set of subsets of [m] of size k.

(Ka,Kp,S,C, F) = qkd—sj-mplek,n,(s,ec,pa (PAB):
Input: Alice and Bob are given a state psp, where A = A[m] and B = B, are comprised of m quantum systems.

Randomization: They agree on a random string ® € {0,1}"*, a random subset II € IL,, , and random hash functions
Hee € Hec as well as Hpa € Hpa. The corresponding uniformly random seeds are denoted S = (Sq>, S gHec SHPa).

Measurement: Alice and Bob measure the m quantum systems with the setting ®. They store the binary measurement
outcomes in two strings, the raw keys. These are denoted (X, V) and (Y, W) for Alice and Bob, respectively. Here
V,W are of length k and correspond to the indices in II, whereas X,Y of length n correspond to indices not in II.

Parameter Estimation: Alice sends V to Bob, the transcript is denoted CV. Bob compares V and W. If the fraction
of errors exceeds J, Bob sets the flag FP¢ = ‘1’ and they abort. Otherwise he sets FP¢ = ‘[’ and they proceed.

Error Correction: Alice sends the syndrome Z = synd(X) to Bob, with transcript C%. Bob computes X = corr(Y, Z).
Alice computes the hash T = Hec(X) of length ¢ and sends it to Bob, with transcript C”. Bob computes HeC(X).
If it differs from T, he sets the flag F'° = ‘1’ and they abort the protocol. Otherwise he sets F'°¢ = ‘/’ and they
proceed.

Privacy Amplification: They compute keys K4 = Hpa(X) and Kp = Hpa(X) of length £.

Output: The output of the protocol consists of the keys K4 and K g, the seeds S = (S‘b, ST GHec SHM), the transcript
C = (CV,C%,CH) and the flags F = (FP¢, [*°). In case of abort, we assume that all registers are initialized to a
predetermined value.

Table 1: Simple QKD Protocol.

Fix an error correcting scheme described by a quintuple ec = {r,t,synd, corr, He.}. Here, r € N is
the length (in bits) of the error correction syndrome, and ¢ € N is then length (in bits) of the hash
used for verification. Moreover, synd and corr are functions of the form synd : {0,1}" — {0,1}" and
corr : {0,1}" x {0,1}" — {0,1}"™ used to compute the error syndrome and calculate the corrected

3...which are also sometimes proved in a different context than the one they are used in ...



(Ka,KpB,S,C, F) = qkd—idealk:,n,ts,ec,pa (PAB)5
Run protocol: Set (K4, Kg,S,C, F) = qkd_simpley, ,, 5 cc pa(PAB)-

Output: If FP¢ = F°¢ = ‘[’ then replace K 4 and Kp by an independent and uniformly distributed random variable K,
ie.set Ky = Kp =K.

Table 2: Ideal QKD Protocol.

string, respectively. We do not need to assume anything about the structure of this code.* Finally,
Hee := {hec :{0,1}™ — {0, l}t} is a universaly family of hash functions.

Finally, privacy amplification is characterized by a couple pa = {¢,Hp,}, where £ € N with £ < n is
the length (in bits) of the extracted key and Hpa := {hpa : {0,1}" — {0,1}*} is a universaly family of
hash functions.

Security: The security proof of the simple protocol is done in the composable security framework (see,
e.g., [8]), and essentially consists of bounding the diamond distance between the protocol and an ideal
protocol defined in Table 2. We show that the action of the map gkd_simpley, ;, 5.cc,pa iS indistinguishable
from the action of the map qkd_idealy, s s,cc,pa Prescribed in Table 2 when the protocol parameters satisfy
certain natural constraints. In the technical supplement we give an upper bound on

1 . .
Atacern = S 3Gk imple, , oo pa(pass) — akd ideal, s mlpans)|, (1)

PABE
in terms of the protocol parameters. This bound is our main technical contribution.

Prepare-and-Measure Protocol: We prove the security of a more realistic ‘prepare and measure’
protocol in the attached technical supplement by reducing it to the above entanglement-based protocol
and specify all the assumptions required for this transformation.
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Abstract

The goal of this work is to provide a self-contained, rigorous proof of the security of quantum
key distribution. Our presentation differs from previous work in that we are careful to model all
the randomness that is used throughout the protocol and take care of all the transcripts of the
communication over the public channel.
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Nomenclature

[M]  Set {1,2,...,M}
Parameter quantifying the overall quality of the measurements
Threshold for the parameter estimation test
Length of the final key
CPTP map associated to the classical function f
Universals family of hash functions used in the error correcting scheme
Universals family of hash functions used in the privacy amplification scheme

Passing symbol for the various tests

Subset of [M] for which Bob obtains a conclusive measurement result
Final output of the protocol

Abort symbol

Quantum state before any measurement took place

21
21
21
22
23

24

26

Subset of m indices for which Alice and Bob’s settings agree, and where Bob obtained a conclusive

c
)
14
&
HGC
Hpa
Na_p Quantum channel between Alice and Bob in the Prepare and Measure version
a
Q
w
€
p
by
measurement outcome
o Quantum state once Alice and Bob’s quantum registers have been entirely measured
T Quantum state after the registers used for parameter estimation have been measured
A Alice’s initial quantum system
B Bob’s initial quantum system
C Register containing all the transcripts
cv Transcript corresponding to register V'

Parameter quantifying the quality of the measurement on register 4

Ci
E Eve’s quantum memory
F

Register corresponding to all the flags: F' = (FP¢, F*°) for the idealized protocol, and F =

(Fsift Fre [e¢) for the Prepare and Measure version
Fee Flag for the error correction test
FPe Flag for the parameter estimation test
Fsift  Flag for the sifting procedure in the Prepare and Measure version

Rec Hash function used for the error correction test
hpa Hash function used for the privacy amplification
k Length of the raw key used for parameter estimation

Ky Register for Alice’s final key
Kp Register for Bob’s final key

M Number of states sent by Alice in the Prepare and Measure version

m Number of states measured by Alice and Bob in the idealized version

M A;w Measurement operator acting on register A; with setting ¢ and outcome x
n Length of the raw key used for key distillation

R Register for Alice’s raw key in the Prepare and Measure Version



r Length of the error correction syndrome

S Register corresponding to all the seeds S = (S®, 8™, 5%, 59, §Hre SHee) in the idealized protocol,
or § = (5%4,8%5 S G= §OGHve GHee) in the Prepare and Measure version

S® Seed for the choice of the measurement bases in the idealized protocol

S Seed for the choice of the random subset 7 € Il,, , used for parameter estimation

S© Seed for the choice of the measurement bases for the subsystems used for key distillation

S= Seed for the choice of the measurement bases for the subsystems used for parameter estimation

S®4 Seed for the choice of Alice’s measurement bases in the Prepare and Measure version
S®5  Seed for the choice of Bob’s measurement bases in the Prepare and Measure version
SHee  Seed for the choice of the hash function used in the error correction test
SHre  Seed for the choice of the hash function used in the parameter estimation test
Register for Bob’s measurement results in the Prepare and Measure Version
Length of the hash used for verification in the error correcting scheme
Register for Alice’s classical bits used for parameter estimation
Register for Bob’s classical bits used for parameter estimation
Register for Alice’s classical bits used for key distillation

T
t
v
W
X
Y Register for Bob’s classical bits used for key distillation
A Register for Alice’s syndrome

corr  Function that calculate the corrected string

ec Error correcting scheme

pa Privacy amplification scheme

pe Test function used in the parameter estimation step

ro Reordering map used in the randomization step

synd  Function computing the error syndrome

1 Notation

We use [n] to denote the set {1,2,...,n} and use A, to denote a collection of separate quantum systems
A1As, ..., A,. Similarly, if the subscript is a subset of [n], we just refer to the subsystems in the subset.
We write S(A) to denote normalized states (positive semi-definite operators with unit trace) on A.

We model discrete random variables by quantum systems (called registers) with a fixed orthonormal
basis. For example, let € X’ be a random variable with probability law x — Px (x). Then we write the
corresponding quantum state as

pX—ZPX ) [eXz] x5 (1)

rzeX

where {|z)},cx is an orthonormal basis of the space X. Conversely, we write Pr,[X = 2] = Px(z).
More generally, the classical register might be correlated with a quantum system A, and this is
modeled using classical-quantum (cq) states:

pxa = Z Px (z) |z)z]x @ pajx=z, (2)
reX

where we use p4)x—, to denote the quantum state on A conditioned on the register X taking the value
x. We also write Pr,[X = z] = tr{|z)(z|y pxa} = Px(x). This convention is extended to arbitrary
events defined on a classical register X, i.e. if Q: X — {0,1} is an event, we write

Z Py( and  pxajQ = L Z Py (2)(z) [z)z] x ® pajx=o - (3)

reEX PI'p[Q] reX

In some occasions we will also write px 4,0 = Pr,[Q]px AjQ, & state that is not normalized.



Let f : X — )Y be a function acting on classical registers of a classical-quantum state. Then we
denote by £ : X — XY the corresponding completely positive trace-preserving map

Erl1= D 1F @)y el - [a)elx (f@)ly - (4)

zeX

Note that we defined the map such that the input register is kept intact.
A generalized measurement on A is a set of linear operators { E% },ecx such that

Y (BDNES) =14, (5)

reX

where 14 denotes the identity operator on A.

Part 1
Entanglement-Based Protocol

2 The Entanglement-Based Protocol

We first focus on a very simple and unrealistic QKD protocol, for which we provide a complete security
analysis. We first give a rough overview of the protocol in Table 1, and the detailed mathematical
description follows in Section 2.3.

2.1 Overview

The protocol is parametrized as follows. Let k,n € N. Here k and n are the size (in bits) of the raw key
used for parameter estimation and key extraction, respectively. Moreover, let § € (0, %) be the tolerated
error rate. Also define m := n + k as the total length of the raw key, and II,,, ,, :== {m C [m] : |7| = k},
the set of subsets of [m] of size k.

Fix an error correcting scheme described by a quintuple ec = {r,t¢,synd, corr, Ho.}. Here, r € N is
the length (in bits) of the error correction syndrome, and ¢ € N is then length (in bits) of the hash
used for verification. Moreover, synd and corr are functions of the form synd : {0,1}" — {0,1}" and
corr : {0,1}" x {0,1}" — {0,1}" used to compute the error syndrome and calculate the corrected
string, respectively. We do not need to assume anything about the structure of this code.! Finally,
Hee 1= {hec : {0,1}" — {0,1}'} is a universal, family of hash functions (see Section 4.1.3).

Finally, privacy amplification is characterized by a couple pa = {¢,Hp,}, where £ € N with £ < n is
the length (in bits) of the extracted key and Hpa = {hpa : {0,1}" — {0,1}*} is a universal, family of
hash functions (see Section 4.1.3).

This allows us to define a family of protocols gkd_simpley ;. s.cc,pa in Table 1. We note that such a
protocol is simply a completely positive trace-preserving map.

2.2 Measurement Devices

We model Alice’s measurements on subsystem A; for measurement setting ¢ € {0,1} by a binary gen-
eralized measurement {Mﬁ;m}we{o}l}. Analogously, Bob’s measurements on subsystem B; is a binary

generalized measurement {Mg;y}ye{o,ly

IFor example, ec4 could be a linear code described by an r x n parity check matrix H such that ec4(x) = Hxz. Moreover,
ecp can be any decoder, for example the (optimal) maximum likelihood decoder, but also more practical suboptimal iterative
decoders.



(KAa Kpg,S,C, F) = qkd—Simplek,n,6,ec,pa (PAB):

Input: Alice and Bob are given a state pap, where A = A,,) and B = Bj,,) are comprised of m quantum
systems.

Randomization: They agree on a random string ® € {0,1}™, a random subset II € II,,, j, and random
hash functions Hee € Hee as well as Hp, € Hpa. The corresponding uniformly random seeds are

denoted S = (8%, S, §Hee GHpa),

Measurement: Alice and Bob measure the m quantum systems with the setting ®. They store the
binary measurement outcomes in two strings, the raw keys. These are denoted (X, V) and (Y, W)
for Alice and Bob, respectively. Here V, W are of length k£ and correspond to the indices in II,
whereas X,Y of length n correspond to indices not in II.

Parameter Estimation: Alice sends V to Bob, the transcript is denoted CV. Bob compares V and
W. If the fraction of errors exceeds §, Bob sets the flag FP¢ = ‘1’ and they abort. Otherwise he
sets F'P¢ =/’ and they proceed.

Error Correction: Alice sends the syndrome Z = synd(X) to Bob, with transcript C#. Bob computes

X =corr(Y, 2).

Alice computes the hash T = He.(X) of length ¢ and sends it to Bob, with transcript C*. Bob
computes He.(X). If it differs from T, he sets the flag F°© = ‘1’ and they abort the protocol.
Otherwise he sets F'°¢ = ‘[’ and they proceed.

Privacy Amplification: They compute keys K4 = Hp,(X) and Kp = Hpa(X') of length /.

Output: The output of the protocol consists of the keys K 4 and Kp, the seeds S = (S®, S, §Hee | §Hrpa),
the transcript C = (CV,C%,C*™) and the flags F = (FP°, F°). In case of abort, we assume that
all registers are initialized to a predetermined value.

Table 1: Simple QKD Protocol. The precise mathematical model is to be found in Section 2.3.

The exact description of the measurement devices will not be relevant for our derivations. However,
the following parameter ¢ of Alice’s measurements is important:

) ) )
ci = max HMZ;;C(MXZ)TH , where ¢=1-¢, and ¢:= min (Hcl> ,

(15,1,’,2:6{0,1} [e%} €l & Pl
1ET

where the product is taking over the complement 7 of the set 7 in [m].

2.3 Mathematical Model of the Protocol

Here we describe in detail the mathematical model underlying the protocol in Table 1.

Input: Alice and Bob are given a state pap, where A = A, = A1 @ A2 ® ... ® Ay, consist of m
quantum systems of arbitrary, finite dimension, B = Bj,) = B1 ® B2 ® ... ® By, consists of m quantum
systems of arbitrary, finite dimension. Note that apart from the above structure, the state pap is fully
general.

Randomization: We model the randomization by random seeds (uniform random variables), shared
between Alice and Bob.
The first random variable is a random basis choice for each quantum system. This is modeled as a



register S in the state

pse= 3 o N0l (6)

¢e{0,1}m

where {|¢}4)c(0,1}m is an orthonormal basis of the space S® and ¢ = Py = (é1,02,...,¢n) with
¢; € {0,1}. The total state at the beginning of the protocol is thus of the form papr ® pge.
The seed for the choice of the random subset is denoted S™ and is initially in the state

psn= 3 (i) Xl g (7)

7€l VK

where {|7)}rer,, , is an orthonormal basis of the space S™. For any 7 € IL,;, &, we denote its k elements
by m;, for ¢ € [k] and we denote by 7 the complement of 7 € [m].

At this point we reorder the measurement settings in S® into two parts: the settings to be used for
measuring quantum systems in 7 will be stored in a register S and the settings to be used for measuring
the remaining n quantum systems in 7@ will be stored in a register S®. Formally, we consider the function

ro : {0, 1} X My i — {0, 1} x {0, 1}, (¢, 7) = (¢, ¢5) . (8)

Since S? is uniformly random, the resulting state after applying this function and discarding S® is of
the form

psngzge = trge {Exo(pge @ psn)} = psn @ ps= ® pge (9)

where the registers containing S= and S© are again uniformly random:

ps== Y o lOelss and pse= 3 (0K0lge (10)

ge{0, 1}k 0e{0,1}"

for f = §[k] = (51,62, . ,gk) and 0 = G[n] = (91, 02, . ,Qn) with 01‘,& € {O, 1}
The choice of the hash function in the family Hee = {hec : {0,1}™ — {0,1}*} and the choice of hash
function in the family Hpa = {hpa : {0,1}" — {0,1}'} are modeled via random seeds

L

1
psiee = B o |Bhlgre  and  pgm. = D T

o Bl st (1)

h€Hec h€Hpa
Measurement: We split the measurement process into two parts, measuring the systems in the set 7
and 7 separately. This will be important for the security analysis later. The first measurement concerns
the registers in 7, which are used for parameter estimation. For any subset m € II,, ;, we define a
completely positive trace-preserving map MZ%WSE cARSE = VASE where V = Vi =VN1@Vne... Vg
models k binary classical registers storing the measurement outcomes. The map is given by

s = XY o (M5 e leKelss ) - (Mo lnels) ol (12)

£e{0,1}F vef0,1}F

where fo: = iclk] Miﬂf This map measures the k subsystems determined by 7 using the (random)

measurement settings stored in the register S=. The results are stored in the classical register V, and
the post-measurement state remains in the systems A,.

Similarly, we define Mg_wv'sg : B,ST — WB,S% as

Myws=0= 3 Y fwhy (M5 0l6)els=) - (M5 ©16)els= ) (why. (1)

£e{0,1}* we{0,1}*



where Mg,;” = ®i€[k] Mngu Clearly the two maps Mz_)v‘sE and M715—>W|SE commute and we write
their concatenation as MZ—>V|SE o ME—>W|SE = 71"?_>W|SE o M£—>V|SE'
So far we have considered 7 to be fixed. The full measurement for parameter estimation instead

consults the register S and is modeled as a map Mapsvwsngss : ABSMSE — ABVW SUS= given by

Mapvwisns=(-) = Z M7 yis= © ME L wis= ([TXmlgn - [m)(m|gn ) (14)

el k

The state of the total system after the measurement required for parameter estimation is thus given by

Tapvwsngsse = Mapvw|sus=(papsns=se) (15)
1
= Z T|7T><7T|SH ®pse ®V7rOWﬂ—[pABsE] (16)
€Ly, & (k})

Z Z Z 216(1711) |7ra€><7ra€|snss & pge ®

m€lly k £€{0,1}F v,we{0,1}* k

o v w)v, wlpy ® (Mj: ® Mg":’)pAB (Mi: ® M,%:’)T . (17)

The second measurement concerns the quantum systems used for extracting the secret key. The
corresponding measurement maps are defined analogously to the measurements maps above, but now
act on the systems determined by 7, the complement of 7 in [m]. We define

s T - T
MA*)X‘SHS@(') = Z Z ‘x>X (Mf&;r ® |7T,9><7r,9|sn5(—> ) ’ (Mf‘fr ® |W’0><T’Q|SHS@ ) <x‘X ’
7€l k 6,2€{0,1}"
(18)

. 1 1
MB*)Y‘SHSG(') = Z Z 1Y)y (Mg: ® |7T79><7T79|5Hs®) : (Mg: ® |7T>9><7T79‘5Hs@) (Yly
€Ly k 0,y€{0,1}™
(19)

as well as M gp_, xy|snse = My, x|s050 0o Mp_,y|snge. It is evident that all measurements M defined
so far mutually commute. Finally, we define the total measurement map as Myp_,vwxy|sug=se =
Mapvwisnszs © Map, xy|snse.

Of particular interest is the state of the system after measurement and after we discard the quantum
systems. This is given by a classical state oy xysng=sge. This state is of the form

VW XYSIS=ES®e (20)
=trap (Mapovwxy|sns=se (papsns=se)) (21)
= trap (Map_xy|snse (Tapywsns=ge)) (22)

1
= Z Z Z W ‘777659><7Ta§79|sl'1555® ® ‘an7$7y><vawa$»y|vwxy®
7€l k €€{0,1}F v,we{0,1}F k
0€{0,1}™ =,ye{0,1}™

- teap { (VS @ MY @ ME” © M) pas | (23)
where we write Mf‘: = ( Mg’:)TMfl’: and analogously introduce Mz;f, Mg:’ and Mg’f.

Parameter Estimation: We model parameter estimation by a test function acting on the registers
V and W and creating a binary flag F'P° as follows:

24
L otherwise 24

pe: {0, 1} @ {0,1}F = {1, [}, pe(v,w)= {

This test can be applied to the states Tppywgns=ge or oywxysns=ge defined previously.



Step Input State Output State

Input: PAB

Randomization: Pse @ psu ® Pgtec @ PgHpa
Measurement: PAB ® pge @ psn = OywXYABS®SH

Parameter Estimation: oy = OV e

Error Correction: oxy & PgHec = OxXOZpec

Privacy Amplification: Oxx Q@ PgHpa = WK KgCH

Output: WK, KpSCF

Table 2: Evolution of the registers during the execution of the simple QKD Protocol.

We are specifically interested in the state 74pywsngs=ge pre = Epe|[Tapvwsng=ge] and the corre-
sponding state conditioned on the outcome FP¢ =) given by

1
TABVWSHSES®|FDC=,K PI‘ Fpe _-/K Z Z Z W |7T,€><7T,§|Snsg [
mE€llLy, k £€{0,1}F v,we{0,1}F k
Sk 1{viFw;}<ks
v ;W R Jwy\ T
pse ® |v,w)v, wlyy © (MY © ME")pan(M5Y © M5")". (25)

We will see that this state is crucial for the security analysis in the next section. Finally, we note that
Mxy and &, commute, and thus in particular we find that

trap (MAB%XY|SH59 (TABVWSHSES‘9|FP6:7K)) = OVWXYSUSESO|Fre=/, where (26)
OVW XY SINSESS ppe = gpe(UVWXYSHSESG) . (27)

We also relabel V to CV and keep it around as part of the transcript, while we discard W after
performing parameter estimation.

Error Correction: Alice computes the syndrome Z = synd(X) and sends it to Bob. Bob then
computes X = corr(Y, Z).

Alice and Bob then need to check that the decoding procedure succeeded. The simplest strategy is
to compare hashes of their respective strings x and & and abort the protocol if they differ.

Alice computes a hash of size ¢t (in bits) of z and sends it to Bob, who computes the corresponding
hash for Z. If both hashes differ, Bob sends the flag ‘ 1’ to Alice. Alice and Bob will then output ‘1’
and abort the protocol. Otherwise Bob sends ‘ /°®’ to Alice and they proceed.

This test is modeled as a classical map ec acting on registers X, X and §Hee creating a transcript of
the hash value CT and a binary flag F*° as follows:

h ,L) ifh hee (&
e {0,117 x {0,117 x Hoe 5 {011 x {1, £}, (2,3) v { Nec@h L) i hecl@) Zheel®) o)
(hec(x), £) otherwise
The classical functions are modeled using CPTP maps Egynd, Ecorr, s well as Eec.
Applying these maps to the state oxycv gng=ge ppe yields
OxXCOVCOZOTSNGESO GHec [pe Fec — try (Sec 0 Ecorr © Ssynd (UXYCVSHSES@Fpe & pSHCC) )7 (29)

where the transcript register C#4 contains the value of the syndrome and C” the output of Alice’s hash.

Privacy Amplification: Alice and Bob use the seed Hp, to choose a hash function which they then
both apply on their raw key to compute K4 = Hpo(X) and Kp = Hp,(X ) their respective keys.
Formally, the privacy amplification map is defined as:

a- {0 1}” X {0 1}” X Hpa — {07 l}l % {O,l}l
P { ((E 2 hpa) — (hpa(x)ahpa(i')) (30)



(KAa Kpg,S,C, F) = qkd—idealk,n,é,ec,pa (pAB):
Run protocol: Set (K4, Kp,S,C, F) = gkd_simple, , 5 .. ,.(PAB)-

Output: If FP¢ = [ = ‘[’ then replace K4 and K by an independent and uniformly distributed
random variable K, i.e. set K4 = Kp = K.

Table 3: Ideal QKD Protocol.

Denoting by K 4 and Kpg the respective key spaces of Alice and Bob, the final quantum state is

WKAKpECSF =ty g (Epa(0x g posr ® Pstns))- (31)

3 Security Definition and Results

Security is defined with regards to an ideal protocol, which is defined in Table 3. Note in particular that
an ideal protocol is allowed to abort, but it will always output a uniformly random shared key in case it
does not.

For a detailed discussion of the security of quantum key distribution, we refer the reader to [3]. For
our purposes, it suffices to show that

(32)

1 . .
Ak,n,5,ec,pa = 5 qudfsj'mplek,n,ﬁ,ec,pa - qkdfldealk,n,ﬁ,ec,pauo

1 ) .
sup 5 Hqkd*SImplek,n,&ec,pa(pABE) - qkd*ldealk,n,é,ec,pa(pABE) H 1 (33)

PABE

is very small for certain choices of parameters k,n, d, ec and pa. In the latter expression papr € S(ABE)
is an arbitrary extension of pap to a finite-dimensional system E. (Note that the restriction to finite-
dimensional E is not restrictive if AB is finite-dimensional, since the diamond norm of a trace-annihilating
map is achieved by quantum states with E of the same dimension as AB.)

Let us now fix papg. The trace distance in (33) can be simplified by noting that the output of
gkd_ideal equals the output of gkd_simple if the protocol aborts. We find

Hqkd*Simplek,n,&ec,pa(pABE) - qkd*idealk,mé,ec,pa(pABE)Hl
= HWKAKBSCFE,FPC:FCC:‘l’ — XKaKp ® WSCFE,FPC:FCC:‘,K7H1 (34)

=Pr [Fpe =F* = ‘l’]w ) ||WKAKBSCE\FPC=FCC=‘7Z’ — XKaKpg @ WSCElFPC:FCC:‘L’Hla (35)
where we use Wi, kpSCFE = qkd,simplek,n@ec,pa(pABE) and define
1
XKaKp = o5 D IkXkl g, ® kYK, - (36)
ke{0,1}¢

The goal of in the following is to bound (35) uniformly in papg, which implies an upper bound
on (33) as well. In order to do this we will employ the following lemma which allows us to split the norm
into two terms corresponding to correctness and secrecy. (See Portmann et al. [3] for a proof.)

Lemma 1. If, for every state papg, we have
Pr[Ky # Kp AN FP° = F* =/], < €ec and (37)
1
Pr(F = (L, )], - 5lloxasoreir=r.0 = Xxa @ wscrpir= 2.0, < ea- (38)

Then, Ak’,n,zs,ec,pa < €ec + €pa-



The first statement of the above lemma corresponds to correctness, and the second one to secrecy.
If both are satisfied, we say that the protocol is secure. We will show the following theorems. The first
theorem establishes correctness of the protocol.

Theorem 2. Letn, k,d,ec, pa be defined as in Section 2.1. Then for every state papr and Wi , Ky SCFE =
qkd_simpley , 5 .. va(PaBE) we have

PrlKa# K AF = (L, [)]w < €ec :=27". (39)
The second theorem asserts secrecy.

Theorem 3. Let n, k,d,ec,pa be defined as in Section 2.1. Define
epa(l/) . 2—%(71 log %—nh(&—&-y)—r—t—f)’ (40)

where h is the binary entropy function (cf. Prop. 8). If €5a(0) < 1, define v. as the unique solution of
the equality

nk?v?
€pal(V) = exp ( WW) (41)

If, furthermore, this solution satisfies €pa(vs) < i, then, for every state papr and Wk ,KySCFE =
qkd_simpley , 5 .. va(PABE), we have
1
Pr[F = (L, D), 5lwkascreir= . = xxa ©wscreir= .l < epal) (42)

Remark 1. Note that €p,(0) < 1 is a necessary condition for security. The additional constraint,
€pa(Vs) < i was added since it allows us to simplify the presentation of the result, and it will always be
satisfied in realistic settings where this term is expected to be exponentially small in n.

4 The Security Proof

The purpose of this section is to proof Theorems 2 and 3.

4.1 Technical Ingredients

Here we overview the main technical ingredients for our proof.

4.1.1 Smooth Rényi Entropies

We use the following definitions. The min- and max-entropy are natural generalization of conditional
Rényi entropies [5] to the quantum setting. They were first proposed by Renner [4] and Kénig—Renner—
Schaffner [2], respectively.

Definition 1 (Min and Max-Entropy). For any bipartite state pap € Se(AB), we define

Huin(A|B), :=sup {\ € R: Jop € S(B) such that pap <2 ida ® 05, } (43)
2
Hyax(A|B), == sup log (tr \/,/pAB(idA ® UB),/pAB> , (44)
O’BGS(B)

which are called the min- and max-entropy of A conditioned on B, respectively.

The following metric is very useful when dealing with sub-normalized states [8]:

10



Definition 2 (Purified distance). For pa,o4 € Se(A), we define

F(pa,o4) := (trq/\/piAaA\/piA—l— \/1 — tr(,oA)\/l — tr(aA))2, (45)
P(pA’UA) =V1- F(PA,O'A), (46)

which are called the generalized fidelity and the purified distance, respectively.

In particular, the purified distance is a metric on sub-normalized states and satisfies [8, Lem. 2]
P(pa,oa) = P(F(pa), F(oa)) (47)

for every trace non-increasing completely positive map F. This means that the distance contracts when
we apply a quantum channel to both states. Finally, we note that [8, Lem. 6]

1 1
§HPA —oal|, + 5} tr(pa) — tr(oa)| < P(pa,oa). (48)
Based on this metric, we define the smooth min- and max-entropy.

Definition 3 (Smooth Entropies). For pap € Se(AB) and € € [O, \/tr(pAB)), we define

mm(A‘B) pABrer%sa.‘)((AB), Hmin(A|B),37 max<A|B) pABgél.r(lAB), HmaX(A|B)ﬁ . (49)
P(paB:pAB)SE P(paB:PAB)SE

The smooth entropies satisfy a duality relation [8]. For any pure state papc, we have

AlB), = A|C), . (50)

mll’l ( max(

They also satisfy a data-processing inequality (DPI) [8, Thm. 18]. For any state psp and any completely

positive trace-preserving map Ep_, ¢, we have

A|B) < Hliin(A|C)5(p)7 and Hrgnax(A|B)P max(A|C)€(p (51)

mln(

We also need a simple chain rule [13, Lem. 11], which states that

A|BX), > HE,

min

(AlB), — log | X| (52)

mm (

where X is a (classical) register of dimension | X|. Finally, we note that
Hpmax(X), < log|{z € X : Pr[X =] > 0} (53)
P
by the monotonicity of the Rényi entropies [5]. A more extensive review of the smooth entropy calculus
can be found in [7] and in [?].
4.1.2 Entropic Uncertainty Relation

We state the uncertainty relation in a natural form applied to the situation at hand. This relation forms
the core technical ingredient of our security proof [7, Cor. 7.4].

Theorem 4. Let Tapcp € S(ABCP) be an arbitrary state with P a classical register. Furthermore,
let e € [0,1) and let q be a bijective function on P that is a symmetry of papcp in the sense that
PABC,P=p = PABC,P—=q(p) JOT all p € P. Then, we have

1
(X|BP), > log —, where (54)

Cq

g
HHIIH

(X|CP), + HE

max

2
where ¢, = Maxpye p Max, Lcx ||Fg(p)’r (Fﬁ’z)THO@. Here, oxpcp = Ma_,x|p(TaBcp) for the map

Masxip|- —trA<ZZI$ (IpXplp © F5*) - (|p><p|p®F£’$)*<x|X>. (55)

pePzeX

and any set (indexed by p € P) of generalized measurements {F}"},cx.

11



This uncertainty relation was first shown in [7], based on the techniques introduced in [10]. The differ-
ence to [7, Cor. 7.4] is that we here account for general measurements, whereas previous bounds assumed
that F"* > 0. We provide a full proof of the uncertainty relation in Appendix A for completeness.

4.1.3 Universal, Hashing and Leftover Hashing Lemma

Universal hashing is used twice in the analysis of the quantum key distribution protocol: first in the
error correction step to ensure the correctness of the protocol (Theorem 2), and then in the privacy
amplification procedure to guarantee the secrecy of the final key.

Definition 4 (Universal, Hashing). Let H = {h} be a family of functions from X to Z. The family H
is said to be universaly if Pr[H(z) = H(2')] < ﬁ for any pair of distinct elements =,z € X, when h is
chosen uniformly at random in H.

In this work we do not need to specify any particular family of hash functions, and it suffices to note
that such families of functions always exist if |X'| and |Z| are powers of 2. (See, e.g., [1, 12].)

We now state a version of the Leftover Hashing Lemma is, up to a slight change of the definition of
the smooth min-entropy, due to Renner [4, Corr. 5.6.1]. The proof of this exact statement is provided in
Appendix B for the convenience of the reader.

Theorem 5. Let oxpr,0xm € Se(XE') be a classical-quantum state and let H be a universaly family
of hash functions from {0,1}" to {0,1}*. Moreover, let pgun = >, o3 ﬁ |h)(h|gu be fully mized. Then,

(Hmin (X|E")5—£)

_1 ~
lwksnp — XKk @wgap|1 <272 +2lloxe —oxp (56)

where xXxg = 2—1,3idK s the fully mized state and wggnp = try (Ef(aXE/ ® pSH)) for the function

f:(x,h) — h(x) that acts on the registers X and SH.

4.2 Correctness: Proof of Theorem 2

We wish to upper bound the probability of the protocol not aborting and outputting distinct final keys
for Alice and Bob.

Proof of Theorem 2. We consider the following chain of inequalities:

Pr{Ks # Kp AFP = F* = J] < Pr[Ks # Kp A F* = ] (57)
= Pr{Hpu(X) £ Hou(X) A HoolX) = HoX)] (59)
< PIX # X' A HoolX) = HooX')] (59)
= Pr[X # X' Pr{Hee(X) = HeoX')| X # X (60)
< Pr{Hoc(X) = Hoe(X') | X # X (61)
< oo =270 (62)

The first inequality follows since we ignore the status of the flag FP°. The second inequality is a
consequence of the fact X = X’ implies Hp,a(X) = Hpa(X’). The third inequality follows since Pr[X #
X'] €1 and the last one by definition of universal, hashing. O

4.3 Measurement Uncertainty: Bound on Smooth Min-Entropy

The crucial bound on the smooth entropy of Alice’s measurement outcomes follows by the entropic
uncertainty relation, suitably applied.

12



Proposition 6. Consider the state oxyvywsngsgerver as in (27) after measurement and parameter
estimation. Let € € [0,1). Then, with ¢ defined in (6), we have
HE

min

- 1
(X|[VWSUSESOE, FPe = ), + HE, (X|Y,FP® = /), > nlog =E (63)

max

Proof. Consider the state 74y sug=se prep|pre—y defined in (25) and note that it is of the form

TABVW STSES® reB|Fre=) = TABVW SUSEFrep|Fre=y ® pPge. (64)
This is the state of the system after parameter estimation and after measuring V' and W, but with the
measurement of X and Y (in the basis determined by ©) delayed.
Let us now apply Theorem 4 to this state. For this purpose we equate C = VW EFP® and P =
SUSZESO . The symmetry is determined by the map ¢ : 8 — 6 with 6; = 1 — 6;, which only acts on S©.
The measurement map is then simply M 4_, x|snge and we can calculate

’Mj:(ij:)THZC = max (H cz-) — " (65)

Cq = max max
TE€lly k 0,2,2€{0,1}"

WEHmYk

1ET

Theorem 4 applied to our setup thus yields

HE, (X|[VWESYS=S® Fre = y), + HE

min max

(X|BS"S=S® FPe = f), > nlog% (66)

Finally, the statement of the Proposition follows by applying the measurement map Mp_,y|suge and

noting that HE, (X|BSMSES® Fre = y), < HE, (X|Y,FP® = /), by the data-processing inequality.
O

ax(

Remark 2. Observe that the right hand side of (66) can be further bounded as
nlo L min Z lo ! >nlo ! here ¢= ma ! Z c (67)
- = — - W = x [ = i |
& C mE i ppaed & c | & é’ €L, \ T ich

using the concavity of the logarithm function (or the arithmetic-geometric mean inequality).

4.4 Parameter Estimation: Statistical Bounds on Smooth Max-Entropy

This section covers the necessary statistical analysis. This replicates the analysis in [9], but we are more
careful in working out the details here. We will use the following tail bound.

Lemma 7. Consider a set of binary random variables Z = (Z1, Za, ..., Zm) with Z; taking values in
{0,1} and m =n+ k. Let Il € IL,,, 5, be an independent, uniformly distributed random variable. Then,

2
< exp < - 21/2nk> (68)

br (n+k)(k+1)

N Zi<ks A Zizn(d+v)

€Il ‘€Il

Remarkably this bound is valid without any assumptions on the distribution of Z.

Proof. Let u(z) = % Zie[m] z;. Consider the following sequence of inequalities:

1 1 1 1
PrlkZZigé/\nzZiZcPrl/ < Pr EZZiZ%ZZiJrV (69)
iell i1l €Il iell
1 1
= Z Pr[Z = z]Pr EZ%Z%ZZI-—FV (70)
ze{0,1}™ iell i€l
— Y Pz=4Pr llzzi >ux)+ ™
n — - m
z€{0,1}™ i€l
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Here, the first inequality holds since A = B implies Pr[A] < Pr[B] for any events A and B. The
first equality follows from the fat that II is independent of Z. The last equality follows by substituting
> ien % = mpu(z) — Yo % and rearranging the terms appropriately.

Now note that the random sums S, := >, 2; can be seen as emanating from randomly sampling
without replacement n balls labelled by z; € {0,1} from a population z with mean u(z). Serfling’s
bound [6, Cor. 1.1] then tells us that

1 kv kv\? 1 nk?
Pr ESn > u(z) + m} < exp (— Qn(m) = f;’{) = exp ( — QVQMM) : (72)

where we substituted f; = % Tt is important to note that this bound is independent of p(z). Thus,
substituting this back into (71), we conclude the proof. O
With this in hand, we wish to bound the smooth max-entropy of the state conditioned on passing

the parameter estimation test.

Proposition 8. For any v € (0,1), define

nk?v?
e(v) :==exp < WM) . (73)

Consider any state o xy v as in (27) after measurement and parameter estimation. For anyv € (0, 1 —4],
we set p = Pr,[FP® =[] and ¢’ = £(v)/\/p. Then, the following implication is true:

p > e(v)? = HE

max

(XIY, FP* =£), < nh(3 +v), (74)
where h : x — —xlogx — (1 — x)log(1 — x) is the binary entropy.

Roughly speaking, this result is a consequence of that fact that, conditioned on any particular value
of Y, the support of X is restricted since the number of errors (positions where x; # y;) is bounded when
we pass the parameter estimation test with sufficiently high probability.

Proof. We use the shorthand € = (). We show that the second statement holds if we assume p > 2.
Using Lemma 7 below, we find

lir [Fpe =L A Z X, #Y:} >n(0+ V):| (75)
1€[n]
P | S B AW <k A Y UK AV 2| <2 (76)
i€ (k] i€[n]

Thus, using Bayes’ rule, we conclude that the event Q = 1{ Diem HXi #Yi} 2 n(6+ v)} satisfies
&2
Pr[Q]FPC:l]SE (77)

Now consider the state Gxy pre = Gxy ® | L) L] ppe determined by the relation

Pro[X=a Y—y|F"= L] ¢ S Uz £y} <n(6+v
f;r[X =z,Y =y|= { l—Pra[ﬂ(\)FP =£] elsezle[nl (@i # i} ( ) ) (78)
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This state is close to 0 xy pre|pre— y as we will see in the following. We evaluate

\/F(UXYFPe\FPe:,Ka5XYFPe) (79)
= > \/l?}r[X =2,Y = y|Pr[X = oY = y|Fre =[] (80)
z,ye{0,1}"
B _ _ Pr,[X =2,Y =y|FP¢ = /]
= ¥ Sate i <nten R (51)

z,ye{0,1}™  *i€n]

2
— JT=PrQ]Fre] > 4 [1- = (82)
a p

In the last step we used (77). From this we conclude that P(oxy pre|pre— y,0xyFre) < €', and, as a
consequence HE, (X|V,FP® = J), < Hupax(X|YFP®) 5 = Hypo (X|Y)5.
Finally, it remains to show that Hp,.x(X|Y)s < nh(d + v). We have

Huax(X[Y)5 = log ( > 2Hmﬂ*<X'Y‘y>‘"’> (83)

ye{0,1}n

< 1 ‘ 0,117 : Pr[X = z|Y = o‘. 84
< anax og|{x € {0.1)" : PY[X = afY =y] > 0] (84)

Here we used that the Rényi entropy is upper bounded by the logarithm of the distribution’s support [5].
The ultimate inequality, which states that

log Hx € {0,1}" : Pr[X = 2|V = y] > OH < nh(s + v), (85)
follows from a combinatoric argument in Claim 9 below. O

Claim 9. Inequality (85) holds.

Proof. Note that by definition of &xy, we have

{eetoy px =ay =y >0}[ < 3 1{ S M #u) < n<a+u>} (56)

z€{0,1}" i€[n]
= Z 1{Zei<n(6+u)} (87)
ec{0,1}n i=1
" [n(s+v)] n
:Z(/\>1{A<n(6+u)}= Z (/\) (88)
A=0 A=0

Here, in order to derive (87) we reparametrize e; = x; xor y;, indicating if there is an error at the i-th
position. Finally, in (88) we substitute A = """, e;, the total number of errors.

The inequality ZE\":(S'W)J () < 27hHY) (see, e.g., [11, Sec. 1.4]) then concludes the proof. O

4.5 Secrecy: Proof of Theorem 3

Once Propositions 6 and 8 are established, the proof of Theorem 3 essentially follows by an application
of the Leftover Hashing Lemma and a few technical ingredients. The following lemma allows us to bound
the smooth min-entropy when conditioning on events.

Lemma 10. Let e € [0,1), let oapxy € S(ABXY) be a state that is classical on X and Y and let ) be
an event on X and Y. Then, if p = Pr,[Q] > ¢, there exists a state Fapxy such that

1. €
§||UABXY — O—ABXY‘QH < - and Hmin(AX|BY)& > Hfmn(AX|BY)U — 10g

. S (®9)
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Proof. We assume that p > ¢ and let A = HZ; (AX|BY),. By the definition of the min-entropy, there
exists states 74 x gy and 7y such that 6 4xpy < 2 %idax®7py and P(Gaxpy,0axBy) < €. Moreover,
without loss of generality [7, Prop. 5.8] we can assume that G 4xpy is classical and X and Y.

Define GaxBy = Gaxpy|q and set p = Prs[Q]. Since 6axpyjo < %6AXBY we immediately find

min min ( (90)

1 1
Hpin(AX|BY )5 > HE, (AX|BY), —log = > HE, (AX|BY), — log
p p-

Furthermore, by the monotonicity of the purified distance under trace non-increasing maps, we have

€> P(GaxBY,0AXBY) (91)
> P(p-0axBy|Q: P OAXBY|Q) (92)
1,_ _ 1, _
> 5”17 “Gaxpy|o —P-oaxBY|al, + 5\17 —p| (93)
_ N 1 N
= §||p(0'AXBY\Q - UAXBY\Q) —(p —P)UAXBY|QH1 + 5”(27 _p)JAXBYmHl (94)
1
> §PHUAXBY\Q - JAXBY|Q||17 (95)

where the last inequality follows by the reverse triangle inequality of the trace norm. Hence we have
established that 7H0A3Xy — O'ABXY‘QH < £ concluding the proof. O]

Let us first proof the following technical statement, of which Theorem 3 will be a corollary.
Proposition 11. Define e(v) as in Proposition 8 with v € (0, 3 — 8) large enough such that e(v) < 274,

Then, the state wi,kyscrr = qkd-simpley , s.. .(papE) satisfies

1
Pr [F= (L L) inKASCFE\F: (LL) — XKa ®WSCFE|F:(,L,K)H1 (96)

2—9(v)

< max { VEW), e) 4+ [ er (97)
e(v)2

where g(v) :=nlog L —nh(6+v) —r—1t— L.

Proof. Combining Propositions 6 and 8, we have that either

p=Pr[FP®=J] < \/e(v) or s (X|[VWSTSESOE, FPe = ), > ng, (98)

mln

where we set ¢’ = £(v)/,/p using the notation of , and ¢ = log 2 — h(6 +v). In particular, () is defined
as in (73) with v € (0,5 — 8]. In the first case we directly conclude that indeed

f:)r[Fpe =F=/] < elv). (99)

and the statement of the proposition thus holds.
In the second case, since p > \/2(v), we have that ¢’ € (0,¢()?/*) and the smooth min-entropy is
thus well-defined. The following chain of inequalities holds:

ng < He, (X|STSESOCY E, FP° = )), (100)
< Ho, (X|STSES9CY CZ R, FPe = f), +r (101)
— HE, (X|STSE5O5He OV CZ B FPe = [y, + 7 (102)
< H (X|SMSESO§HeCV CZCT P B, FP° = [); + 1+t +1 (103)

These inequalities cover the error correction step of the protocol. The first inequality follows by relabelling
V to CV and discarding W, an instance of the data-processing inequality. The transcript register C'#
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contains the syndrome sent from Alice to Bob and the inequality (101) follows by the chain rule in (52),
and the fact that log |C?| = r. The register SHe in the state pgu.. is independent of . Finally, the
register CT contains the hash of the raw key X and F° is a binary flag indicating whether the error
correction step succeeded. The last inequality (103) then follows again from (52) and the fact that
log |CT| = t. Summarizing S’ = (ST, 5%, 89, §Hec) as well as C = (CV,C%#,CT), and F = (FP¢, F*°) as
usual, we can thus write

X|S'CFE,FP*=)), >ng—r—t—1. (104)

mln (

We now want to condition on the event F'°° = [ that the error correction step succeeds. For later
convenience, let us introduce the notation p’ = Pr[F*¢ = [ |FP° = /]. Lemma 10 now reveals that either
p’ < y/e(v) and, thus, (99) and the statement of the proposition holds, or there exists a state x s crg
such that

“|oxsicre — oxsicrer=(r.pl; < = < W)
2 ’ P p'p

1
Hyin(X|S'CFE)s > ng—r —t—1—log —
p J—

and (105)

(106)

s >ng—r—t—1—log
€ e(v)?
L . . 1 1 . .
To simplify the second line, we used that p’ — &’ > \/e(v)(1 —e(v)*) > 11/e(v), using the assumption
that e(v) < 27% in the last step.
Finally, we want to apply Theorem 5 to the state ox s crp|r=(y,¢) and the seed pga,.. This covers
the final protocol step, privacy amplification. Theorem 5 reveals that

—_

_1 . 4 o e\v
slwrasoreir=r.0 = xra ®wsorpr= Lol < 52 3 (Hoin (XIS'OFE)5—2) 4 % (107)

2—(ng—r—t—1) E(V)

+
e(v)z p'p

(108)

Note in particular that the map &y defined in Theorem 5 exactly correspond to the privacy amplification
step in Section 2.3, marginalized to Alice’s system. O

Proof of Theorem 3. We use the notation of Proposition 11. Define the function ¢(v) = %log ﬁ which
satisfies ¢(0) = 0 and is strictly monotonically increasing in v. On the other hand, g(v) is strictly
monotonically decreasing in v and clearly satisfies g(§ — &) < 0. Hence, if g(0) > 0 (as in the assumption
of the theorem), then there exists a point v, € (0, — ) such that e(u,) = 2759().

We now plug this solution into the statement of Proposition 11. We find

f;r[ = (L 4)] QHWKASCFEW (L L) — XKa ®WSCFE|F= (L, 1) H { , 2¢( V*)} (109)
< e, (110)

where in the last step we exploited the assumption that £(v,) < 27%. Hence, the statement of the
theorem follows by substituting esec(v) = 1/€(v). O

Part 11
Prepare-And-Measure Protocol

In this part, we discuss a more realistic prepare-and-measure (PM) version of the QKD protocol, es-
sentially BB84 [?], and prove that its security follows from that of the idealized protocol, provided that
some additional assumptions are made.

We first describe the realistic version of the protocol in Section 5 and establish its security in Section 6.
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(KAa Kg,S,C, F) = qkdprM,k,n,(S,ec,pa (NA%B>:

Input: Alice and Bob have access to a quantum channel N4_,5 : A — B where A = Apay and By are
comprised of M quantum systems.

Randomization: Alice and Bob respectively choose two random strings ®4,®5 € {0,1}*. Both
parties further agree on a random subset II € II, ;, and random hash functions H.. €
Hee as well as Hp, € Hpa. The corresponding uniformly random seeds are denoted S =
(94, §%s QU GHee GHpa),

State Preparation: Alice chooses a random string 7 € {0,1}™ and prepares a quantum state pg’d’“,
encoding the string r in the measurement basis corresponding to ¢ 4.

State Distribution: Alice sends the state pg’m through the quantum channel A and Bob receives the
output state pj** = N(p;{‘“).

Measurement: Bob measures the M quantum systems with the setting ®p, and stores his ternary
measurement outcomes in a string T € {0, 1, (Z)}M , where () denotes an inconclusive measurement
result. Bob publicly announces both the value of ®p, with transcript C®# and the set Q C 2[M]
of indices such that Tq, € {0, 1}‘Q| and Tg = ¢M=I2 The corresponding transcript is denoted C*2.

Sifting: If it exists, Alice publicly announces a set ¥ C €, with transcript C* of cardinality m, such
that ®4 and ®p coincide on ¥, and sets the flag F*f* = /. Otherwise, she sets F*f* =1 and they
abort. The respective binary substrings of R and T restricted to ¥ become the raw keys. As in
the idealized protocol, they are denoted (X,V) and (Y, W) for Alice and Bob, respectively. Here
V, W are of length k£ and correspond to the indices in II, whereas X, Y of length n correspond to
indices not in II.

Parameter Estimation: Alice sends V to Bob, the transcript is denoted C'V. Bob compares V and
W. If the fraction of errors exceeds §, Bob sets the flag FP® = ‘1’ and they abort. Otherwise he
sets F'P¢ = </’ and they proceed.

Error Correction: Alice sends the syndrome Z = synd(X) to Bob, with transcript CZ. Bob computes

X = corr(Y, Z).
Alice computes the hash T = He.(X) of length ¢ and sends it to Bob, with transcript C*. Bob

computes Heo(X). If it differs from T, he sets the flag F° = ‘1’ and they abort the protocol.
Otherwise he sets F°° = ‘/’ and they proceed.

Privacy Amplification: They compute keys K4 = Hp,(X) and Kp = Hpa(X) of length /.

Output: The output of the protocol consists of the keys K4 and Kp, the seeds S =
(8%8 81 GHee GHpa)  the transcript C = (C2,C%,CV,C%,CH) and the flags F =
(Fsift, Fpe [ee). In case of abort, we assume that all registers are initialized to a predetermined
value.

Table 4: Realistic Prepare-and-Measure QKD Protocol. The precise mathematical model is described
in Section 5. This protocol differs from the ideal version in several points: in particular, the input now
corresponds to the quantum channel N between Alice and Bob.

5 The Prepare-And-Measure Protocol

We consider the simplest possible implementation of a Prepare and Measure version of BB84. This
section provides the details of the protocol described in Table 4, for the steps where it differs from the
idealized protocol.
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The protocol gkd-PMy 4, 5 it cc.pa 15 Parametrized similarly as the simple protocol of Section 2, with
two extra parameters: an integer M > k+n counting the number of individual states prepared by Alice,
and a sifting procedure described by a classical map sift : {0, 1}M x {0, 1}M x 2IM] — Ty, x {1, £}.

5.1 Preparation and Measurement Devices

Bob’s measurement operators are the same as in the entanglement-based protocol, although they now
need to be specified for indices in [M] and have an additional outcome, ‘}’, corresponding to an inconclu-
sive result. An inconclusive result can for instance occur when no detector clicked (photon loss) or when
more than 1 detector clicked (shot noise). Bob’s measurement on subsystem B; is a binary generalized
measurement {Mg;t}te{o,w}-

Alice’s, on the other hand, is able to prepare states pﬁf’ where 7, ¢ € {0,1} on each subsystem A;.

5.2 Mathematical Model of the Protocol

He we describe in detail the mathematical model corresponding to the protocol in Table 4.

Input: The realistic protocol gkdPMy; ;5 it ec pa W€ cCOnsider is a ‘prepare and measure’ protocol,
based on BB84, and the role of the input is now played by an (arbitrary) quantum channel N4, p
between Alice and Bob. Here A = Ay and B = Bjyy.

Randomization: The random seeds are modeled similarly as for the idealized version of the protocol.
Here, the seed S® corresponding to identical measurement settings is not provided directly. Instead,
Alice and Bob initially choose independently two strings ® 4, ®5 € {0,1}, and it will later be the role
of the sifting procedure to produce a set of identical measurement settings ®. The random choice of the
strings ® 4, ®p is modeled by two registers S®4, S5 in the state

1
Psea @ pgep = AM Z |pafdalgen @ |oBNdBlges 5 (111)
$a,0p€{0,1}M

where {|¢4)}, {|¢5)} are orthonormal bases of S®4 and S®# respectively.

The other random seeds pgm, pg#ec, pgip. are identical to the idealized version.

State preparation: Alice randomly chooses an M-bit strings r € {0,1}*. This is modeled as an
extra register R in the state

=gy > Il (112)

re{0,1}M

where {|r)} is an orthonormal basis of R.
Alice then prepares a state using the map

Pooaipsra ()= 3 (INNrlp @ 16Xlsen ) - (Ikrln @ [6Xolses ) @050 (113)

r,¢e{0,1}M

where p2¢ = ®fvi1 pTAifbi.z Applying this map to the seeds in registers R and Sg, gives:

1 r
Prsvas=qr D, IMNrlr @ [0)Slsna @ P47 (115)
r,¢e{0,1}M

2In an ideal implementation, the states pT’¢A would be given by

PO =1o)0, PO =111, POt = XL pht =) (114)
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State distribution: Alice sends her register A to Bob through the quantum channel N': A — B. The
state shared by Alice and Bob is given by:

PRS®AB = NA%B(PRséAA/) (116)
1 T
=0 D IXrla @ [6Xdlsen ® o, (117)
r,¢€{0,1}M

where we defined p” = N/ (pff)).

Measurement: Bob measures each of his M quantum systems in the basis corresponding to ®z and
stores his measurement outcomes, either 0, 1, or () in the case of inconclusive outcomes, in a string
T € {0,1,0}™. The measurement map Mp_raises BS®s — TBQS?s is defined as:

T
Mg rases()= Y. Y. [twigen (ME' @ 16)elsns ) - (ME' @ 16)elsns ) (Elpon

¢e{0,1}M te{0,1,0}M

(118)
where w = w(t) is the subset of [M] where t takes values in {0, 1}, namely
w(t)={ie[M] : t; #0}. (119)
The state of the total system after Bob’s measurement is given by
1 r A\ T
TRTCOBS*ASTE = W Z ‘r’t7w7¢A7¢B><T)t7w7¢A7¢B|RTcszs<l>AS<1>B ®MgB7th7¢A (MgBJ) .
r,¢a,¢p€{0,1}M
(120)

Sifting: Bob publicly announces the content of the register S®2 together with the description C*? of
the set  of indices corresponding to conclusive measurement results.
Alice then applies the sifting map, a classical map ‘sift‘defined as follows

it :{ {0,1,03% x {0, 1,0} x 2 Ty x {L, 4} (121)

((I’A,(I)B,Q) — (Z,FSift)

where ¥ is either the first subset of {2 of cardinality m in the lexicographic order where ® 4 and ®p
coincide, if such a set exists, or else o is set to [m]. In the first case, the flag F*f is set to f, otherwise
it is set to L and the protocol aborts.

This classical map is lifted to give a CPTP map Eg g = S®45%8C? — C¥COFsiftgPag%5

We then define an CPTP map &, that considers the set ¥ and the subset II and reorders the registers
of Apay, By Biargs Tiar and puts the k registers corresponding to the subset IT of ¥ first, followed by
the n registers of the subset II of 3, while tracing out the remaining (M — m) registers, and creates a
new register S containing the restriction of ® 4 to

Ero : CZ ST Ay Bian R Tian ST 5% = AnosV Bros W Afion X Bop Y C¥S* ST SP45%2 - (122)

We will sometimes abuse notation and denote A for AnosAfoy (and instead for B) when it is clear
that we consider a state after the map &., was applied.

Remaining steps: The remaining steps are as in the entanglement-based QKD protocol.
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Step Input State Output State

Input: N

Randomization: Pss @ pgep @ Psu & PsHec © Pgtpa
State preparation: PRS®A PRS®A A/

State distribution: PRS®A A PRS*A R

Measurement: PrRs®ap @ Psen = ORTC2BSAS%E

Sifting: ORTC2BS?A5%s @ Psn =  OywXYBS®SIOQOS psift

Parameter Estimation: oyw = OCV Fre

Error Correction: OxXy @ PgHec = Ox %oz pec

Privacy Amplification: oy ¢ ® pgrpa = WKL KpCH

Output: WK A KpSCF

Table 5: Evolution of the registers during the execution of the realistic Prepare and Measure QKD
Protocol.

6 Security: Reduction to the Entanglement-Based Protocol

The security proof should establish that for any input channel N4, 5 given to qkd PMy/ ;. . 5 oo 1a» €ither
the protocol outputs secret identical keys, or else it aborts. In the same spirit as the entanglement-based
version, we define the security parameter

1 .
AN km,decpa = SUD 5"qkdprM’k’ny&ec’pa(NA%BE) - qkd—ldealMykyn’g,ecypa(NAHBE)’

A—BE

. (123)

where again gkd-idealj;; , 5.c . 1S defined analogously to the entanglement-based case and simply
replaces the output of qkd PMp; . 5. no(Naspr) with a perfect key in case the protocol does not
abort. Here, the channels A4, gg have an additional output that goes to an eavesdropper, and it again
suffices to consider maps where F is finite-dimensional.

Establishing security proof thus boils down to showing that this trace distance is small for all such
channels. The following Lemma, along the same lines as the discussion for the entanglement-based case,
gives a sufficient condition for this.

Lemma 12. If, for every Napg as in (123), the state wi,xyscre = qkd PMy; ;5. (Napr)
satisﬁes %HMKAKBSCFE‘FSiftz,K — XKsKp ®wSCFE|FSift=,KH1 S €, then we have AM,k,n,é,cc,pa S €.

Our strategy is to show that the realistic protocol is equivalent to applying the idealized QKD protocol
on a virtual quantum state psp and that the random seed S® is uniformly distributed. For this, we
need to make explicit assumptions about (i) the state preparation on Alice’s side to make sure that no
basis information is leaked and (ii) the measurement device on Bob’s side to ensure that the invalid
measurement results do not depend on the measurement basis.

6.1 Assumptions on the Devices

We need to impose strict conditions on Bob’s measurement devices and Alice’s states in case we want to
reduce the security of the protocol to the entanglement-based protocol, and these will be discussed next.

6.1.1 Assumption 1: Alice’s state:

The state pra , 4 prepared by Alice should not leak any information about the basis choice ® 4, i.e., we
need that

trr(PRSAA) = P2, @ pA. (124)
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In other words, the marginal state p4. does not leak any information about the basis choice made by
Alice. Note that Assumption 1 is equivalent to

PR DR (125)

re{0,1}M re{0,1}M

for any pair ¢, ¢’ € {0, 1}M.
This assumption allows us to replace the state preparation by a virtual measurement.

Lemma 13 (Virtual entanglement). If Assumption 1 in (124) holds, then there ezists a state paar and
a measurement map M i, g2 such that

PROAA = Mo gisea (Paar @ pa,)- (126)

Proof. The assumption implies that the sum

1 r
pa=g D, Pi (127)
re{0,1}M

is independent of the parameter ¢. This in turn ensures the existence of an extension ps4: of p4 and of
measurement operators M, such that

T T
Z (MT7,¢) M:{fb =idy and pr4’¢ =tra (Mz’fﬁpAA/ (M:f’) ) . (128)
re{0,1}M
Let us therefore define the measurement map My, piges : A'®4 — RAD4:
T T T
Macmga(d= Y S I (My @ 16Kels, ) - (A2 @10K6ls, ) (rln. (129)
re{0,1}M ¢e{0,1}M

One can easily check that pre,a = My gisea (paar ® pa,)- O
6.1.2 Assumption 2: Bob’s measurement:
Bob’s measurement map can be decomposed as follows:
Mp_raisrs = Mpris05 © Mo, (130)

where Mp_.q : B — Bf) is given by

Mpoa()= > |w)o (M3) - (Mz) (], (131)
se{0,0}M

where w(s) = {i € [M] : s; # 0}.
This decomposition allows us to perform the sifting operation prior to the actual measurement, i.e.
the sifting step and the measurement commute in the sense of the next lemma.

Lemma 14. Assume Assumption 2 holds. For any state pa g, define

parBescege prsite = Ero © Esitt © MB(paBE ® pgea ® pger ). (132)

Then, the state conditioned on the sifting procedure passing satisfies:
PA'BS®CTCOE|Fsift=y = PA'BCTCOE|Fsitt=y @ P32, (133)

where pge = 5 Zqﬁe{o’l}m PN Pl -
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Proof. Since the map Mp_,q only acts on register B, independently on the value of ®p,

Mpoa(paBE ® psra ® pgep) = parpoar ® Psra @ Pgos, (134)
where the state pa pocor = Mp_a(pape) can be expanded as:
y s\ T
PA'BCOE = Z w)oa (Mp) pase (Mp)' (Wlen - (135)
se{0,0}M

The classical map ’sift” has the following property: for any string 6 € {0,1}* and any subset 2 C [M],
if the sifting succeeds, then

sift(pa + 0, 65 + 0,Q) = sift(d 4, b, Q). (136)

The map &, examines the register S*4 and puts its content (restricted to the set X determined by
the sifting map) into register S®. The above property of the sifting map ensures that the value of ® does
not depend on 2. Moreover, it ® 4 and ®p are initially independent and uniformly distributed, then so
is ®.

This proves that whenever the sifting test passes, the output state takes a tensor product form:

pA’BS‘I’CECQE\FSi“:,L = pA’BCECQE|FSi“:,K (024 pPsS®. O

6.2 Security Statement and Proof
Under these assumptions, we show that the realistic QKD protocol is secure.

Theorem 15. Under Assumptions 1 and 2, if the protocol qkd_simpley , 5 .. ., 1S €-secure with ¢ eval-
uated for the measurements specified in Lemma 13, then gkd PMy; ;. 5 it oc pa 05 QLSO €-secure.

Proof. Let us consider the input state prs,p ® pgep The assumption on Alice’s state preparation
together with Lemma 13 proves the existence of a state papp ® pger = Naspr(paa) ® pgep such
that pre,B = Marisea(Pars ® pgoa).

Define the QKD protocol gkd -modifiedj n s,cc,pa Similarly as the idealized version of the protocol,
gkd_simpley . 6.cc,pa, With the exception that the randomness for the measurement basis choice is ex-
plicitly given as an input. In particular, one has:

qkd modified; , 5. a(PA'BE @ pge) = qkd_simpley , 5. .(Pa'B)- (137)

The sifting map Eipr ® M p_.q commutes with MA,_)R|S<1>A, which implies that
Eitt @ Mpa (pro,B) = M, gisra © Esit @ Mpa(pas © pges) (138)
= My, pisa (parBsec=pitt). (139)

Moreover, using Lemma 14, conditioning on the sifting test passing, one obtains p 4 pgecscop|psitn_y =
parBeEC2E @ pse, which means that

qkd modified; , 5.cpa (pA/BsécicﬂE‘Fsift:l) = qkd_simple; ,, s .. .. (ParBC=CoE) - (140)

Let us now collect E/ = C¥C®E. Finally, if the sifting test passes, one has the following equalities:

akd PMy; 4 s it oepa(NasBE) = qkdmodified, ,, s .. oo (PaBs® gy per—y) (141)
= qkd_simple; ,, 5 cc oa (parBE’), (142)
which, together with Lemma 12, concludes the proof. O
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A Proof of Entropic Uncertainty Relation in Theorem 4

We will show that HE ;| (X|CP), >log L for the definitions given in Theorem 4. (Note
that we have changed notation here by interchanging B and C'.) For this purpose, we first introduce the

Stinespring dilation isometry of the measurement map Mx. This is the isometry Vx : PA — PAXX'

(X|BP), + HS

max

given by

Vii= 303 ey @ ) @ ol p © FL (143)
peEP zxeX

Now note that oxgp has a natural purification in
oxxapcopp = Vx(Tapep ® 1/JPP/)V;( ; (144)

where ¥ pps is a maximally entangled state and 74pcp is any purification of T4pc.
The proof is now split into two parts.

e The main technical difficulty lies in Lemma 16 below, which asserts that

g
Hmln

(X|BP), > HE,

min

(X|X'ABP), + log Cl . (145)

q

e Then, applying the duality relation in (50) to (145) yields

H:, (X|BP), + HE

min max

1
(X|cppr'), > log —. (146)
q

The desired result then follows from the DPI in (51) applied for the CPTP map trp, and the fact
that oxcp is isomorphic to oxcop.

Lemma 16. FEquation (145) holds for oxx:apcppp: defined as in (143)—(144).

Proof. Let us consider the following unitary rotations (permutation):

Qr = la®)Xp|p- (147)

peEP

that exchange p with its conjugate, ¢(p). Clearly we have Qp(pABcp)QTP = papcp due to the symmetry
condition on ¢. Based on this we define the isometry

Vx = QpVxQh =D |2)x ® [2) 5 ® [p)plp @ 5P, (148)
peEP zeX
and note that
VxVioxxapcrVx Vi = QpVxQhb(papcr)QpVEQL (149)
= QpoxxapcrW. (150)

The CP trace non-increasing map VXV;;()VXV;( coherently undoes the measurement in the basis de-
termined by ¢ and then instead measures in the basis determined by ¢(p).

By the definition of the smooth min-entropy, HZ;,(X|X'ABP), = A, there exists a state 6xx/app
with P(oxx/app,0xx app) < € and a state wx app € S(X’ABP) such that

Gxxrapp <2 Vidx ® wx/app- (151)
Next we consider the CP trace non-increasing map

Fxasxipl ] =3 trxa (WEVVE el - Ip)plp Vi Vi ). (152)
peP
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From (150) we learn that f[UXX/ABp] = oxpp. Thus, using the fact that the purified distance con-
tracts (47) when we apply F, we find that the state 6xpp = f[&XX/ABp] satisfies

P(6xpp,oxBpr) < P(Gxx'aBpP,0xx'aBP) < €. (153)

Furthermore, Applying F on both sides of (151) yields
ixpp < 2 A Flidx @ wxragp] =2 Mrxoa (WEVVE (idx ® Oxrapp) Vi VAW 154
OxBpP < idx ®wx’aBpP rxa (WhVxVy (idx @ oxrapp)VxVyWp ), (154)

where Gx app = ) e p [PXPIp @ W%/ ap With &% 45 = (plwx apP [p)p- Let us now simplify the right-
hand side of this inequality using Claim 17 below, which asserts that

]:[idx ®WX/ABP} §cq'ZidX®|p><p|P®(sz3. (155)
peEP

Combining this bound with (154) yields

Gxpp <2 ¢ idx ® Z [pXplp ® & - (156)
peP

Since 3 ptr(wp) = 1 by construction and P(6xpp,oxpp) < € due to (153), the definition of the
smooth entropy implies that

H: .. (X|BP)s > X\ —logc, = Hy,, (X|X'ABP), —logc,, (157)
concluding the proof. O
Claim 17. Equation (155) holds.
Proof. First, we note that
. 2 N
WEVVE =" 3 [aalx @ [2)alx © )Xol @ FAP* (F57)" (158)
pEP x,z€X
and, hence, we can simplify
Flidx ® wx app]
=3 > laaly @ la@Na®)lp © (el tra (FA7 (F5) 8 ap PR (F7) ) 120y (159)
pEP x,z€X
\T 2\ T 2z oy T N
<Y Y ledalx @ la@Xa®)lp @ | FRT(EL ) FAH (FR)| (s (@%oap) 1 (160)
peEP z,zeX >
@ oy ]2 .
=3 Y lekalx @ la@Xa@)lp @ | FAP (F5) | (el ks ) x (161)
peEP x,zeX >
< max max || FA7 (F57) H ST ledelx ® [pXplp © (2l &g 12) (162)
peEP x,ze X
=cg- Y idx @ [p)plp @ @Y. (163)
peP

To establish (160) and (161) we used the fact that LTL < |LTL|| id = ||L||% id for every linear operator
L by definition of the operator norm. The final equality (163) follows from the definition of ¢. O
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B Proof of Leftover Hashing Lemma in Theorem 5
We will use the following Proposition due to Renner [4, Cor. 5.5.2].
Lemma 18. Using the notation of Theorem 5, we have

lwiesHm — Xix @ wsn gy < Vir(oxg) - 272 Hein(XIE)e=0) (164)

Note that the trace term can be ignored since it is always upper-bounded by 1.
Proof of Theorem 5. We apply Lemma 18 to the state &x g/, which yields
|0k sHE — XK ®Wsnp|1 < 93 (Hmin(XIE5=0) (165)
Here, O gup = trx (Sf (6xp ® pSH)). Then, exploiting the triangle inequality, we find
lwisap — XK ®wsr g

< ||(:]KSHE/ — XK ®(:}SHEI||1 + ||(:)K5HE/ — wKSHE,Hl + ||(:)5HE/ — wSHE,Hl (166)

< 273 (Hmn(XIEY =) 4 95— ox 1 (167)
as desired. Here we used the data-processing inequality for the trace norm, which implies that
|Wnp —wsnplly < |Wxsnp —wrnplh < ||oxe @ psn —oxp @ psuly = 6x5 —oxe . (168)

O
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