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Quantum cryptography achieves a formidable task — the remote distribution of secret keys by
exploiting the fundamental laws of physics. Quantum cryptography is now headed towards solving
the practical problem of constructing scalable and secure quantum networks. A significant step in
this direction has been the introduction of measurement-device independence, where the secret key
between two parties is established by the measurement of an untrusted relay. Our protocol could
be employed to build high-rate quantum networks where devices securely connect to nearby access
points or proxy servers, while at the same time eliminating many possible side-channels, preventing
their exploitation in in-field implementations.
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In a recent publication [1], we present a proof of
the security of a measurement-device-independent quan-
tum key distribution protocol using continuous variables,
specifically coherent states, and we further present a
proof-of-principle experiment, showing the feasibility of
the protocol. This presents a significant advance of
measurement-device independent (MDI) protocols [2–
11], while also advancing the field of continuous vari-
able quantum cryptography [12–20] from the conven-
tional point-to-point structure, to an end-to-end struc-
ture.

More specifically we show, theoretically as well as ex-
perimentally, that Alice and Bob can communicate indi-
rectly through an untrusted third party, while still main-
taining security. Their respectively generated coherent
states are sent to a relay controlled by this third party,
which could very well be the eavesdropper. The relay
performs a continuous variable Bell detection which, af-
ter having publicly announced the result, allows the relay
to establish correlations between Alice and Bob, without
correlating either of them with the relay. The proof-of-
principle experiment was performed in free space at 1,064
nm, see fig. 1.

We find, see fig. 2, that the optimal configuration of
the investigated protocol is an asymmetric one, that is
low loss for Alice allows Bob to tolerate a high amount
of loss, while still maintaining rates that surpass qubit-
based MDI protocols [2, 9–11].

In conclusion we have demonstrated the security of
a continuous variable measurement-device independent
quantum key distribution protocol, discussed the appli-
cations of asymmetric network configurations and per-
formed a proof-of-principle experiment which produces

Figure 1. Free-space experimental set-up. Alice and Bob
apply amplitude and phase modulators to a pair of identi-
cal classical phase-locked bright coherent beams. Alice’s and
Bob’s stations are private spaces whose internal loss and noise
are fully trusted. Losses in the links are simulated by suitably
attenuating the variances of the modulations. At the relay,
the modes are mixed in a balanced beamsplitter and the out-
put ports photodetected. Photocurrents are finally processed
to realise a CV Bell measurement.

high transfer rates compared to previous work.
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