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In quantum cryptography, to maximize secure transmission distance and remove detector side
attacks, physicists use the measurement-device-independent (MDI) method [1], which has been
experimentally realized [2]. In MDI quantum key distribution, anyone participating in the quantum
communication connects to an untrusted party, who is not a legitimate member in the quantum
communication. The secure communication relies on the untrusted party’s measurement. So
attacks on measurement devices are moved from legitimate members’ sides to the untrusted party’s
side.

In this paper [3], we investigate quantum cryptography with continuous variable (CV). Our
protocol utilizes squeezed state of light and homodyne measurement to maximize the secret key
rate. Some experiments on CV squeezed states have been done [4, 5], indicating that CV quantum
communication based on the squeezed state can be realized.

We design two kinds of CV MDI tripartite quantum communication protocols. One is quantum
cryptographic conference (QCC) [6] and the other is quantum secret sharing (QSS) [7]. QCC
enables each individual within a specific group to decrypt the encrypted messages published by
any group member, whereas nobody outside the group can successfully decrypt the secret messages.
QSS enables an authorized group of people to decrypt the secret messages by collaboration, but
any unauthorized group of people fails to decrypt the messages.

Both QSS and QCC protocols rely on the post-processed Greenberger-Horne-Zeilinger (GHZ)
state. In the entanglement-based (EB) scheme in Fig. 1, three legitimate members in communi-
cation, Alice, Bob, and Charlie, are connected with a fourth, untrusted person David. The secure
communication relies on David’s measurements, which removes any detector side attack in Alice’s,
Bob’s, and Charlie’s sides.

We solve the security of both QSS and QCC against two kinds of attacks: one is the entangling
cloner attack and the other is the coherent attack. The entangling cloner attack is a practical
individual attack, and the coherent attack is the optimal attack Eve can implement.

Fig. 2 shows the independent entangling cloner attack in each channel. Eve owns three indepen-
dent EPR pairs, i.e., three two-mode squeezed states. He injects one mode of each EPR pair into
the channel, through a beam splitter, and stores all the ancillary modes in the quantum memory.
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FIG. 1: EB scheme
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FIG. 2: EB scheme against independent entangling cloner attacks.

Fig. 3 shows a coherent attack in three channels. Eve takes three qumodes out of his globally
pure ancillary Gaussian state, and injects them into three channels through beam splitters, respec-
tively. The output states coming out of the beam splitters and the remaining ancillary qumodes
are all stored in Eve’s quantum memory.

We simulate the security of both QCC and QSS schemes against these two kinds of attacks.
The simulation results show that under independent entangling cloner attacks, the total maximal
transmission distances can be significantly enlarged when the transmission distances from Alice,
Bob and Charlie to David are unbalanced. Under coherent attacks, the maximal transmission
distances are markedly reduced. By comparing different coherent attacks, we finally obtain the
optimal coherent attacks in QCC and QSS.
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