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One of the most important challenges in the 

development of QKD networks is establishing secret 

keys beyond laboratory conditions. Thereby it is 

important to use a QKD protocol that guarantees 

secrecy in urban fibers with significant losses. 

We present the results on creating a 

heterogeneous quantum network across urban 

channels between two bank offices in Moscow. The 

developed QKD network uses the trusted repeater 

paradigm, where transport of secret keys between 

multiple users is realized over an intermediate trusted 

node. QKD networks can be presented as a connected 

graph, the vertices of which are nodes, and the edges 

are QKD links. The developed three-node QKD 

network is composed of two QKD links, each link 

connecting two nodes (see Fig. 1). The first link of 

the network generates quantum keys using the 

polarization-encoding scheme, and the second link 

employs the phase-encoding scheme [1]. In our 

experimental tests, the recently presented modular 

QKD device [2] and open-source platform for post 

processing have been used. Topology of the 

developed QKD network is illustrated in Fig. 1. 

The first link of the developed QKD 

network generates quantum keys using the 

polarization-encoding scheme on the basis of the 

BB84 protocol [3]. Alice uses LiNbO3 phase 

modulator to generate two pairs of orthogonal 

polarization states with a single laser source, solving 

the issue of pulses’ indistinguishability (see Fig. 2a). 

Bob’s device similarly select measurement basis with 

a modulator and rotates the output state of 

polarization backwards, for PBS to distinguish 

different bits. Only two SPDs are used due to the 

active basis selection, in contrast to the passive one. 

This link provides key exchange over 30 km in urban 

fibers with losses on the level of 13 dB.  

The second link relies on another optical 

layout for QKD, the phase-encoding scheme (see Fig. 

2b) with the use of the seminal BB84 protocol. This 

scheme has been already used for QKD across urban 

fiber channels [4]. This link allows establishing of the 

secret keys over 15 km in urban fibers with losses on 

the level of 7 dB. The post-processing procedure is 

described in Ref.  [5].  
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Figure 1 Quantum keys transport between three 

users over an intermediate trusted node. The first 

link generates quantum keys using the 

polarization-encoding scheme, whereas the 

second link employs the phase-encoding scheme. 

Figure 2 In (a) the first QKD link for generation quantum keys using the polarization-encoding scheme 

is presented, where L is the light source, PC is the polarization controller, PM is the phase modulator, 

VOA is the variable optical attenuator, QC is the quantum channel (urban fiber channel), PBS is the 

polarization beamsplitter, and SPD is the single photon detector. In (b) the second QKD link employing 

the phase-encoding scheme is presented, where CIR is the circulator, BS is the beamsplitter, DL is the 

delay line, SL is the storage line, SD is the synchro detector, IM is the intensity modulator, and FM is the 

Faraday mirror. 
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