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Abstract— This research proposes a new Position-Based
Quantum Cryptography (PBQC) protocol using a single verifier
and a single prover located in multiple physical locations
rather than the traditional PBQC model (single prover and
multiple verifiers). The protocol operates in two phases, identity
verification and location verification, and relies on encryption
to eliminate vulnerabilities to common PBQC attacks.

I. INTRODUCTION

Traditionally, cryptographic systems require authentication
using a set of credentials (something you know, have, or are).
However, in certain forms of secure communication it is also
necessary to authenticate the location of a party, somewhere
you are. This mode of authentication is known as Position-
Based Cryptography. Position-based cryptography has been
examined in the classical context and shown to be insecure
against colluding adversaries due to the adversary’s ability to
“run exactly the same copy of the Prover” allowing them to
impersonate the prover [1]. However, the concept has shown
promise in the quantum space due to the no-cloning theo-
rem’s capability to prevent an attacker from running an exact
copy of the prover without the prover detecting the attacker’s
presence. Several Position Based Quantum Cryptographic
(PBQC) protocols have been proposed. Each assumes a
single prover, P, and multiple verifiers, Vi, Vo, ..., V,, [2]-
[6]. In general, each of these protocols involves sending
information to the prover from multiple verifiers and cor-
relating the time at which each verifier receives information
back to verify the location of the prover. In this research
we flip the scenario and propose a new protocol involving a
single verifier and a single prover located in multiple physical
locations (e.g. a cloud infrastructure located in multiple
data centers). This protocol is potentially more practical to
implement as it requires fewer resources for the verifier (end
user) and relies on the existing resources shared between the
prover’s (cloud service provider’s) locations. In addition, this
protocol uses identity verification and encryption to eliminate
vulnerabilities to common PBQC attacks.

II. PROTOCOL

The proposed protocol occurs in two parts: identity ver-
ification and location verification. The identity verification
phase focuses on establishing identities between the verifier
and each prover location using a zero-knowledge proof.
The assumption that a zero-knowledge proof can occur is

This work is partly supported by NSF Award #1623380.

reasonable given the potential applications of this protocol
(e.g. cloud services model). For example, the verifier likely
already registered with the cloud provider via a username
and password. Following this, the two parties are able to
exchange encryption keys to be used during the location
verification portion of the protocol where the location of
each prover is verified. This is done using a triangulation
scheme and requires the knowledge of two prover locations
at a minimum. The verifier prepares quantum states and
unitary operators sending one of each to each prover location.
The prover performs the operation on the given state. The
prover locations are grouped into pairs where one prover may
participate in two pairs if an odd number of provers exists.
After performing their operation, the pairs exchange states
and perform their operation again on their new state. Then
each encrypts the state using their previously established
encryption key. Following this, they each return the state
to the verifier. The verifier records the time at which the
states were received and verifies that the expected state was
returned. If both are true, the location is verified.

III. CONCLUSIONS

The proposed protocol is a novel application of position-
based quantum cryptography that allows for the verifica-
tion of a multi-located prover using only a single verifier.
The success of the protocol is dependent on the use of
a pre-established shared secret (username/password) used
to establish identities and encryption keys and on timing
verification. If the protocol is unsuccessful, it reveals the
presence of an attacker. This model allows for stronger
authentication between parties in real-world situations, such
as cloud computing.
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