A Multi-Valued Quantum Fully Homomorphic Encryption Scheme
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1. Quantum homomorphic encryption (QHE)

We propose a QHE scheme based on point function obfuscation,
including the following four algorithms.

QFHE scheme with multi-valued quantum single-point obfuscation is
IND-CPA (indistinguishability under chosen plaintext attack)-secure.

|Pr{DEYPY(Encrypta®Ig)pme] = 11}

1. Multi-aluedv quantum random oracle model 2. Quantum circuit diagram of the QFHE scheme with single qubit

/ Encrypt, Evaluate, Decrypt \

The multi-valued quantum random oracle machine is a quantum

p 1. QHE based on quantum obfuscation ~ polynomial time algorithm R, that satisties the following properties: | , — PF{D St pt[(E nCT}’PtA®IE)(|O><O|M®PE)]
el | | A D T e = 1)< [PHA [0 (Uay)r - O(Ugnr); Encrypta(®] = 1]])
amen P . . o — When any party (adversary or challenger) accesses with the classical | | - R @O/
e, . _ Frenp ) g eluaten(€0) Deenpty ke, £)=C1e) constant k € N, the binary converter B will convert k into a classical G o | Cermine) | | © P N Pr{A [O(Ual'bl)’ B O(U“t'bt); Feir) ptA(lO))]
kﬁ\ Ky | o) ° 1) bit string {0, 1}™. . = 1| ‘S ‘Pr {SO(Ualrbl)""'o(Uat'bt)[EncryptA(p): = 1]]}
Gen — R G ]
— R, randomly and uniformly generates the quantum state — Pr {S 0(Uay by )0 (Uaby) |Encrypta(]0))] = 1_ }‘ + negl(n)

1) Key generation algorithm: In this algorithm, the encrypting party

- /

encodes the classical plaintext information into quantum state plaintext Ry (B(k))) € (H?)®%0f s-qubits, where s = ploy (m). < negl(n)
o as required, and then uses the key generation algorithm KeyGen, to
randomly generate two keys k,j € {0, 1,..., d — 1} and save them.

2) Encryption algorithm: The encryption algorithm

3. Quantum circuit diagram of the QFHE scheme with multiple qubits

/ Encrypt, Evaluate, Decrypt, \

— The output of the different inputs of any pair of multi-valued
quantum random oracles R, 1s nearly orthogonal

The outputs of the encryption algorithm and the evaluation algorithm
of the QFHE scheme with single qubit are in completely mixed states,

. . [(Rqg(BUR))|RG(BKN* < ¢ which means that an attacker cannot obtain any valuable information
Encrypt, performs encryption on the plaintext of quantum state Where B(k) % B(k"), & is negligible for the parameter m ., L, 10, , 4 ” —_— of the message sent by the encrypting party from the mixed state, so
: ’ ' the scheme 1s information-theoretic security.
ciphertext p = Encrypty(k,j,0) = ViW/o. The encrypting party —If R is accessed by the challenger as input k, the multi-valued / o e ’ P : o 1 R
sends p@®O (Up, ) to the evaluator, where k is the first bit of r and j is quantum random oracle machine R, produces ¢ copies of the output to " iy i LT a2 Z ViWio(Viwg)
the last bit of r. The encrypting party must be fully quantum plaintext the adversary. G, gy BB T S I A A B B e ‘ibe{o'---'d—l}
state and classical key information. R e e N ] =— z Ve Wf(p(Wé’)T(V ayt
3) Evaluation algorithm: After the evaluator receives the quantum state 2. Multi-valued quantum point function \i” T LA / d Whe(Omd—1)
ciphertext p from the encrypting party, it generates the evaluation d—1 d—1 d—1
parameters a, f according to its computing requirements. It performs The multi-valued quantum single-point function 1s defined as follows: QFHE scheme with multi-valued quantum single-point obfuscation — i z z w*(a+bx) |x) - Z p..|m) - z o —*x(a+bx) )
the evaluation p’ = EvaluateA (a,B,p) = Ugp - p on the received Uap: 1%,5,G1i) = [%,Y, Giap (x),j+Py () is a four-tuple of quantum algorithms: d? a,bef0,,d—1} \ x=0 m=0 =0
quantum state ciphertext, and sends the result p’'® Q to the decrypting _ _ . J—1 d—1
party via the quantum-secure channel. Where x,y € G, ;,j =1,...,d,1 =0,...,d — 1, B,(x) and P, (y) are (Key generation) KeyGen,: (a,b,G; ;) —> 0. The key generation 1 - .
4) Decryption algorithm: After the evaluator receives the calculation the following classical functions: algorithm KeyGen, randomly generates two classical keys, a,b € 32 Z z Pm® [m)(m| z w Ealed
result of the evaluation, it uses interpreter & to measure Q to obtain k, P.(x) = {a ) xX=a {1,...,d — 1}. Then.the obfugcator O asks t.he multi-valued quantum a,b€{0,...d—1} xd=_0 x=0
and adopts the decryption algorithm Decrypt, to perform the d —ax *+a random oracle machine R a with a, b to obtain the quantum state 1

b y=0>b

1
— m(a+bm),,.—m(a+bm)
P, (y) = {d by b 72 Z Z P @ W |m)(m|

a,be{0,...d—1} \ x=0

1
— ﬁ z Pmlq

a,be{o0,..,.d—1}

R,(B(a)),R,(B(b)), and the obfuscator O stores the obtained

. =D N — kw4 — ' .
decryption o ecrypty (k,j,p' ) =V "W, p Ugq g0 based on quantum state r, = R, (B(a)),1, = Ry(B(b)), Glj is the multi-valued

the key k, j.

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| . . .
| according to the encryption key k,j to generate the quantum state
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quantum state randomly generated by the encrypting party and the
decrypting party.
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where a,b € {1,...,d — 1}. :
|
. . . |
(Encryption) Encrypty: 0 —> p. The encryption algorithm |
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2. Quantum obfuscation

:0 (Polynomial expansion)

| _

| | | m = ploy(n)

:0 (Functional equivalence) for any possible p

i 16(0(0)®p) = UcpU{|ler < negl(m)

|® (Virtual black-box) for every QPT A, there exists a QPT SY¢ such
that for any QPT distinguisher D

IPr|D (4(0(0))) = 1| = Pr[D(sY¢(10™))) = 1] < negl(n)

We define C, , = {Cyp:a,b € {0,...,d}}, where C, j 1s a quantum

circuit that implements the corresponding function of the unitary
matrix U . The structure of the multi-valued quantum single-point

Similarly, QFHE scheme with multi-valued quantum multi-point

BIUETTPE PRI CICTyRON Gl (1o plENNIET; (7 C1 GIAmEGR Sl obfuscation 1s also IND-CPA-secure and information-theoretic security.

with the key a, b to generate the quantum state ciphertext p =

Encrypta(a, b, 0)). Then the encrypting party sends p to the evaluator
via the quantum-secure channel and sends the result G

function obfuscator ORa (Ug p) can be given as follows:

(Multi-valued quantum single-point obfuscation scheme) The
obfuscator O%4 (Ug p) asks the multi-valued quantum random oracle
machine R, with a, b to obtain the quantum statesR, (B (a)), R;(B(b)),

L+P o (%),j+P, ()
of obfuscator O to the decrypting party.

(Homomorphic Evaluation) Evaluate,: p —> p' . After the
evaluator receives the quantum state ciphertext p from the encrypting
party, it generates the evaluation parameters «, f according to its
computing requirements. It performs the evaluation p’ =

and the obfuscator O%4 (Ugp) stores the obtained quantum state 7, =
R,(B (q)), 1, = Ry (B(D)), Wh.en inputting x,y € G; ;, wi.ll output
GHa’j if Ry (B(x))=r1y , Gl’j+b it Ry (B(y))=rp , Gl+a,j+b if
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: To develop the theory of quantum obfuscation, its application i1s
|

: Ry (B(x))=ry, Rqy(B(¥))=r} , otherwise G
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crucial. In this paper, from the perspective of quantum obfuscation, we
proposed two QFHE schemes with multi-valued quantum point
obfuscation, including single-qubit and multi-qubit QFHE schemes.
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:A quantum point function U, g with a general output is

| Ugp:lx,0™") = |x, Py p(x))

iwhere a € {0,1}", § € {0,1}\0™, and P, z is a classical point function I+d—a,j+d—b’
|
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with a multi-bit output working as:

Evaluate,(a,B,p) =V Wdﬁ p on the received quantum state

The multi-valued quantum multi-point function 1s defined as follows: ciphertext, and sends the result p to the decrypting party via the

o The two schemes are completely independent of secret key. Since the

f  ifx=«a U _ G .Y — G _ quantum-secure channel. ) :
Pop(x) = 0"  otherwise (azb)larb)’ 162, GLj) = |y, l"‘Pal,...,al-(x)J+Pb1,...,bl-(3’)) mean value of the encryption output and the evaluation output are
L " B f i AN gl : (Decryption) Decrypt,: p' —> o' . After the decrypting party completely mixed, an attacker cannot obtain any information output
Where x,y € G15,) = 1, o b= 4T Llay, (x)an receives the calculation result of the evaluator, it adopts the decryption without knowing the distribution of plaintext information of quantum
Pp,,...p;(¥) are the following classical functions: algorithm Decrypt, to perform the decryption ¢’ = state in advance, which further strengthens security.

-

MOTIVATION P, (%) = ai X =0 Decrypty(a,b,p’) = VC?WdBa based on the key a, b. . o
poef 2 \d —a;x *+ q; With the development of quantum communication and quantum
" We Tigorously _comstruct & mulfivalued oquantum  fully 2 o) = :bi y = b; The structure of QFHE scheme with multi-valued quantum multi-point computation, the demand .for entrusted computing in the quantum
bq,..b; Y d — by # b; obfuscation is similar to the QFHE scheme with multi-valued quantum environment will greatly increase. Although the proposed schemes

homomorphic encryption scheme by means of quantum point
obfuscation. Our work formally demonstrates the scalability and
application of quantum obfuscation. We hope that such work will be
constructive in the field of quantum obfuscation.

break through the limitation of low dimension, the demand for secure

single-point obfuscation. . : ; . .
multi-party computation still needs to be considered in the future.

where a;, b; € {1,...,d —1},i € 1, ...,n.

We define Cq, »,),...(aib) = {Cay,by),..(apb;)" %ir bi €

{0,...,d}}, where Cq, p.),...(a;b,) 18 @ quantum circuit that implements
the corresponding function of the unitary matrixU g, p,),...(a;b;)- 10€
structure of the multi-valued quantum multi-point function obfuscator
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