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Quantum Position Verification

The setting in quantum position verification (QPV) consists of a set of trusted verifiers and an a priori untrusted party P at geographical location P , which will be their only
cryptographic credential. The task for P is to convince the verifiers that P truly is at position P . To that end, the verifiers send challenges, possibly consisting of quantum
and classical information, to P, who is asked to immediately perform a quantum operation Q (possibly depending on input information) on the inputs in order to produce a
response. This then needs to be sent back to the verifiers again immediately and they check if the response is consistent with what they would expect if Q is applied to the
inputs. Can a coalition of attackers A,B, not located at P , with only local actions and one round of simultaneous communication, classical (CC) or quantum (QC), fake being
at P and convice the verifiers thereof? Yes [1, 2], but not necessarily if they only have access to a bounded amount of entanglement.

Quantum Position Verification
<latexit sha1_base64="2o7osQBrv8istbm7RKIsklfpUFQ=">AAAB83icbVDLSsNAFL2pr1pfVZduBovgqiQiKq4KblxWsA9oSplMJ+3QySTM3Agl9DfcuFDErT/jzr9xmmahrQcGDufcyz1zgkQKg6777ZTW1jc2t8rblZ3dvf2D6uFR28SpZrzFYhnrbkANl0LxFgqUvJtoTqNA8k4wuZv7nSeujYjVI04T3o/oSIlQMIpW8v2I4tiEWXvgzgbVmlt3c5BV4hWkBgWag+qXP4xZGnGFTFJjep6bYD+jGgWTfFbxU8MTyiZ0xHuWKhpx08/yzDNyZpUhCWNtn0KSq783MhoZM40CO5lnXPbm4n9eL8Xwpp8JlaTIFVscClNJMCbzAshQaM5QTi2hTAublbAx1ZShraliS/CWv7xK2hd176ruPlzWGrdFHWU4gVM4Bw+uoQH30IQWMEjgGV7hzUmdF+fd+ViMlpxi5xj+wPn8AQ3rkas=</latexit>

V0
<latexit sha1_base64="DPff7bupxqmgvGSKquJ1Kmk24Ss=">AAAB83icbVDLSsNAFL2pr1pfVZduBovgqiQiKq4KblxWsA9oSplMJ+3QySTM3Agl9DfcuFDErT/jzr9xmmahrQcGDufcyz1zgkQKg6777ZTW1jc2t8rblZ3dvf2D6uFR28SpZrzFYhnrbkANl0LxFgqUvJtoTqNA8k4wuZv7nSeujYjVI04T3o/oSIlQMIpW8v2I4tiEWXvgzQbVmlt3c5BV4hWkBgWag+qXP4xZGnGFTFJjep6bYD+jGgWTfFbxU8MTyiZ0xHuWKhpx08/yzDNyZpUhCWNtn0KSq783MhoZM40CO5lnXPbm4n9eL8Xwpp8JlaTIFVscClNJMCbzAshQaM5QTi2hTAublbAx1ZShraliS/CWv7xK2hd176ruPlzWGrdFHWU4gVM4Bw+uoQH30IQWMEjgGV7hzUmdF+fd+ViMlpxi5xj+wPn8AQ9wkaw=</latexit>

V1
<latexit sha1_base64="6M/W+z2H5uBYOKgiMRfQ8GQk7OM=">AAAB8XicbVBNS8NAFHypX7V+VT16WSyCp5KIqHgqePFYwdZiG8pm+9Iu3WzC7kYoof/CiwdFvPpvvPlv3KY5aOvAwjDzHjtvgkRwbVz32ymtrK6tb5Q3K1vbO7t71f2Dto5TxbDFYhGrTkA1Ci6xZbgR2EkU0igQ+BCMb2b+wxMqzWN5byYJ+hEdSh5yRo2VHnsRNSMdZs1pv1pz624Osky8gtSgQLNf/eoNYpZGKA0TVOuu5ybGz6gynAmcVnqpxoSyMR1i11JJI9R+lieekhOrDEgYK/ukIbn6eyOjkdaTKLCTecJFbyb+53VTE175GZdJalCy+UdhKoiJyex8MuAKmRETSyhT3GYlbEQVZcaWVLEleIsnL5P2Wd27qLt357XGdVFHGY7gGE7Bg0towC00oQUMJDzDK7w52nlx3p2P+WjJKXYO4Q+czx/Zt5EC</latexit>

P

<latexit sha1_base64="hA6+PEg05dlpmlplfLek7frWmpk=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIqLiquHFZwT6wHUomzbShmcyQ3BHK0L9w40IRt/6NO//GtJ2Fth4IHM65l5x7gkQKg6777RRWVtfWN4qbpa3tnd298v5B08SpZrzBYhnrdkANl0LxBgqUvJ1oTqNA8lYwup36rSeujYjVA44T7kd0oEQoGEUrPXYjikMTZjeTXrniVt0ZyDLxclKBHPVe+avbj1kacYVMUmM6npugn1GNgkk+KXVTwxPKRnTAO5YqGnHjZ7PEE3JilT4JY22fQjJTf29kNDJmHAV2cpZw0ZuK/3mdFMMrPxMqSZErNv8oTCXBmEzPJ32hOUM5toQyLWxWwoZUU4a2pJItwVs8eZk0z6reRdW9P6/UrvM6inAEx3AKHlxCDe6gDg1goOAZXuHNMc6L8+58zEcLTr5zCH/gfP4AwuyQ8w==</latexit>

A
<latexit sha1_base64="TFejkNC1hA55wtOe2P/96zVWR+o=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIqLgqunFZwT6wHUomzbShmcyQ3BHK0L9w40IRt/6NO//GtJ2Fth4IHM65l5x7gkQKg6777RRWVtfWN4qbpa3tnd298v5B08SpZrzBYhnrdkANl0LxBgqUvJ1oTqNA8lYwup36rSeujYjVA44T7kd0oEQoGEUrPXYjikMTZjeTXrniVt0ZyDLxclKBHPVe+avbj1kacYVMUmM6npugn1GNgkk+KXVTwxPKRnTAO5YqGnHjZ7PEE3JilT4JY22fQjJTf29kNDJmHAV2cpZw0ZuK/3mdFMMrPxMqSZErNv8oTCXBmEzPJ32hOUM5toQyLWxWwoZUU4a2pJItwVs8eZk0z6reRdW9P6/UrvM6inAEx3AKHlxCDe6gDg1goOAZXuHNMc6L8+58zEcLTr5zCH/gfP4AxHGQ9A==</latexit>

B

<latexit sha1_base64="ERh0C4i9tpPdHazPxTyqV7q4prk=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KomIeix68diC/YA2lM120q7dbMLuRiyhv8CLB0W8+pO8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6nfqtR1Sax/LejBP0IzqQPOSMGivVn3qlsltxZyDLxMtJGXLUeqWvbj9maYTSMEG17nhuYvyMKsOZwEmxm2pMKBvRAXYslTRC7WezQyfk1Cp9EsbKljRkpv6eyGik9TgKbGdEzVAvelPxP6+TmvDaz7hMUoOSzReFqSAmJtOvSZ8rZEaMLaFMcXsrYUOqKDM2m6INwVt8eZk0zyveZcWtX5SrN3kcBTiGEzgDD66gCndQgwYwQHiGV3hzHpwX5935mLeuOPnMEfyB8/kD59+NAQ==</latexit>x

<latexit sha1_base64="Pr5aPgXpcw4NaU2PSo9hhymmHUg=">AAAB6HicbVBNS8NAEN3Ur1q/qh69LBbBU0lE1GPRi8cW7Ae0oWy2k3btZhN2J0IJ/QVePCji1Z/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVHJo8lrHuBMyAFAqaKFBCJ9HAokBCOxjfzfz2E2gjYvWAkwT8iA2VCAVnaKUG9ssVt+rOQVeJl5MKyVHvl796g5inESjkkhnT9dwE/YxpFFzCtNRLDSSMj9kQupYqFoHxs/mhU3pmlQENY21LIZ2rvycyFhkziQLbGTEcmWVvJv7ndVMMb/xMqCRFUHyxKEwlxZjOvqYDoYGjnFjCuBb2VspHTDOONpuSDcFbfnmVtC6q3lXVbVxWard5HEVyQk7JOfHINamRe1InTcIJkGfySt6cR+fFeXc+Fq0FJ585Jn/gfP4A4c+M/Q==</latexit>

t

<latexit sha1_base64="3Ti41rdAjJUfZK2NG9HxwUtHJCs=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8cKthaaUDbbSbt0swm7G6HE/g0vHhTx6p/x5r9x2+agrQ8GHu/NMDMvTAXXxnW/ndLK6tr6RnmzsrW9s7tX3T9o6yRTDFssEYnqhFSj4BJbhhuBnVQhjUOBD+HoZuo/PKLSPJH3ZpxiENOB5BFn1FjJf/JTzX1F5UBgr1pz6+4MZJl4BalBgWav+uX3E5bFKA0TVOuu56YmyKkynAmcVPxMY0rZiA6wa6mkMeogn908ISdW6ZMoUbakITP190ROY63HcWg7Y2qGetGbiv953cxEV0HOZZoZlGy+KMoEMQmZBkD6XCEzYmwJZYrbWwkbUkWZsTFVbAje4svLpH1W9y7q7t15rXFdxFGGIziGU/DgEhpwC01oAYMUnuEV3pzMeXHenY95a8kpZg7hD5zPH23hkfA=</latexit> | i <latexit sha1_base64="5QgbXGHwGJ5XeWLLslBZPhLWriA=">AAAB+HicbVBNS8NAEN3Ur1o/GvXoJVgETyURUY9FLx4r2A9oQ5lsJ+3SzSbsbgo19pd48aCIV3+KN/+N2zYHbX0w8Hhvhpl5QcKZ0q77bRXW1jc2t4rbpZ3dvf2yfXDYVHEqKTZozGPZDkAhZwIbmmmO7UQiRAHHVjC6nfmtMUrFYvGgJwn6EQwECxkFbaSeXX7qjkEmQ9aVIAYce3bFrbpzOKvEy0mF5Kj37K9uP6ZphEJTDkp1PDfRfgZSM8pxWuqmChOgIxhgx1ABESo/mx8+dU6N0nfCWJoS2pmrvycyiJSaRIHpjEAP1bI3E//zOqkOr/2MiSTVKOhiUZhyR8fOLAWnzyRSzSeGAJXM3OrQIUig2mRVMiF4yy+vkuZ51busuvcXldpNHkeRHJMTckY8ckVq5I7USYNQkpJn8krerEfrxXq3PhatBSufOSJ/YH3+AEcGk30=</latexit>|'i

<latexit sha1_base64="qR44ptl/dVyQ8chgy+EFm/0gTus=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69BIvoqSQi6rHoxWMF+wFNKJvtpF262cTdTaHE/g4vHhTx6o/x5r9x2+agrQ8GHu/NMDMvSDhT2nG+rcLK6tr6RnGztLW9s7tX3j9oqjiVFBs05rFsB0QhZwIbmmmO7UQiiQKOrWB4O/VbI5SKxeJBjxP0I9IXLGSUaCP5T16i2Kkniehz7JYrTtWZwV4mbk4qkKPeLX95vZimEQpNOVGq4zqJ9jMiNaMcJyUvVZgQOiR97BgqSITKz2ZHT+wTo/TsMJamhLZn6u+JjERKjaPAdEZED9SiNxX/8zqpDq/9jIkk1SjofFGYclvH9jQBu8ckUs3HhhAqmbnVpgMiCdUmp5IJwV18eZk0z6vuZdW5v6jUbvI4inAEx3AGLlxBDe6gDg2g8AjP8Apv1sh6sd6tj3lrwcpnDuEPrM8f0SySIQ==</latexit>| 0i
<latexit sha1_base64="hTpSBYlRCsS6WF5J2CE2m88hJow=">AAAB+XicbVBNS8NAEJ34WetX1KOXYBE9lUREPRa9eKxgP6AJZbOdtEs3m7C7KZTYf+LFgyJe/Sfe/Ddu2xy09cHA470ZZuaFKWdKu+63tbK6tr6xWdoqb+/s7u3bB4dNlWSSYoMmPJHtkCjkTGBDM82xnUokccixFQ7vpn5rhFKxRDzqcYpBTPqCRYwSbaSubT/5IyLTATvzJRF9jl274lbdGZxl4hWkAgXqXfvL7yU0i1FoyolSHc9NdZATqRnlOCn7mcKU0CHpY8dQQWJUQT67fOKcGqXnRIk0JbQzU39P5CRWahyHpjMmeqAWvan4n9fJdHQT5EykmUZB54uijDs6caYxOD0mkWo+NoRQycytDh0QSag2YZVNCN7iy8ukeVH1rqruw2WldlvEUYJjOIFz8OAaanAPdWgAhRE8wyu8Wbn1Yr1bH/PWFauYOYI/sD5/AKu0k64=</latexit> |'

0 i

1. The verifiers send a challenge to .

2.  is asked to do an operation on the 

inputs and to send back the results 
immediately.


3. The verifiers check if the answers are 
correct and received in time.

P
P

Can a coalition of attackers fake being 
at ?P

Quantum Position Verification
<latexit sha1_base64="2o7osQBrv8istbm7RKIsklfpUFQ=">AAAB83icbVDLSsNAFL2pr1pfVZduBovgqiQiKq4KblxWsA9oSplMJ+3QySTM3Agl9DfcuFDErT/jzr9xmmahrQcGDufcyz1zgkQKg6777ZTW1jc2t8rblZ3dvf2D6uFR28SpZrzFYhnrbkANl0LxFgqUvJtoTqNA8k4wuZv7nSeujYjVI04T3o/oSIlQMIpW8v2I4tiEWXvgzgbVmlt3c5BV4hWkBgWag+qXP4xZGnGFTFJjep6bYD+jGgWTfFbxU8MTyiZ0xHuWKhpx08/yzDNyZpUhCWNtn0KSq783MhoZM40CO5lnXPbm4n9eL8Xwpp8JlaTIFVscClNJMCbzAshQaM5QTi2hTAublbAx1ZShraliS/CWv7xK2hd176ruPlzWGrdFHWU4gVM4Bw+uoQH30IQWMEjgGV7hzUmdF+fd+ViMlpxi5xj+wPn8AQ3rkas=</latexit>

V0
<latexit sha1_base64="DPff7bupxqmgvGSKquJ1Kmk24Ss=">AAAB83icbVDLSsNAFL2pr1pfVZduBovgqiQiKq4KblxWsA9oSplMJ+3QySTM3Agl9DfcuFDErT/jzr9xmmahrQcGDufcyz1zgkQKg6777ZTW1jc2t8rblZ3dvf2D6uFR28SpZrzFYhnrbkANl0LxFgqUvJtoTqNA8k4wuZv7nSeujYjVI04T3o/oSIlQMIpW8v2I4tiEWXvgzQbVmlt3c5BV4hWkBgWag+qXP4xZGnGFTFJjep6bYD+jGgWTfFbxU8MTyiZ0xHuWKhpx08/yzDNyZpUhCWNtn0KSq783MhoZM40CO5lnXPbm4n9eL8Xwpp8JlaTIFVscClNJMCbzAshQaM5QTi2hTAublbAx1ZShraliS/CWv7xK2hd176ruPlzWGrdFHWU4gVM4Bw+uoQH30IQWMEjgGV7hzUmdF+fd+ViMlpxi5xj+wPn8AQ9wkaw=</latexit>

V1
<latexit sha1_base64="6M/W+z2H5uBYOKgiMRfQ8GQk7OM=">AAAB8XicbVBNS8NAFHypX7V+VT16WSyCp5KIqHgqePFYwdZiG8pm+9Iu3WzC7kYoof/CiwdFvPpvvPlv3KY5aOvAwjDzHjtvgkRwbVz32ymtrK6tb5Q3K1vbO7t71f2Dto5TxbDFYhGrTkA1Ci6xZbgR2EkU0igQ+BCMb2b+wxMqzWN5byYJ+hEdSh5yRo2VHnsRNSMdZs1pv1pz624Osky8gtSgQLNf/eoNYpZGKA0TVOuu5ybGz6gynAmcVnqpxoSyMR1i11JJI9R+lieekhOrDEgYK/ukIbn6eyOjkdaTKLCTecJFbyb+53VTE175GZdJalCy+UdhKoiJyex8MuAKmRETSyhT3GYlbEQVZcaWVLEleIsnL5P2Wd27qLt357XGdVFHGY7gGE7Bg0towC00oQUMJDzDK7w52nlx3p2P+WjJKXYO4Q+czx/Zt5EC</latexit>

P

<latexit sha1_base64="hA6+PEg05dlpmlplfLek7frWmpk=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIqLiquHFZwT6wHUomzbShmcyQ3BHK0L9w40IRt/6NO//GtJ2Fth4IHM65l5x7gkQKg6777RRWVtfWN4qbpa3tnd298v5B08SpZrzBYhnrdkANl0LxBgqUvJ1oTqNA8lYwup36rSeujYjVA44T7kd0oEQoGEUrPXYjikMTZjeTXrniVt0ZyDLxclKBHPVe+avbj1kacYVMUmM6npugn1GNgkk+KXVTwxPKRnTAO5YqGnHjZ7PEE3JilT4JY22fQjJTf29kNDJmHAV2cpZw0ZuK/3mdFMMrPxMqSZErNv8oTCXBmEzPJ32hOUM5toQyLWxWwoZUU4a2pJItwVs8eZk0z6reRdW9P6/UrvM6inAEx3AKHlxCDe6gDg1goOAZXuHNMc6L8+58zEcLTr5zCH/gfP4AwuyQ8w==</latexit>

A
<latexit sha1_base64="TFejkNC1hA55wtOe2P/96zVWR+o=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIqLgqunFZwT6wHUomzbShmcyQ3BHK0L9w40IRt/6NO//GtJ2Fth4IHM65l5x7gkQKg6777RRWVtfWN4qbpa3tnd298v5B08SpZrzBYhnrdkANl0LxBgqUvJ1oTqNA8lYwup36rSeujYjVA44T7kd0oEQoGEUrPXYjikMTZjeTXrniVt0ZyDLxclKBHPVe+avbj1kacYVMUmM6npugn1GNgkk+KXVTwxPKRnTAO5YqGnHjZ7PEE3JilT4JY22fQjJTf29kNDJmHAV2cpZw0ZuK/3mdFMMrPxMqSZErNv8oTCXBmEzPJ32hOUM5toQyLWxWwoZUU4a2pJItwVs8eZk0z6reRdW9P6/UrvM6inAEx3AKHlxCDe6gDg1goOAZXuHNMc6L8+58zEcLTr5zCH/gfP4AxHGQ9A==</latexit>

B

<latexit sha1_base64="ERh0C4i9tpPdHazPxTyqV7q4prk=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KomIeix68diC/YA2lM120q7dbMLuRiyhv8CLB0W8+pO8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6nfqtR1Sax/LejBP0IzqQPOSMGivVn3qlsltxZyDLxMtJGXLUeqWvbj9maYTSMEG17nhuYvyMKsOZwEmxm2pMKBvRAXYslTRC7WezQyfk1Cp9EsbKljRkpv6eyGik9TgKbGdEzVAvelPxP6+TmvDaz7hMUoOSzReFqSAmJtOvSZ8rZEaMLaFMcXsrYUOqKDM2m6INwVt8eZk0zyveZcWtX5SrN3kcBTiGEzgDD66gCndQgwYwQHiGV3hzHpwX5935mLeuOPnMEfyB8/kD59+NAQ==</latexit>x

<latexit sha1_base64="Pr5aPgXpcw4NaU2PSo9hhymmHUg=">AAAB6HicbVBNS8NAEN3Ur1q/qh69LBbBU0lE1GPRi8cW7Ae0oWy2k3btZhN2J0IJ/QVePCji1Z/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVHJo8lrHuBMyAFAqaKFBCJ9HAokBCOxjfzfz2E2gjYvWAkwT8iA2VCAVnaKUG9ssVt+rOQVeJl5MKyVHvl796g5inESjkkhnT9dwE/YxpFFzCtNRLDSSMj9kQupYqFoHxs/mhU3pmlQENY21LIZ2rvycyFhkziQLbGTEcmWVvJv7ndVMMb/xMqCRFUHyxKEwlxZjOvqYDoYGjnFjCuBb2VspHTDOONpuSDcFbfnmVtC6q3lXVbVxWard5HEVyQk7JOfHINamRe1InTcIJkGfySt6cR+fFeXc+Fq0FJ585Jn/gfP4A4c+M/Q==</latexit>

t

<latexit sha1_base64="3Ti41rdAjJUfZK2NG9HxwUtHJCs=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8cKthaaUDbbSbt0swm7G6HE/g0vHhTx6p/x5r9x2+agrQ8GHu/NMDMvTAXXxnW/ndLK6tr6RnmzsrW9s7tX3T9o6yRTDFssEYnqhFSj4BJbhhuBnVQhjUOBD+HoZuo/PKLSPJH3ZpxiENOB5BFn1FjJf/JTzX1F5UBgr1pz6+4MZJl4BalBgWav+uX3E5bFKA0TVOuu56YmyKkynAmcVPxMY0rZiA6wa6mkMeogn908ISdW6ZMoUbakITP190ROY63HcWg7Y2qGetGbiv953cxEV0HOZZoZlGy+KMoEMQmZBkD6XCEzYmwJZYrbWwkbUkWZsTFVbAje4svLpH1W9y7q7t15rXFdxFGGIziGU/DgEhpwC01oAYMUnuEV3pzMeXHenY95a8kpZg7hD5zPH23hkfA=</latexit> | i <latexit sha1_base64="5QgbXGHwGJ5XeWLLslBZPhLWriA=">AAAB+HicbVBNS8NAEN3Ur1o/GvXoJVgETyURUY9FLx4r2A9oQ5lsJ+3SzSbsbgo19pd48aCIV3+KN/+N2zYHbX0w8Hhvhpl5QcKZ0q77bRXW1jc2t4rbpZ3dvf2yfXDYVHEqKTZozGPZDkAhZwIbmmmO7UQiRAHHVjC6nfmtMUrFYvGgJwn6EQwECxkFbaSeXX7qjkEmQ9aVIAYce3bFrbpzOKvEy0mF5Kj37K9uP6ZphEJTDkp1PDfRfgZSM8pxWuqmChOgIxhgx1ABESo/mx8+dU6N0nfCWJoS2pmrvycyiJSaRIHpjEAP1bI3E//zOqkOr/2MiSTVKOhiUZhyR8fOLAWnzyRSzSeGAJXM3OrQIUig2mRVMiF4yy+vkuZ51busuvcXldpNHkeRHJMTckY8ckVq5I7USYNQkpJn8krerEfrxXq3PhatBSufOSJ/YH3+AEcGk30=</latexit>|'i

<latexit sha1_base64="qR44ptl/dVyQ8chgy+EFm/0gTus=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69BIvoqSQi6rHoxWMF+wFNKJvtpF262cTdTaHE/g4vHhTx6o/x5r9x2+agrQ8GHu/NMDMvSDhT2nG+rcLK6tr6RnGztLW9s7tX3j9oqjiVFBs05rFsB0QhZwIbmmmO7UQiiQKOrWB4O/VbI5SKxeJBjxP0I9IXLGSUaCP5T16i2Kkniehz7JYrTtWZwV4mbk4qkKPeLX95vZimEQpNOVGq4zqJ9jMiNaMcJyUvVZgQOiR97BgqSITKz2ZHT+wTo/TsMJamhLZn6u+JjERKjaPAdEZED9SiNxX/8zqpDq/9jIkk1SjofFGYclvH9jQBu8ckUs3HhhAqmbnVpgMiCdUmp5IJwV18eZk0z6vuZdW5v6jUbvI4inAEx3AGLlxBDe6gDg2g8AjP8Apv1sh6sd6tj3lrwcpnDuEPrM8f0SySIQ==</latexit>| 0i
<latexit sha1_base64="hTpSBYlRCsS6WF5J2CE2m88hJow=">AAAB+XicbVBNS8NAEJ34WetX1KOXYBE9lUREPRa9eKxgP6AJZbOdtEs3m7C7KZTYf+LFgyJe/Sfe/Ddu2xy09cHA470ZZuaFKWdKu+63tbK6tr6xWdoqb+/s7u3bB4dNlWSSYoMmPJHtkCjkTGBDM82xnUokccixFQ7vpn5rhFKxRDzqcYpBTPqCRYwSbaSubT/5IyLTATvzJRF9jl274lbdGZxl4hWkAgXqXfvL7yU0i1FoyolSHc9NdZATqRnlOCn7mcKU0CHpY8dQQWJUQT67fOKcGqXnRIk0JbQzU39P5CRWahyHpjMmeqAWvan4n9fJdHQT5EykmUZB54uijDs6caYxOD0mkWo+NoRQycytDh0QSag2YZVNCN7iy8ukeVH1rqruw2WldlvEUYJjOIFz8OAaanAPdWgAhRE8wyu8Wbn1Yr1bH/PWFauYOYI/sD5/AKu0k64=</latexit> |'
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1. The verifiers send a challenge to .

2.  is asked to do an operation on the 

inputs and to send back the results 
immediately.


3. The verifiers check if the answers are 
correct and received in time.

P
P

Can a coalition of attackers fake being 
at ?P

New protocol: QPVSWAP

|0〉

|φ〉

|ψ〉

measureH H!

SWAP

Figure 1: Circuit to test if |φ〉 = |ψ〉 or |〈φ|ψ〉| ≤ δ

The error probability of the test can be reduced to any ε > 0 by setting the fingerprint of
x ∈ {0, 1}n to |hx〉⊗k for a suitable k ∈ O(log(1/ε)). From such fingerprints, the referee can
independently perform the test in Figure 1 k times, resulting in an error probability below ε. In
this case, the length of each fingerprint is O((log n)(log(1/ε)).

It is worth considering what goes wrong if one tries to simulate the above quantum protocol
using classical mixtures in place of quantum superpositions. In such a protocol, Alice and Bob send
(i, Ei(x)) and (j, Ej(y)) respectively to the referee for independent random uniformly distributed
i, j ∈ {1, 2, . . . ,m}. If it should happen that i = j then the referee can make a statistical inference
about whether or not x = y. But i = j occurs with probability only O(1/n)—and the ability of
the referee to make an inference when i %= j seems difficult. For many error-correcting codes, no
inference whatsoever about x = y is possible when i %= j and the lower bound in [NS96] implies that
no error-correcting code enables inferences to be made when i %= j with error probability bounded
below 1. The distinguishing test in Figure 1 can be viewed as a quantum operation which has no
analogous classical probabilistic counterpart.

Our quantum protocol for equality in the simultaneous message model uses O(log n)-qubit
fingerprints for any constant error probability. Is it possible to use fewer qubits? In fact, without
a shared key, Ω(log n)-qubit fingerprints are necessary. This is because any k-qubit quantum state
can be specified within exponential precision with O(k2k) classical bits. Therefore the existence of a
k-qubit quantum protocol implies the existence of an O(k2k)-bit (deterministic) classical protocol.
From this we can infer that k ∈ Ω(log n).

3 Sets of pairwise-distinguishable states in low-dimensional spaces

In Section 2, we employed a particular classical error-correcting code to construct a set of 2n

quantum states with pairwise inner products below δ in absolute value. Here, we consider the
question of how few qubits are sufficient for this to be accomplished for an arbitrarily small δ > 0.
We show that log n + O(log(1/δ)) qubits are sufficient. While this gives somewhat better bounds
than the Justesen codes discussed in Section 2, unfortunately we only have a nonconstructive proof
of this fact. The proof follows.

Suppose d ≥ 4n
δ2 log e . Then we claim there are 2n unit vectors in Rd with pairwise inner product

at most δ in absolute value. Consider two random vectors in v,w in {+1,−1}d/
√

d. Suppose
v and w agree in d′ coordinates and disagree in d − d′ coordinates, then their inner product is
〈v|w〉 = (2d′ − d)/d. Using a Chernoff bound [AS92, Corollary A.2] we have

Pr[|〈v|w〉| > δ] = Pr[|2d′ − d| > δd] ≤ 2e−δ2d/2.

4

• Simplest case: Verifiers randomly choose between sending (uniformly random) orthog-
onal or identical states

• Q is the well known (and lab friendly) SWAP test, depicted on the left

• Expected statistics: P(0) = 1+|〈ψ|φ〉|2
2 and P(1) = 1−|〈ψ|φ〉|2

2

• After having run enough rounds a statistical test will accept P with high probability,
while rejecting attackers with high probability

• Restricting attackers to no pre-shared entanglement and only positive-partial-transpose
(PPT) actions {Π0,Π1,Π∅} allows semi-definite program (SDP) formulation of at-
tacker success probability

Result 1: Result 2: Result 3:

Quantum Communication Attacks

• Often in QPV attackers are modelled to be constrained to LOCC or PPT actions, which does not
capture all quantum communication attacks

• How does quantum communication affect the security of QPV?

Result 1:

Result 2:

Loss, Entanglement and QPV

• Loss of signals or pre-shared entanglement can break security

• Can we have fully loss tolerant QPV that can only be attacked
with superlinear entanglement resources? Unfortunately, no:

Result:
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QPVSWAP(0, 1) is secure since pAB
succ ≤ 2

3 <
3
4 =

pP
succ, obtained via SDP. This also holds if at-

tackers are allowed to answer ‘loss’ (∅) for a
fraction 1 − η ∈ [0, 1) of the played rounds.
Hence QPVSWAP(0, 1) is fully loss tolerant.

QPVSWAP(0, 1) fulfils parallel repetition, i.e. if
executed in parallel n times then pAB

succ ≤
(

2
3

)n
.

This, again, holds even if attackers are allowed
to answer ∅ on any k < n rounds. Hence
QPVSWAP(0, 1) retains security and full loss tol-
erance when run in parallel.

We show that the SWAP test can be simulated
with one EPR pair and one round of CC. There-
fore, a sufficient amount of pre-shared entan-
glement to break n rounds of QPVSWAP(0, 1)
perfectly is n EPR pairs, at least ∼ 0.103n
EPR pairs are necessary.

We construct a protocol QPVsym/antisym that is secure (via SDP) against attackers constrained to
CC but can be perfectly broken with one round of QC.

Any QPV protocol, that is secure under attackers restricted to CC but perfectly broken with one
round of QC, can be transformed into a QPV protocol that is secure even if QC can be used. We
re-use the hypothetical states attackers hold locally after one round of QC as inputs to two new
QPV protocols, repeat this recursively and, using emergent classicality [3], show that at some
level in this recursion a QPV protocol secure against QC has to exist.

Any n-round QPV protocol can be broken with Õ(n) pre-
shared EPR pairs, if the fraction η of rounds used for security
analysis is low enough (i.e. if the loss is high enough).

Contact: rene.allerstorfer@cwi.nlrene.allerstorfer@cwi.nl, harry.buhrman@cwi.nlharry.buhrman@cwi.nl, f.speelman@uva.nlf.speelman@uva.nl, phvl@cwi.nlphvl@cwi.nl

https://arxiv.org/abs/2106.12911
https://arxiv.org/abs/2106.12911
mailto:rene.allerstorfer@cwi.nl
mailto:harry.buhrman@cwi.nl
mailto:f.speelman@uva.nl
mailto:phvl@cwi.nl

