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RESULTS
Results from orbit case study with efficient BB84, LEO orbit, 1 GHz source repetition rate, 1550 nm wavelength and night pass. The figure on the left shows the
Channel Transmittance: before and after specific point of the orbit the transmittance has zero value because of the application of a visibility mask. In the right
figure it is possible to see the Secret Key Rate. Each point marks the moment when a key block starts to be accumulated. Due to finite-size effects, ∼300 s are
needed to generate a key block. Thus, the drop around 250 s is caused by the end of the visibility mask at 550 s, after which the key block can no longer be
completed. This plot-visualization was chosen because it straightforwardly indicates the best moment when to start a key block, around 200 s in this case.

SUMMARY
Here we present a software tool developed under an 18-month project called PROtocols for Space sEcure Quantum cOmmunication (PROSEQO), funded by 
the European Space Agency and coordinated by the University of Padova with Sitael and Qascom as industrial partners. The scope of the project was to assess 
the protocols feasible for Satellite QKD and then realize an analytical model to describe all the elements that contribute to the Secret Key Rate (SKR). The 
analytical model was integrated in a dedicated software able to get several input parameters and orbit descriptions and calculate the final SKR [1]. The software 
was tested in 10 different case studies. Therefore, this can be a useful tool for future Satellite QKD missions as a preliminary step to evaluate mission feasibility. 
It could also be the starting point for a numerical overview on the practicability of a satellite QKD infrastructure.
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1 BB84 1000 SPAD 1550 Day LEO 0.003 19 kbps

2 BB84 5000 SNSPD 800 Night MEO 0.0001 32 kbps

3 BB84 1000 SNSPD 1550 Night GEO 0.0002 16 kbps

4 BB84 1000 SPAD 800 Day LEO 0.01 0

5 BB84-WBA 100 SPAD 800 Night MEO 0.0001 1 kbps

6 BB84-TB 1000 SNSPD 1550 Day LEO 0.003 225 kbps

7 BB84-TB 1000 SNSPD 800 Night MEO 0.0001 11 kbps

8 BBM92 1 SNSPD 1550 Night GEO 2E-8 0.006 bps

9 E91 1 SPAD 1550 Night GEO 2E-8 0

10 BBM92 1 SPAD 800 Night LEO 3E-5 4.4 bps

TASK 1 – REVIEW & ASSESSMENT
▪ Review of State-of-the-art QKD protocols
▪ Assessment of suitable protocols for Satellite QKD links

▪ Efficient BB84 [2]
▪ BB84 without announcement of bases [3]
▪ 4-D Time Bin BB84 like protocol [4]
▪ BBM92 protocol [5]
▪ E91 protocol [6]
▪ CV no switching and heterodyne detection protocol [7]

TASK 2 – BUILD ANALYTICAL MODEL
▪ Analysis of every contribution

▪ Transmitter
▪ Source Repetition Rate, Time Jitter, …

▪ Channel
▪ Channel Transmittivity, Telescope size, Turbulence, Background Light,…

▪ Receiver
▪ Detector Efficiency , Afterpulses, States per Detector,…

▪ Others
▪ Finite Key Effects, Coding Error, Error Correction inefficiency, …

TASK 3 – SOFTWARE
▪ Scenario Definition

▪ Orbit and fixed-point simulations
▪ Protocol selections + parameters
▪ Prepare and measure

▪ Select to share detector among different states + decoy [8]
▪ Entanglement based

▪ Two separated channels simulation
▪ CV protocol

▪ Possibility to switch between heterodyne and homodyne

Fixed-point simulations

Orbit simulations


